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ABSTRACT 

The increasing prevalence of Android devices has significantly expanded the attack surface for mobile malware, 

necessitating robust detection frameworks. This paper provides a comprehensive evaluation of existing Android 

malware analysis tools through both theoretical review and empirical testing. Five widely-used frameworks—

Androguard, MobSF, DroidBox, CuckooDroid, and Mobile Verification Toolkit (MVT)—were assessed using a 

dataset of 200 APKs comprising benign and malicious samples. Evaluation metrics included static feature extraction 

rates, dynamic behavior capture, error rates, and resource utilization. Results show that MobSF achieved the highest 

static extraction success (97%), while CuckooDroid performed best in dynamic analysis (91%). The study underscores 

the growing relevance of hybrid analysis techniques and highlights critical research gaps such as real-time detection, 

privacy-preserving analysis, and counter-evasion strategies. Based on empirical findings and trends in malware 

behavior, the paper presents recommendations to improve the accuracy, performance, and resilience of Android 

malware detection systems 
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INTRODUCTION 

The rapid global adoption of mobile devices, 

particularly those running Android OS, has 

fundamentally transformed how users interact with 

digital services. With Android accounting for over 72% 

of the global smartphone OS market [1], these devices 

have become prime targets for cybercriminals seeking 

to exploit user data, financial credentials, and system 

vulnerabilities. 

Mobile malware has evolved significantly in both 

complexity and scale [2]. According to a report by 

Securelist [3], over 5.6 million mobile malware 

incidents were detected in a single year, including 

sophisticated spyware, ransomware, and banking 

Trojans. Notably, while the overall volume of malware 

has slightly declined, the sophistication of attacks has 

increased due to enhanced obfuscation techniques and 

zero-day exploits [4]. 

The threat landscape has further intensified with state-

sponsored spyware such as Pegasus, capable of 

compromising both Android and iOS devices through 

zero-click exploits [5]. Such developments demonstrate 

that no platform, regardless of security posture, is 

immune to advanced threats. 

In this context, robust malware detection frameworks 

have emerged as essential tools for static, dynamic, and 

hybrid analysis. However, each approach has its 

limitations in terms of accuracy, scalability, and evasion 

resistance. This study aims to critically review and 

empirically evaluate prominent Android malware 

detection frameworks and provide actionable insights 

into their effectiveness. 

The main contributions of this work are as follows: 

● Systematic examination of Android malware 

threat landscape and detection methodologies, 

tracing evolutionary patterns from early threats 

to contemporary sophisticated attacks 

including state-sponsored surveillance 

campaigns. 

● Empirical evaluation of five prominent 

frameworks (Androguard, MobSF, DroidBox, 

CuckooDroid, MVT) across 200 APK samples, 

demonstrating hybrid analysis superiority with 

detection rates of 91-93% compared to 80-86% 

for single-mode approaches. 

● Comprehensive analysis of machine learning 

and deep learning techniques revealing 

ensemble CNN architectures achieve 99% 

accuracy, alongside examination of privacy-

preserving federated learning (95-97% 

accuracy) and explainable AI methods 

reducing investigation overhead by 30-40%. 

● Critical gap identification in real-time 

detection, adversarial robustness, and 

standardized benchmarking, with actionable 

recommendations for developing resilient, 

transparent, privacy-aware next-generation 

detection systems. 

2. Threat Landscape and Evolution 

Malware comprises software specifically crafted to 

perform unauthorized and malicious actions on target 

devices, ranging from data exfiltration and ransom 

demands to covert surveillance and remote control. 

Android has become the primary vector for mobile 

malware due to its open architecture, large global 

market share, and inconsistent patch deployment across 

diverse device manufacturers, which create persistent 

vulnerabilities [6]. Contemporary Android malware 

exploits multiple propagation methods—such as 

trojanized apps in third-party stores, SMS phishing 

campaigns, and malicious charging station “juice 

jacking”—and employs advanced functional behaviors 

like dynamic code loading, permission abuse, and 

encrypted payload unpacking to evade detection. These 

strains can be categorized by their operational objectives 

(spyware, banking Trojans, botnets, ransomware) and 

by their infection techniques (social engineering, 

supply-chain attacks, repackaging), underscoring the 

increasingly sophisticated and multifaceted nature of the 

mobile threat ecosystem [7].

 

Table 1 summarizes the core malware categories that threaten mobile users: 

Malware Type                                                                           Description                                                                  

Backdoor                  Provides remote access bypassing system authentication                      

Botnet       Controls multiple infected devices for coordinated attacks                  

Downloader Fetches and installs additional malware payloads                             

Spyware/ Keylogger       Steals sensitive information such as credentials and messages                

Rootkit     Hides presence of other malware, gaining deep access                         

Trojan / Dropper          Masquerades as legitimate apps, installs malicious components                
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Worm / Virus              Self-propagates via networks or file sharing                                 

Table 1. Common Mobile Malware Types and Characteristics 

|

Beyond functional classifications, attackers leverage a 

variety of mobile-specific infection vectors to 

distribute malware: 

● App marketplace spoofing: Adversaries 

publish trojanized versions of popular apps on 

unofficial third-party stores, tricking users into 

installing malicious software disguised as 

legitimate utilities or games [8].  

● Social engineering: Phishing campaigns 

deliver links via SMS, email, or messaging 

apps that redirect users to drive-by download 

sites or prompt installation of malicious APKs 

disguised as system updates or media players 

[9].  

● Juice jacking: Malicious charging stations or 

compromised USB cables inject malware onto 

devices when users connect for charging, 

exploiting the default USB “data” interface to 

install payloads without user interaction [10].  

● Fake app phishing: Counterfeit applications 

mimic legitimate interfaces and request 

excessive permissions—such as SMS access, 

contact lists, or camera control—to harvest 

sensitive data once granted [11].  

● Physical access exploits: Attackers with brief 

physical access employ tethering tools or 

exploit jailbreaking/rooting processes to install 

implants that persistently compromise device 

integrity and evade remote removal [12]. 

Recent cyber-espionage campaigns illustrate the real-

world impact of advanced mobile threats. The Pegasus 

spyware, created by NSO Group, exploited multiple 

zero-day vulnerabilities in both Android and iOS to 

achieve remote code execution without any user 

interaction, enabling attackers to access encrypted 

communications, GPS locations, contacts, and 

microphone recordings undetected over prolonged 

periods [13]. In a different vein, the Joker malware 

family concealed subscription fraud within seemingly 

innocuous apps; once installed, it executed hidden code 

to subscribe victims to premium SMS services, resulting 

in unauthorized charges for thousands of users and the 

removal of dozens of affected apps from official and 

third-party app stores [14]. 

Data consumption in emerging economies underscores 

the heightened risk of mobile-targeted attacks. In India, 

where 78% of all internet traffic is conducted via 

mobile devices, threat actors can leverage this pervasive 

connectivity to deploy a range of financially motivated 

schemes—such as silent premium service 

subscriptions—and politically driven espionage 

campaigns targeting high-value individuals and 

organizations [15]. Against this backdrop, detection 

frameworks must evolve beyond traditional signature-

based models to incorporate static analysis techniques 

(e.g., manifest and code inspection prior to execution) 

and dynamic analysis methods (e.g., sandbox 

monitoring of runtime behaviors and network 

interactions). By integrating both modalities, proactive 

systems can more effectively flag novel or obfuscated 

malware before it inflicts damage or exfiltrates sensitive 

data. 

3. Malware Analysis Methodologies 

Malware analysis is the cornerstone of Android security 

research, enabling practitioners to systematically dissect 

malicious applications’ code, runtime behavior, and 

overall impact. Static analysis inspects an APK’s 

contents—such as AndroidManifest entries, 

permissions, and API call sequences—without 

executing the code, facilitating rapid, large-scale 

screening but often faltering against obfuscation. In 

contrast, dynamic analysis executes the application 

within a sandbox or emulator to capture real-time 

behaviors—network requests, file operations, and inter-

process communications—offering deeper insight into 

runtime payloads at the expense of higher resource use 

and potential sandbox detection. Hybrid 

analysis combines these approaches to correlate static 

indicators with observed behaviors, balancing speed, 

accuracy, and resilience against sophisticated evasion 

techniques [16]. Together, these three methodologies 

form a comprehensive toolkit for identifying, 

characterizing, and mitigating Android malware threats. 

3.1 Static Analysis   

Static analysis inspects an Android application’s 

package (APK) without executing its code, providing a 

rapid and scalable first line of defense. This approach 

parses the AndroidManifest.xml to enumerate requested 

permissions (e.g., SEND_SMS, RECORD_AUDIO), 

decompiles Dalvik bytecode to extract API call 

sequences, and scans embedded resources and strings 

for indicators of compromise such as hard-coded URLs 

or cryptographic keys [17]. Signature-based engines 

compare extracted byte patterns against known malware 

signatures, while heuristic methods evaluate suspicious 

permission combinations and anomalous API usage to 

flag potentially malicious apps. Despite its efficiency 

and low resource demands, static analysis can be evaded 

by code obfuscation, encrypted payloads, and dynamic 

loading techniques that conceal malicious logic until 

runtime [18]. 
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Advantages Limitations 

Fast and scalable Obfuscation can hinder detection 

Safe from runtime execution risks Ineffective against runtime-only behaviors 

Automatable for batch analysis Prone to false positives 

Table 2.  Comparative analysis of advantages and limitations of Static Analysis 

3.2 Dynamic Analysis  

Dynamic analysis executes the application within a 

controlled sandbox or emulator to observe its behavior 

in real time. During execution, the system monitors and 

records critical runtime events such as network 

connections (DNS lookups, HTTP requests), file system 

interactions (creation, modification, deletion of files), 

inter-process communications (Intents, Binder 

transactions), and system calls (process forks, socket 

operations) [19]. By instrumenting the Android 

runtime—often via API hooking or virtualization—

dynamic analysis can detect behaviors that static 

inspection misses, such as code loaded at runtime, 

encrypted payload decryption, and conditional 

execution paths triggered by user inputs or 

environmental checks. However, this method incurs 

higher computational overhead and may be 

circumvented by malware employing sandbox-detection 

techniques or execution delays

. 

Advantages Limitations 

Effective in identifying runtime attacks and zero-

day exploits 

Resource-intensive 

Reveals command-and-control (C2) interactions May miss delayed or environment-sensitive behaviors 

 Evasion by sandbox-detecting malware is possible 

Table 3.  Comparative analysis of advantages and limitations of Dynamic Analysis

3.3 Hybrid Analysis   

Hybrid analysis integrates static and dynamic inspection 

to correlate code-level indicators with observed 

application behavior, delivering a holistic understanding 

of malware activity. Initially, static modules parse APK 

metadata—permissions, API usage, and 

configuration—while dynamic components execute the 

app in an instrumented environment to log runtime 

events such as network traffic, file operations, and inter-

process messages. By fusing these data streams, hybrid 

systems can detect hidden behaviors (e.g., dynamically 

loaded payloads) and reduce false positives inherent in 

single-mode approaches [20]. Modern frameworks 

increasingly adopt hybrid analysis for its superior 

detection coverage and resilience against evasion 

tactics, striking an optimal balance between speed, 

accuracy, and depth of insight [21].

 

Advantages Limitations 

Enhances accuracy by correlating static metadata with 

dynamic behavior 

Increased computational overhead 

Reduces false negatives common in single-mode 

detection 

Complexity in integration and interpretation 

Table 4.  Comparative analysis of advantages and limitations of Hybrid Analysis

The choice among static, dynamic, or hybrid analysis is 

driven by specific detection goals, available 

computational resources, and the complexity of the 

malware under scrutiny. For rapid large-scale 

screening—such as app store vetting—static analysis is 

preferred for its speed and low overhead, despite its 

http://www.sci-cult.com/


 

5 Dr. Amit Sharma 

  

SCIENTIFIC CULTURE, Vol. 12, No 2.1, (2026), pp. 13440-13449 

vulnerability to obfuscation. When uncovering runtime 

behaviors, zero-day exploits, or payload decryption, 

dynamic analysis provides deeper visibility but 

demands greater processing power and may be thwarted 

by sandbox-aware malware. Hybrid analysis offers the 

most comprehensive coverage by combining both 

modalities, making it suitable for in-depth investigations 

of sophisticated threats when resources permit [22]. 

4. Review of Android Malware Analysis Frameworks: 

A diverse ecosystem of open-source tools now 

underpins Android malware detection, each leveraging 

static, dynamic, or hybrid analysis to varying degrees of 

depth and efficiency. This section examines five leading 

frameworks—Androguard for lightweight static 

inspection, MobSF for integrated static/dynamic 

workflows, DroidBox for API-level sandbox tracing, 

CuckooDroid for comprehensive sandbox emulation, 

and the Mobile Verification Toolkit (MVT) for forensic 

spyware detection—assessing each on criteria of 

analytic breadth, processing speed, error resilience, and 

ease of integration into research or CI/CD environments

. 

Table 5 provides a comparative overview of these tools across critical dimensions. 

Framework       Type     Key Features                                            Strengths                                                  Limitations 

Androguard      Static   APK 

decompilation, 

CFG generation, 

permission analysis 

Lightweight, 

scriptable, ideal for 

offline code 

inspection 

No runtime 

behavior 

monitoring; limited 

support for 

obfuscation 

DroidBox        Dynamic  API call logging, 

system call tracing, 

runtime sandbox 

Good for detecting 

zero-day behavior                        

High resource 

usage; lacks static 

visibility 

CuckooDroid     Hybrid   Emulation, 

behavior tracing, 

log monitoring             

Deep behavioral 

profiling; modular                          

Complex setup; 

slower analysis 

speed 

MobSF           Hybrid   GUI interface, 

Frida integration, 

OWASP checks          

Balanced 

static/dynamic 

coverage; CI/CD 

ready               

Moderate 

scalability in high-

load environments 

MVT (Amnesty)   Static+  IOC scanning, 

forensic extraction                       

Ideal for forensic 

investigation of 

known spyware           

Limited dynamic 

analysis; narrow 

use case 

Table 5. Comparative Features of Android Malware Analysis Frameworks

Androguard: It is a Python-based static analysis toolkit 

designed for disassembling and inspecting Android 

APK packages without code execution. It decompiles 

DEX bytecode into human-readable formats, extracts 

control-flow and call graphs, and enumerates 

permissions, API invocations, and string literals to 

facilitate reverse engineering and signature-based threat 

identification. Widely adopted in academic research and 

malware triage, Androguard's modular architecture 

supports scripting for batch processing and custom 

detection logic, though it lacks runtime behavior 

monitoring and offers limited resilience against heavily 

obfuscated or encrypted payloads. [23]. 

DroidBox: operates as a dynamic analysis sandbox built 

atop a modified Android emulator, instrumenting the 

Dalvik virtual machine to capture runtime events such 

as file system operations, network transmissions, SMS 

interactions, and cryptographic API calls. By hooking 

critical system functions, DroidBox records inter-

process communication (Intents, Binder transactions) 

and provides visual timelines of application behavior, 

enabling analysts to identify covert data exfiltration, 

unauthorized service subscriptions, and privilege 

escalation attempts. While effective for behavioral 

profiling, DroidBox incurs higher computational 

overhead and remains vulnerable to sandbox-detection 

evasion techniques employed by sophisticated malware. 

[24][25]. 

CuckooDroid: augments the popular Cuckoo Sandbox 

framework to support Android APK analysis within 

containerized virtual machines, orchestrating both static 

introspection and dynamic behavior tracking. Upon 

submission, the APK undergoes initial signature 

extraction and manifest parsing before being deployed 

in an instrumented Android virtual device. 

CuckooDroid then monitors system calls, network 
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flows, file modifications, and inter-process 

communications, correlating these runtime observations 

with static code indicators to generate unified reports of 

malicious behavior. Its modular architecture facilitates 

integration with auxiliary tools—such as YARA for 

pattern matching and Volatility for memory forensics—

yet the complexity of managing nested virtualization 

and emulator stability can lead to increased analysis 

latency and occasional false negatives when confronting 

emulator-aware malware. [26]. 

MobSF: provides an all-in-one platform for Android 

security assessment with an intuitive web-based 

interface and RESTful API, streamlining both static and 

dynamic analysis within a single workflow. On the static 

side, MobSF decompiles APKs to extract permissions, 

API calls, control-flow graphs, and cryptographic 

indicators, while its dynamic module leverages Frida 

instrumentation and customizable emulators to capture 

runtime behaviors such as network requests, file I/O, 

and JavaScript execution in WebViews. Integration with 

OWASP Mobile Security Testing Guide checks and 

built-in reporting templates enables automated security 

gating within CI/CD pipelines, allowing developers to 

embed security scans into build servers (e.g., Jenkins, 

GitLab CI). Despite its versatility, MobSF’s dynamic 

analysis may struggle with heavily obfuscated or 

environment-aware malware, and large-scale batch 

processing can incur performance bottlenecks under 

high concurrency [27][28]. 

Mobile Verification Toolkit (MVT):  developed by 

Amnesty International, specializes in forensic analysis 

of smartphones to detect state-sponsored spyware such 

as Pegasus. MVT parses iOS and Android device 

backups and system logs to identify indicators of 

compromise—malicious process artifacts, unauthorized 

configuration changes, and exploit traces—using 

YARA rules and custom heuristics. The toolkit supports 

extraction of quarantine files, SQLite database queries 

of messaging and call logs, and validation of code-

signing certificates to pinpoint tampered system 

binaries. While highly effective for post-infection 

forensic investigations, MVT is not designed for real-

time detection and requires physical or logical device 

access to collect necessary artifacts [29]. 

5. Research Gaps and Experimental Evaluation 

Despite the availability of advanced Android malware 

analysis tools, several research gaps persist in the field. 

Most frameworks suffer from trade-offs between 

scalability, detection accuracy, and adaptability to new 

attack variants. Key limitations include: 

● Lack of real-time detection capabilities in most 

open-source frameworks, resulting in delayed 

threat mitigation. 

● Inadequate resilience against advanced evasion 

and anti-analysis techniques (e.g., code 

obfuscation, sandbox detection, dynamic 

payload loading). 

● Absence of privacy-preserving mechanisms, 

forcing centralized data collection and risking 

user confidentiality. 

● Limited adaptability to heavily obfuscated or 

encrypted malware samples, as traditional 

parsing and heuristics fail to unpack hidden 

payloads. 

● Poor integration with automated threat 

intelligence feeds and IOC databases, 

hindering timely correlation with emerging 

indicators [30].  

● Insufficient support for large-scale automated 

testing and CI/CD pipeline integration, leading 

to performance bottlenecks during high-

volume analysis. 

The malware samples were collected from the 

VirusShare repository and the Drebin dataset [31]. To 

empirically assess detection effectiveness, a testbed was 

created using 200 Android APKs, comprising 100 

malicious and 100 benign samples [32]. The malicious 

set included variants from AndroRAT, Joker [33], 

Anubis, and Cerberus families. Samples were executed 

and analyzed using five frameworks: MobSF [34], 

DroidBox, CuckooDroid [35], MVT, and Androguard. 

The evaluation framework in this study utilized several 

well-defined metrics to comprehensively assess the 

performance, robustness, and reliability of Android 

malware detection tools: 

● Static Extraction Accuracy (SEA): Measures 

the tool’s effectiveness in identifying 

permissions, API calls, and manifest entries 

from APKs without code execution, thereby 

capturing its precision in pre-runtime feature 

extraction. 

● Dynamic Behavior Logging Rate 

(DBLR): Quantifies how thoroughly a system 

records real-time events such as network 

connections, file and system calls, and inter-

process communications during app execution 

in a sandboxed environment. This metric 

reflects a framework's ability to uncover 

complex, runtime-based malicious activities. 

● Average Analysis Time (AAT): Represents 

the mean duration required to complete each 

static or dynamic analysis task, serving as a 

benchmark for processing efficiency and 

scalability under batch conditions. 
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● Crash/Error Rate (CER): Indicates the 

proportion of analyses disrupted by crashes, 

errors, or failures, providing insight into the 

operational stability and reliability of each 

detection framework under varied sample 

types and analysis workloads. 

● Malware Detection Rate (MDR): Captures 

the percentage of malicious APKs correctly 

identified as threats, functioning as a primary 

indicator of the tool’s effectiveness against 

real-world malware samples and advanced 

evasion techniques. 

These metrics collectively standardize quantitative 

comparison across diverse frameworks, enabling 

reproducible benchmarking and highlighting the trade-

offs between speed, accuracy, stability, and detection 

depth necessary for advancing next-generation Android 

security solutions.

 

 

Table 6. Experimental Evaluation Results of Frameworks 

Framework      SEA (%) DBLR (%) AAT (sec) CER (%) MDR (%) 

MobSF          97.2    85.4      42.6       1.2      91.5 

CuckooDroid    91.8    91.3      71.2       3.5      93.2 

DroidBox       76.5    79.1      55.9       7.1      85.8 

Androguard     93.4    N/A       18.3       0.0      80.4 

MVT            89.6    N/A       25.1       0.0      84.1 
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The results indicate that hybrid frameworks like MobSF and CuckooDroid outperformed [30] others in both 

static and dynamic analysis metrics. CuckooDroid 

exhibited the highest malware detection rate (93.2%) but 

incurred higher analysis time and crash rates due to 

complex sandbox emulation. Androguard performed 

well in static metrics but lacked dynamic capabilities. 

DroidBox offered a moderate balance but showed 

instability in high-volume tests. 

Overall, MobSF emerged as the most balanced tool, 

offering high static and dynamic accuracy with 

relatively low error rates, making it suitable for 

continuous integration pipelines and academic 

environments. 

6. Discussion and Future Directions 

The empirical evaluation highlights that hybrid analysis 

frameworks outperform standalone static or dynamic 

tools in detecting modern Android malware. Static tools 

like Androguard are efficient in extracting manifest-

level indicators and permissions but fall short against 

advanced obfuscation. Dynamic tools such as DroidBox 

and CuckooDroid capture runtime behavior more 

effectively but are resource-intensive and susceptible to 

anti-analysis evasion [31]. 

MobSF emerged as a balanced choice, offering a blend 

of static and dynamic analysis via an intuitive GUI and 

automation support. However, even leading tools 

struggle with real-time adaptability and encrypted 

payload detection—areas critical for combating next-

generation threats such as modular Trojans and spyware 

like Pegasus [32]. 

To improve detection capabilities and bridge identified 

gaps, future research should focus on: 

AI-driven hybrid detection: Leveraging deep learning 

models for behavior prediction and anomaly detection 

[33] across both code and runtime features. 

Privacy-preserving analysis: Developing on-device 

detection models that avoid offloading sensitive data 

[34]. 

Evasion-resistant sandboxing: Creating stealthy virtual 

environments to bypass sandbox-detecting malware. 

Threat intelligence integration: Real-time correlation 

with global feeds (IP, domain, hash) to detect C2 

connections. 

Standardized datasets and benchmarking: Promoting 

consistent evaluation via publicly available and well-

documented malware datasets. 

With mobile devices increasingly becoming primary 

computing platforms, building accurate, resilient, and 

automated malware detection ecosystems will be vital in 

maintaining digital trust and user safety. 

7. Conclusion 

This study presents a comprehensive review and 

empirical evaluation of leading Android malware 

detection frameworks. Through static and dynamic 

assessments of 200 benign and malicious APKs, the 

research compares five widely-used tools—

Androguard, MobSF, DroidBox, CuckooDroid, and 

MVT. Results affirm that hybrid analysis frameworks 

offer superior accuracy in detecting malware, with 

MobSF and CuckooDroid leading in performance 

metrics. However, challenges remain regarding real-

time detection, sandbox evasion, and privacy concerns. 

Key research gaps have been identified, including the 

need for AI-integrated, privacy-aware, and scalable 

analysis systems. Future frameworks must emphasize 

stealth, automation, and seamless integration with threat 

intelligence sources. 

This work contributes to the growing body of malware 

analysis research by offering a structured benchmark, 

actionable insights, and future pathways toward more 

resilient Android security solutions..
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