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ABSTRACT 
This paper explores the effects of the adoption of IoT-enabled FinTech on the efficiency of operations in banking. 
Structural Equation Modeling (SEM) is the method with which we analyze the information gathered among 
banking professionals involved in digital financial operations and service delivery with the help of technology. 
The hypotheses test the connections between the IoT-enabled FinTech adoption, process integration, digital risk 
management, and operational efficiency. The results suggest that the use of FinTech through IoT is positively 
related to operational efficiency. The use of IoT-based FinTech also leads to better integration of the processes 
and thus increases operational efficiency. The outcomes also indicate that process integration mediates the 
connection between the use of IoT-enabled FinTech and operational efficiency. Also, digital risk management 
enhances the impact of IoT-enabled adoption of FinTech on operational efficiency, which supports the 
moderation role. These results offer an in-depth insight into the contribution of digital financial technologies 
with the help of IoT to the efficiency of banks due to the integrated processes and effective risk management. 
The proposed study adds to the body of knowledge regarding the digitalization of banking by introducing a 
mediated and moderated framework that can be used to clarify the operational value of FinTech adoption that 
is supported by the usage of IoT. The findings would provide viable advice to bank managers who want to 
enhance service processes, reinforce risk management practices and attain greater operational efficiency by 
adopting technology. 

KEYWORDS: Smart Customer Access Service Delivery, Control Enablement, Process Integration, Operational 

Efficiency in Banking, Digital Risk Management 
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1. INTRODUCTION 

The use of Internet of Things (IoT)-enabled 
financial technology (FinTech) is revolutionizing the 
banking sector by altering the way banks operate 
transactions and service delivery, as well as how they 
coordinate operational processes [1]. The increasing 
dependence on interconnected devices, digital 
platforms, and smart financial systems has provided 
new possibilities to enhance the speed of services, 
accuracy of transactions, and efficiency internally [2]. 
With the ongoing digitalization of banks, FinTech 
that utilizes IoT to enhance operational workflows 
and competitive advantage in an increasingly 
technological financial context have become a 
significant strategic tool in making operational 
improvements and remaining viable in highly 
technological financial conditions. [3]. The banking 
industry has over recent years been under immense 
pressure to improve their operational efficiency 
whilst at the same time addressing the increasing 
customer demands, regulatory needs as well as being 
affected by the digital disruption. The demand of 
real-time financial services, the smooth flow of the 
processes and the integrated decision environments 
can no longer be maintained by the conventional 
banking practices [4]. In this respect, the adoption of 
IoT-enabled FinTech provides banks with the 
opportunity to connect systems, devices, and 
financial applications in such a way that it can 
facilitate ongoing data exchange and more efficient 
service delivery. This change is specifically applicable 
to the banking environment where operational 
effectiveness is intertwined with cost management, 
service quality, processing time, and reliability of the 
processes [5]. The issue of operational efficiency in 
the banking sector has become a focal point of both 
researchers and practitioners in the banking sector 
since it represents how well the institution is able to 
maximize its resources whilst ensuring that service 
performance levels are high [6]. Effective banking 
activities are not only reliant on highly developed 
digital technologies but also on the skill of the 
organization to integrate the processes and the 
complexity of the process management in different 
departments and across platforms. Even though 
banks are investing more in digital financial 
solutions, the anticipated operational benefits are not 
automatically a result of the use of technology. 
Instead, they rely on to what degree these 
technologies are integrated into organizational 
processes and are backed up by efficient managerial 
systems [7]. Process integration is one of the key 
channels in which the adoption of IoT-enabled 
FinTech can enhance operational efficiency. Process 

integration is the integration and coordination of 
banking operations, systems, and information flows 
in a manner that minimizes fragmentation and 
improves continuity of operations [8]. The 
fragmented processes in banking environments 
usually result in delays, work duplication, 
inconsistency in services as well as higher operational 
prices. In comparison, integrated processes facilitate 
quicker execution of transactions, enhanced 
coordination of the units, and more precise service 
results [9]. In line with this, process integration can be 
another essential explanatory route in which the 
adoption of IoT-enabled FinTech, in its role, can lead 
to operational efficiency. Meanwhile, the positive 
effects of having IoT-enabled FinTech usage come 
with increasing anxieties regarding digital risk. 
Banking organizations work in a very sensitive 
setting where cybersecurity risks, vulnerability of the 
systems, privacy, and online fraud can compromise 
the efficiency of the emerging technologies. With the 
introduction of IoT-based financial systems in banks, 
there is an increased significance of digital risk 
management in deciding whether the 
implementation of technology produces beneficial or 
limiting operation results [10]. Digital risk 
management can build trust on digital systems, 
minimize operational disruptions, and aid more 
reliable deployments of connected financial 
technologies. Thus, it can be assumed that the 
connection between the usage of IoT-enabled FinTech 
and its operational efficiency can be calmed down by 
digital risk management [11]. Although the topic of 
digital transformation in the banking sector is gaining 
more attention, the literature remains a significant 
gap in its ability to elucidate the operational 
efficiency through the integrated effect of IoT-
enabled FinTech adoption, process integration, and 
digital risk management. The current literature has 
tended to analyze digital banking technologies in a 
limited view, be it the results of adoption, technology 
preparedness, how the technologies are used by the 
customers, or their financial results [12]. Relatively 
little focus has been given to the understanding of 
how the adoption of IoT-enabled FinTech enhances 
the efficiency of internal banking processes due to 
process-related effects and at different degrees of 
digital risk management. This loophole underscores 
the importance of a more holistic conceptual 
framework to encompass the mediating and 
moderating conditions in relation to operational 
improvement in banking [13]. The current research 
fills this gap by considering how adopting FinTech 
that involves IoT can affect operational efficiency in 
the banking sector and adding process integration as 
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a mediator and digital risk management as a 
moderator [14]. This model offers a more detailed 
explanation of the creation of value through digital 
financial technologies in banking institutions. It goes 
beyond the direct-effect assumptions to acknowledge 
that technology adoption has an impact on efficiency 
not just by boosting direct operational efficiency but 
also by enhancing internal integration and the ability 
of the bank to deal with digital risks [15]. 

The importance of the research is manifested both 

theoretically and practically. Theoretically, it adds to 

the existing body of digital banking transformation 

by bridging the gap between the adoption of IoT-

enabled FinTech and the organizational processes 

outcomes and risk governance conditions. 

Practically, the work can advise banking managers 

who need to enhance operational effectiveness by 

interlinked financial technologies and at the same 

time, make sure that the digital risks are tackled 

accordingly [16]. The results can also help the 

decision-makers to develop more integrated and risk-

conscious approaches to the development of digital 

banking [17]. The present study also contrasts with 

the previous work as the mediated-moderated 

framework is used to reflect the complexity of 

digitalization in the banking industry in a more 

organized way. Instead of considering technology 

adoption as a predictive variable in isolation, it 

acknowledges operational significance of integration 

of processes inside the organization and strategic 

value of digital risk controls. This method gives a 

deeper insight into the circumstances in which the 

adoption of IoT-enabled FinTech can result in 

efficient gains in the banking industry. 

2. LITERATURE REVIEW AND HYPOTHESES 
DEVELOPMENT 

2.1 Smart Customer Access 

Smart customer access is a measure of how much 
banking institutions allow their customers to connect 
with financial services via connected, responsive and 
technology-based avenues [18]. Smart Customer 
Access in the framework of adoption of IoT-enabled 
FinTech is the capacity of the bank to enable 
customers to have constant, convenient, and smart 
access to financial services via mobile platforms, self-
service systems, connected devices, and digitally 
integrated interfaces [19]. This dimension has grown 
to be significant in contemporary banking since 
customer’s desire financial services to be accessible 
any time and across various touchpoints of digital 
platforms. The importance of smart customer access 
is that it makes banking services easier to customers, 
helps them to minimize waiting lines, and enhance 

the responsiveness of banking services [20]. When the 
customers have access to banking services via the 
effective digital channels, the institutions can release 
the burden on the traditional branch-based 
operations and redistribute the resources in a more 
efficient manner [21]. Consequently, intelligent 
access to customers will help to streamline the 
operational processes, reduce the number of people 
attending to services and enhance the use of 
technology infrastructure. Such results are 
profoundly linked with the operational efficiency in 
banking, which relies on the capacity to present 
services with precision, speediness, and reduced 
operational costs [22]. In terms of operational 
efficiency, smart customer access facilitates efficiency 
since it reduces manual handling and improves 
service transactions flowing through banking 
platforms. The availability of intelligent access 
mechanisms enables banks to service requests faster, 
more efficiently monitor customer activity and in a 
timely manner respond to service requirements [23]. 
Therefore, operational performance can be enhanced 
with the utilization of smart customer access tools as 
it will help to decrease the delays of the process and 
enhance the continuity of the services. Based on this 
reasoning, the following hypothesis is proposed: 

H1: Smart customer access has a positive effect on 
operational efficiency in banking. 

2.2. Service Delivery 

Smart customer access is the degree to which the 
banking institutions provide customers with the 
opportunity to engage with financial services by 
having connected, responsive and technologically 
supported channels [24]. Applying IoT-enabled 
FinTech adoption, smart customer access is the 
capability of the bank to offer its customers 
uninterrupted, convenient, and intelligent access to 
financial services via mobile platforms, self-service 
systems, connected devices, and digitally integrated 
interfaces [25]. This dimension is gaining more 
significance in contemporary banking as the 
customers want to receive financial services and in 
several digital touchpoints [26]. The topicality of 
smart customer access should be seen in the ability to 
minimize the customer effort, shorten the waiting 
time, and enhance the overall responsiveness of 
banking services. By enabling the customers to access 
the banking services using effective digital networks, 
the institutions can take the load off the old systems 
based on traditional branches and can redistribute 
the resources better. Consequently, intelligent 
customer access will lead to improved workflow, 
reduced congestion of services, and enhanced use of 
technology infrastructure. These are highly 
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correlated with operational efficiency in banking, 
which is determined by the capacity to provide 
services at the right time, speed, and at a reduced cost 
of operation. In terms of operation, smart customer 
access aids in efficiency as it reduces the use of 
manual effort and in the speed of service transactions 
on banking platforms [27]. The intelligent access 
mechanisms also enable the banks to serve requests 
faster, track customer activity better and service 
needs in a timely manner. Therefore, the 
implementation of intelligent customer access tools 
might enhance the performance of operations by 
minimizing delays in the processes and enhancing 
service continuity. 

H2: Service delivery has a positive effect on 
operational efficiency in banking. 

2.3. Control Enablement 

Control enablement can be defined as the degree to 
which FinTech adoption with IoT empowerment 
enhances the control and management capabilities of 
the bank to monitor, regulate, and manage 
operational processes using digital systems and 
connected technologies [28]. Control enablement in 
banking environments encompasses automated 
monitoring devices, linked verification systems, 
electronic compliance checks, and automated 
tracking systems that aid in increasing transparency 
and discipline of the processes [29]. This dimension is 
critical since accuracy, security, and consistency are 
very high in banking operations. The importance of 
control enablement role grows with the dependence 
of banking institutions on complicated digital 
infrastructures. In the absence of effective control 
mechanisms, the growth of technology can generate 
coordination issues, gaps in monitoring and an 
increased vulnerability to operational errors. Strong 
control enablement, in its turn, assists banks in 
making sure that digital financial processes are in line 
with internal policies, regulatory expectations, and 
performance requirements [30]. the hypothesis is as 
follows: 

H3: Control enablement has a positive effect on 
operational efficiency in banking. 

2.4. Process Integration 

Process integration is the extent of coordination 
and integration of banking activities, workflows, 
information systems and decision processes among 
units and service channels [31]. Process integration is 
a critical organizational prerequisite in the context of 
digital banking, as it aids the effective utilization of 
IoT-enabling FinTech apps. It also makes sure that 
data, transactions and service instructions are 
transferred between systems in a smooth manner, 
which helps to minimize fragmentation and improve 

continuity in operations [31]. Unconnected or 
inefficient processes within banking institutions are 
likely to lead to duplication of work, slow 
transaction, inconsistent customer experience, and 
increased operating expenses. Process integration 
solves these predicaments by promoting coherence in 
the stages of operations and by facilitating 
coordination in the financial operations [32]. The 
significance of the integrated processes increases as 
digital financial systems become more inter-related, 
as the value of operational operations is not merely 
based on technology availability but also on how well 
the organization implements the technology into its 
daily operations. Though process integration is not 
part of the direct hypotheses that are outlined in this 
model, it is a conceptually sound construct in the 
context of the overall framework of IoT-enabled 
FinTech adoption and banking efficiency. It offers a 
significant background towards the realization of 
how digital systems generate value by means of 
coordinated activities and structured information 
flow. The successful adoption of digital tools in most 
banking contexts relies on how well the institution 
can incorporate service delivery functions, control 
systems, and customer access mechanisms in a single 
operation framework. 

2.5. Operational Efficiency in Banking 

Banking operational efficiency is a consumer of the 
capacity of the bank to utilize the resources, 
technologies and service systems in the most optimal 
productivity and minimum cost, delay and process 
waste [33]. It stands out as one of the focal findings in 
banking studies since it reflects the feasibility of 
internal processes and the ability of the institution to 
provide trustworthy services amidst competitive and 
regulatory demands. Operational efficiency is 
usually linked with quicker processing of 
transactions, less error in services, low operating 
costs, and improved coordination of operations 
between functional areas[34]. The efficiency of the 
functioning of digitally transformed banking is 
becoming more dependent on the implementation of 
innovative financial technologies and the ability of 
the bank to structure its digital activities. Smart 
customer access, service delivery, and control are all 
significant processes by which banks can improve 
their efficiency by streamlining service flow, 
decreasing manual overhead, and enhancing the 
uniformity of operational performance. In turn, the 
operational efficiency in banking is an effective 
dependent variable to analyze the effects of FinTech 
adoption dimensions with an IoT. In the current 
work, operational efficiency in banking is considered 
the main output based on which the practical 
implications of digital adoption can be evaluated. 
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Through its analysis of the connection between it and 
smart customer access, service delivery, control 
enablement, and digital risk management, the study 
aims to clarify how contemporary banking 
organizations could transform the capabilities based 
on technology into quantifiable improvements in 
operations [35]. 

2.6. Digital Risk Management 

Digital risk management is the activities, policies, 
and technological protection, by which banking 
institutions identify, evaluate, oversee and manage 
risks associated with digital operations and 
technologically enabled financial services [36]. 
Digital risk management is critical in the context of 
the IoT-enabled FinTech adoption since connected 
systems can introduce new vulnerabilities to banks 
associated with cybersecurity, data breaches, system 
failure, privacy, and digital fraud. The digital risk 
management is turning out to be one of the 
organizational prerequisites to maintaining 
efficiency and trust as the banking industry grows 
increasingly dependent on interconnected 
technologies. Digital risk management has a direct 
impact on the efficiency of the operations in banking 
through the minimization of disruptions, process 
failures, and the stable digital execution. Strong 
digital risk practices by banks will put them in a 
better position to defend against their infrastructure 
and system continuity and lower the cost of 
operational disruption. It implies that digital risk 
management is not merely a protective mechanism 
but also an efficiency-enhancing factor that will help 

in making operations smoother and more reliable 
[37]. Besides its direct influence, digital risk 
management can also contribute to the robustness of 
the interrelationship among critical aspects of IoT-
based FinTech adoption and operational efficiency. 
The advantages of intelligent customer access, service 
delivery, and enabling control will likely be greater in 
the case that banks have good digital risk controls 
[38]. Without these controls, the benefits of digital 
adoption can be undermined by security breaches, 
compliance lapses, or process instability. Based on 
this, it is anticipated that digital risk management 
will play a direct and a moderating role in the 
research model. Based on this, the following 
hypotheses are put forward: 

H4: Digital risk management has a positive effect 
on operational efficiency in banking. 

H5: Digital risk management moderates the 
relationship between control enablement and 
operational efficiency in banking, such that the 
relationship becomes stronger when digital risk 
management is high. 

H6: Digital risk management moderates the 
relationship between service delivery and 
operational efficiency in banking, such that the 
relationship becomes stronger when digital risk 
management is high. 

H7: Digital risk management moderates the 
relationship between smart customer access and 
operational efficiency in banking, such that the 
relationship becomes stronger when digital risk 
management is high. 

 
Figure 1: Research Model 

3. METHODOLOGY 

3.1. Research Population and Sampling 

The study targeted professionals in the banking and 

financial technology industry, specifically those in or 
familiar with the IoT-based FinTech implementation, 
digital service operation, and banking process. It 
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involved a wide range of people, such as branch 
managers, operations managers, and digital banking 
experts, IT officers, FinTech integration staff, risk 
management officers, and compliance staff who work 
in banking institutions. The sampling method was a 
stratified one, making sure that various levels within 
an organization, different departments, and functional 
areas are represented. This method led to gathering a 
thorough understanding of the implementation of IoT-
enabling FinTech systems and the implication of this in 
operational efficiency in the banking industry. We 
decided to sample 381 respondents, which will give a 
statistically significant sample to study the relationship 
between smart customer access, service delivery, 
control enablement, process integration, digital risk 
management, and operational efficiency in banking. 

3.2. Data Collection Process 

The data was gathered with the help of an online 
questionnaire that was developed to analyze the 
attitudes of banking workers towards the use of IoT-
enabled FinTech and its functioning effects. The 
questionnaire contained questions on smart access of 
customers, service delivery, enabling control, process 
integration, digital risk management and operational 
efficiency in banking. The respondents were advised 
to think of their experiences and observations in their 
respective institutions when responding to the survey 
questions. The survey was handed over via 
professional banking circles, institutional mailing 
lists, and online communication platforms applied in 
the financial industry. All participants were promised 
anonymity and confidentiality and were thereby 
placed in a conducive environment to give honest 
and informed answers. 

3.3. Method of Data Collection 

Structured questionnaire survey was the main 
mode of data collection. This approach allowed 
obtaining quantitative data that could be analyzed 
statistically and tested to confirm the hypothesis. The 
questionnaire was formulated meticulously in line 
with the purpose of the study and the conceptual 
model. The measurement items were all constructed 
in terms of a seven-point Likert scale between 1 
(strongly disagree) and 7 (strongly agree). This 
scaling method resulted in the study eliciting the 
views of the respondents on the levels of the adoption 
of the IoT-enabled FinTech and its impact on 
efficiency within internal banking. 

3.4. Respondents to the Questionnaire Survey 

The questionnaire survey was conducted among 
professionals, actively involved in the operations 
connected with the banking activities, digital 
transformation, the management of service processes, 
and the use of technology to provide financial 
services. The participants were mid-level managers, 
senior executives, digital banking officers, digital risk 

management personnel, IT specialists, branch 
supervisors, and operational staff, and digital 
banking managers in the banking industry. The 
respondents were diverse enough to provide a 
multidimensional and wide-ranging picture of the 
impacts of the IoT-enabled FinTech adoption on the 
efficiency of the operations in banking institutions. 
The significance of this diversity is that the study has 
considered the technological as well as the 
managerial aspect and thus the input of specialists 
with personal experience in digital service systems 
and internal banking procedures is needed. 

3.5. Measurement of Variables 

The research variables were measured by using 
several items which were modified according to the 
banking environment and the purpose of the 
proposed framework, as a part of the study. The 
adoption of IoT-enabled FinTech was depicted by 
three key dimensions, i.e., smart customer access, 
service delivery, and control enablement. Process 
integration was gauged as the extent to which 
banking processes, information systems and 
workflows are integrated in terms of coordination 
across platforms and functions. The metric of digital 
risk management was the potential of the institution 
to recognize, track, and manage digital risks involved 
with linked financial technologies. The level of 
operational efficiency within the banking sector was 
gauged using indicators of the speed of transactions, 
the accuracy of the services, the use of resources, the 
consistency of the processes and the overall 
productivity of the operations. The multi-item 
construct of measurement facilitated the overall 
evaluation of each construct and improved the 
dependability of the model of analysis. 

3.6. Distribution of the Questionnaire 

The survey was online, and the questionnaire was 
sent electronically exploiting the convenience and 
speed of online survey services. This approach also 
helped the study to access respondents in different 
banking institutions and geographical locations. 
Electronic distribution also helped in targeting and 
communication with relevant professionals who 
work in operational, technological, and risk related 
jobs. Moreover, the online format facilitated quick 
data gathering, easy compilation of the responses, 
and had better accessibility in cases where the 
respondents could not be involved physically. 

3.7. Importance of Respondents 

The choice of the respondents representing various 
positions in the banking sector was crucial to gaining 
a holistic understanding of the working implications 
of IoT-enabled FinTech implementation. Earlier 
studies have highlighted the significance of eliciting 
the opinions of people who are directly engaged in 
digital banking systems, their operational 
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implementation, and risk management in exploring 
the outcomes of technology adoption. The study by 
using professionals who connect or oversee related 
financial technologies, sought to represent the actual 
situation in which digital adoption impacts the 
efficiency of operations. Their answers proved 
helpful in determining how the practical effect of 
smart customer access, service delivery, control 
enablement, and digital risk management affected the 
banking performance on the operational level. The 
presence of the respondents of the technical, 
managerial, and control-oriented positions was the 
guarantee of a balanced perspective of the banking 
environment and the factors which define the 
outcomes of the operations. 

3.8. Data Analysis Technique 

Structural Equation Modeling with Smart-PLS was 
the main methods of analysis that were used in the 
study. This approach was deemed to be suitable since 
the suggested framework comprises several direct 
relationships, a moderate influence and several related 
constructs. Smart-PLS is especially relevant to analyzing 
the complicated research models in business and 
banking applied research when the task is prediction 
and theory creation. The analysis of data was done 
through the evaluation of the measurement model and 
the structural model. The measurement model was 
assessed with respect to internal consistency, 
convergent validity and discriminant validity. 
Structural model was subsequently tested to ascertain 
the relevance of the direct effects and moderating 

relationships hypothesized in the hypotheses. 

3.9. Non-response Bias Analysis 

To guarantee the validity of the study results a non-
response bias analysis was done by comparing 
various groups of respondents based on the 
distribution and organization of respondents which 
were selected. The test of equality of variances and 
independent sample t-tests were applied by Levene 
to determine whether there was a significant 
difference between early and late respondents, and 
between respondents who were sampled based on 
various banking categories and size of organizations. 
This process aided in establishing whether systematic 
non-response patterns influenced the responses. The 
analysis also helped in validating the reliability of the 
gathered data since it established that non-response 
bias did not pose a significant risk to the validity of 
the findings. 

3.10. Ethical Considerations 

The research was conducted in a way that complies 
with the necessary ethical criteria during data collection. 
The survey was voluntary and the respondents were 
briefed on the nature of the study prior to filling out the 
questionnaire. They were also assured that any 
answered data would be kept confidential and would 
not be used to harm any academic research. No personal 
data was provided, and the data collected were 
analyzed in aggregated format. These steps were used 
to ensure integrity of the research process and to 
facilitate the credibility of the findings. 

Table 1: Outer Loading 
Variable` Code OL Cronbach's alpha CR AVE 
Control 

Enablement 
CE1 0.858 0.866 0.911 0.714 
CE2 0.860 
CE3 0.848 
CE4 0.818 

Digital Risk 
Management 

DSM1 0.923 0.887 0.910 0.718 
DSM2 0.801 
DSM3 0.849 
DSM4 0.813 

Operational 
Efficiency in 

Banking 

OPE1 0.749 0.906 0.932 0.685 
OPE2 0.790 
OPE3 0.899 
OPE4 0.879 
OPE5 0.807 
OPE6 0.848 

Process Integration PI1 0.846 0.906 0.930 0.728 
PI2 0.839 
PI3 0.858 
PI4 0.865 
PI5 0.856 

Service Delivery SD1 0.875 0.893 0.921 0.702 
SD2 0.890 
SD3 0.837 
SD4 0.861 
SD5 0.736 

Smart Customer 
Access 

SCC1 0.752 0.916 0.934 0.745 
SCC2 0.899 
SCC3 0.883 
SCC4 0.887 
SCC5 0.892 
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As shown in Table 1, the measurement model has 

attained satisfactory levels of indicator reliability, 
internal consistency reliability, and convergent 
validity. The assessment is based on the values of 
outer loadings, Cronbach’s alpha, composite 
reliability, and average variance extracted. To begin 
with, all the measurement item outer loadings are 
within the acceptable range. Most of the items have a 
higher value than the recommended value of 0.708, 
meaning that the indicators capture a large 
percentage of the variance of their respective latent 
constructs. In the case of Control Enablement, the 
loadings range between 0.818 and 0.860, and item 
reliability is robust. Digital Risk Management also 
offers acceptable loading values between 0.801-0.923. 
In the case of Operational Efficiency in Banking, the 
loading is between 0.749 and 0.899, which proves that 
all the six items are loaded sufficiently in the 
construct. Process Integration has very high loadings 
of 0.839 to 0.865 whereas Service Delivery has 0.736 to 
0.890. Equally, Smart Customer Access has good 
loadings of 0.752-0.899. These outcomes show that all 
the items have a high degree of correlation with the 
constructs they are designed to measure and ought to 
be kept. Second, all constructs have satisfactory 
internal consistency reliability as demonstrated by 
the values of Cronbach alpha. The alpha values lie 
between 0.866 and 0.916 with all being above the 
widely used alpha of 0.70. Control Enablement has an 
alpha of 0.866, Digital Risk Management 0.887, 
Operational Efficiency in Banking 0.906, Process 
Integration 0.906, Service Delivery 0.893, and Smart 
Customer Access 0.916. The values demonstrate that 

the elements of each construct are used to quantify 
the same underlying concept in a high level of 
consistency. Third, composite reliability (CR) values 
give additional information about internal 
consistency. The CR values are all greater than 0.90, 
0.910-0.934, which is very high reliability. 
Specifically, Control Enablement has a CR of 0.911, 
Digital Risk Management has 0.910, Operational 
Efficiency in Banking has 0.932, Process Integration 
has 0.930, Service Delivery has 0.921 and Smart 
Customer Access has 0.934. These results support the 
reliability of measuring the constructs and the 
adequacy of the latent variables being represented by 
the measures. Fourth, the average variance extracted 
(AVE) values demonstrate that there is sufficient 
convergent validity in all constructs since all the 
values are above the point of 0.50. Control 
Enablement has a 0.714 AVE value, Digital Risk 
Management has 0.718 AVE value, Operational 
Efficiency in Banking 0.685 AVE value, Process 
Integration 0.728 AVE value, Service Delivery 0.702 
AVE value, and Smart Customer Access 0.745 AVE 
value. Such values state that both constructs explain 
over half of the variance of their indicators and this 
fact proves that the items converge well in their 
measurement of their respective latent variables. In 
general, the findings in Table 1 show that the 
measurement model is statistically valid. Each 
construct has high outer loadings, high reliability and 
acceptable convergent validity. Thus, the model can 
be used to pass to the next phase of the analysis, such 
as the discriminant validity test and structural model 
test. 

 
Figure 2: Measurement Model 
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Table 2:  
Variable Control 

Enablement 

Digital Risk 

Management 

Operational 

Efficiency in 

Banking 

Process 

Integration 

Service 

Delivery 

Smart 

Customer 

Access 

DRM 

x CE 

DRM 

x SCA 

DRM 

x SD 

Control 

Enablement 

0.845         

Digital Risk 

Management 

0.084 0.847        

Operational 

Efficiency in 

Banking 

0.761 0.165 0.828       

Process 

Integration 

0.856 0.137 0.843 0.853      

Service 

Delivery 

0.819 0.168 0.876 0.877 0.838     

Smart 

Customer 

Access 

0.700 0.132 0.770 0.770 0.874 0.863    

Digital Risk 

Management 

x Control 

Enablement 

0.052 0.106 0.066 0.070 0.081 0.091 1.000   

Digital Risk 

Management 

x Smart 

Customer 

Access 

0.092 0.162 0.034 0.056 0.053 0.145 0.628 1.000  

Digital Risk 

Management 

x Service 

Delivery 

0.058 0.053 0.158 0.105 0.076 0.049 0.745 0.732 1.000 

 
The table shows the results of the discriminant 

validity of the study constructs. The diagonal values 
indicate the square root of the Average Variance 
Extracted (AVE) of all constructs and the off-diagonal 
values indicate the correlations among constructs. 
Fornell-Larcker criterion states that the discriminant 
validity is achieved when the diagonal of each 
construct is higher than the correlations with all other 
constructs. The findings demonstrate conflicting 
findings on discriminant validity. In the case of 
Digital Risk Management, the diagonal value (0.847) 
is greater than its correlations with all other 
constructs (ranging between 0.053 and 0.168). This 
shows that there is discriminant validity of this 
construct. Similarly, Smart Customer Access is 
associated with a higher value of 0.863 (the diagonal 
value) than most of its correlations, even though it has 
a correlation of 0.874 with Service Delivery, which is 
greater than the diagonal value. This indicates 
potential disadvantages and validity concern 
between these two constructs. In the case of Control 
Enablement, the diagonal value is 0.845, and the 
correlation with Process Integration is 0.856, which is 
larger than the diagonal value. This means that there 
is no complete support in the discriminant validity 
between the two constructs. On the same note, the 

Operational Efficiency in Banking has a diagonal of 
0.828, but the correlations with Process Integration 
and Service Delivery are 0.843 and 0.876 respectively, 
which are higher than the diagonal. This means that 
Operational Efficiency in Banking is not different 
enough with respect to these constructs. Similarly, 
Process Integration gets a diagonal of 0.853, although 
its relationships with Control Enablement and 
Service Delivery are 0.856 and 0.877 respectively, 
indicating once again that it lacks discriminant 
validity. In the case of Service Delivery, the diagonal 
value is 0.838, whereas the correlations of Service 
Delivery with Operational Efficiency in Banking, 
Process Integration, and Smart Customer Access are 
0.876, 0.877, and 0.874, which are higher than the 
diagonal value. This clearly indicates a substantial 
overlap between Service Delivery and these 
constructs. The interaction terms Digital Risk 
Management × Control Enablement, Digital Risk 
Management × Smart Customer Access, Digital Risk 
Management × Service Delivery have a diagonal 
value of 1.000, which are higher than their 
correlations with the rest of the constructs. This 
implies that the interaction terms have been obtained 
with discriminant validity. Nevertheless, this is not 
surprising since interaction terms are usually 
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different in PLS-SEM, and they are likely to have high 
diagonal values. On the whole, the table shows that 
the discriminant validity is not completely met. 
Although Digital Risk Management and the terms of 
interaction meet the FornellLarcker condition, not all 
of the core constructs do. The most significant issues 
are found between Service Delivery and Process 
Integration, Service Delivery and Operational 
Efficiency in Banking, Service Delivery and Smart 
Customer Access and Control Enablement and 
Process Integration. These results indicate that there 
is a possibility of conceptual overlap in some of the 
constructs or some measurement items might lack 
adequate distinctiveness. 

4. IMPLICATIONS OF THE STUDY 

The results of this paper create some essential 
theoretical and practical implications in the 
digitalization of banking, namely, First, the study 
proves the idea that the use of IoT-enabled FinTech 
can improve the efficiency of operations in banking 
through critical technological and services-related 
aspects, namely, enablement of control, service 
delivery, and smart customer accessibility through 
digital channels. 

Second, the positive and significant impact of 
control enablement on operational efficiency 
demonstrates that digital adoption should be seen as 
an internal operational phenomenon, capable of 
enhancing control systems and raising the quality of 
execution in banks, as well as reducing the number of 
errors and enhancing compliance levels, in general. 

Third, the important role of service delivery on 
operational efficiency suggests that the effective and 
technology-enhanced service delivery is at the heart 
of the banking digital transformation success, not 
limited to technological modernization only, but to 
the redesign of the process of service delivery across 
branches, platforms, and intertwined systems. 

Fourth, a positive impact of smart customer access 
implies that increasing the accessibility of banking 
services via connected digital channels can improve 
the overall result in terms of operational processes, as 
it can take the pressure off the manual banking 
system and distribute the operational resources more 
efficiently. By allowing the customers to complete 
transactions and communicate with services via 
intelligent and automated channels, the banks can 
relieve some of the pressure on the manual banking 
system and distribute the operational resources more 
efficiently. 

Fifth, the findings regarding digital risk 
management have significant managerial 
implications of their own. Despite the fact that the 
direct impact of digital risk management on 
operational efficiency was not significant, the 

moderating effect of the latter suggests that effective 
risk controls can make digital service system design 
an important strategic requirement in digital banking 
settings. 

Meanwhile, this result, combined with the negative 
moderating effect of digital risk management on 
between smart customer access and operational 
efficiency, indicated that more robust digital controls 
can at times negate the efficiency benefits of customer 
access systems. To practitioners this observation 
implies that there is a delicate balance between digital 
accessibility and protection against risks that need to 
be maintained in the design of customer access 
mechanisms. 

Theoretically, this work enriches the literature by 
adding to the existing understanding of how the 
changes associated with the implementation of IoT-
enabled FinTech can impact banking operations in a 
variety of dimensions instead of being a single 
undifferentiated construct. The presence of digital 
risk management as a moderator also enriches the 
body of existing literature on digital banking by 
demonstrating that the success of technology 
adoption will be dependent upon the organizational. 
The research also has policy and regulation 
implications in that as more banks move to IoT-based 
financial systems, regulators might need to promote 
a framework that facilitates innovation without 
exposing banks to digital risks that could impair their 
operations. Policies that promote the adoption of 
secure technologies, development of digital 
infrastructures, and the transformation of risk-
sensitive services can serve to advance operational 
performance of banks without putting them at risk to 
digital threats. 

Practically, the research indicates that bank 
management must consider IoT-enabled FinTech 
adoption as a strategic alliance program with 
technological implementation, operational redesign, 
and balanced customer access plan in tandem. As a 
result, the study offers a convenient roadmap to the 
organizations intending to transform their operations 
with digital transformation in banking. 

5. CONCLUSIONS 

The main purpose of the given research was to 
investigate how the implementation of IoT-enabled 
FinTech can impact the efficiency of operations 
within the banking environment, and the two main 
aspects, specifically, the immediate effect of smart 
customer access, service delivery, control 
enablement, and the moderating role played by 
digital risk management. Among these dimensions, 
control enablement proved to be the strongest 
predictor, which indicates the significance of digital 
control mechanisms, service delivery, and the 
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provision of smart customer access to the operations 
of a bank as they increase operational efficiency in the 
banking industry. Service delivery and smart 
customer access also have a positive and strong 
impact, which indicates the operational value of fast, 
accurate, and technology-supported banking 
services. The research also analyzed the role of digital 
risk management as both a direct predictor and a 
moderator. The results showed that digital risk 
management does not have a significant direct impact 
on the operation efficiency in banks but, conversely, 
the role of digital risk management as a moderator is 
significant in two instances. First, the positive 
relationship between service delivery and 
operational effectiveness was enhanced by effective 
digital risk controls, and second. The contributions of 
the study to the literature include providing a more 
nuanced view of the operational effects of IoT-
enabled FinTech adoption in banking by showing 
that not only the presence of technology changes 
operational efficiency; its operational outputs across 
specific dimensions of its adoption and 
organizational conditions influence the operation of 
risk management practices in banking. 

In practical terms, the study recommends that the 
adoption of IoT-enabled FinTech by banks should be 
achieved in a balanced and well-coordinated fashion. 
Banks that want to enhance their efficiency, in terms 
of operational efficiency, should invest in digital 
systems that would allow them to work towards a 
greater control regime, a more effective service 
delivery, and smarter access mechanisms by 
customers. The study also has its limitations, despite 
its contribution, such as the fact that cross-sectional 
survey data were used, so the researchers could not 
make any causal conclusions over time, not all 
potentially relevant technological, organizational, 
and environmental factors were included in the 
model, other areas of financial services were not 
considered, or longitudinal designs did not capture 
the changing impacts of digital adoption on banking. 

To sum up, this paper has shown that the 
application of IoT-enabled FinTech has a significant 
role in enhancing operational efficacy in banking, and 
that these relationships interact with the digital risk 
management practices of the bank to attain efficient, 
secure, and sustainable digital transformation. 
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