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ABSTRACT

Supply chain is an interconnection of organizations, people and information for transforming raw materials
into finished products. Modern supply chains have evolved into globally distributed ecosystems that demand
high levels of data integrity and system transparency. Traditional Supply Chain Management (SCM) depends
on centralized and opaque infrastructures, struggle to manage these realities effectively. To overcome this
limitation, this research proposed a novel consensus-based blockchain mechanism and cryptographic
encryption (ECBM-CE) framework to improve security, scalability and operational efficiency in the
pharmaceutical supply chain. Existing blockchain-based supply chain solutions often experience high
transaction latency and limited throughput. To overcome these challenges, the proposed approach introduces
a forked blockchain architecture integrated with smart contracts and an upgraded delegated proof-of-stake
(Up-DPoS) consensus mechanism, which improves transaction validation efficiency while maintaining
decentralization and security. A key innovation of this work is the integration of SHA-256 hashing with an
extended tiny encryption (ETE) scheme prior to data storage, providing an additional layer of confidentiality
and resistance to data tampering beyond conventional blockchain implementations. The ECBM-CE framework
jointly optimizes data security and network performance. The system enables transparent and traceable
tracking of pharmaceutical products across the supply chain through automated smart contracts. The proposed
framework is implemented in Python and evaluated using multiple performance metrics. Experimental results
demonstrate that the ECBM-CE attains a higher throughput of 8.2165 transactions per second and a reduced
network latency of 223.65 ms. These results confirm the effectiveness of the proposed innovations in advancing
secure and efficient pharmaceutical supply chain management.

KEYWORDS: Supply chain management, Extended tiny encryption, SHA 256, Upgraded delegated proof of
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1. INTRODUCTION

Supply chain management controls the entire
manufacturing process, including the flow of
supplies, information, and money. It monitors every
stage till the completed product or item reaches its
final location. Supply chain management reduces the
extra cost of getting the items to the client [1]. A
healthy, well-managed supply chain is essential for
any industry's uninterrupted operation. Small
supply chain disruptions can impact the market
completely and result in significant money loss for
the affected organizations [2]. A faultless supply
chain is compulsory to identify the origins of fake
products that have made their way to the consumer
[3]. Several techniques have been developed to detect
products in supply chain management systems,
which use various tags like Radio Frequency
Identification (RFID) tags, barcodes, as well as so on.
These tags have limited features but are cost-effective
for managing the supply chain. It is one of the most
difficult responsibilities in the supply chain
management system since it affects product privacy
and transparency [4, 5]. A well-organized supply
chain network allows the entire firm to ensure data
track synchronization. It may also reduce the time
and costs involved with the utilization of smart
contracts. The application of blockchain technology
in distribution networks not only increases efficacy
as well as decreases costs but also strengthens ties
among all chain participants [6, 7].

Blockchain technology has restored trust among the
system's distributed components by introducing new
currencies (such as Bitcoin), digital contracts that
enforce themselves automatically (including smart
contracts), and intelligent assets that are controlled
and monitored via the Internet [8]. The majority of
current blockchain research focuses on establishing
affordable applications in a variety of sectors.
Blockchain technology is currently utilized in supply
chain management to store as well as process records
and chain-transaction data, hence improving
efficiency, trust, and transparency while lowering
overall supply chain costs [9]. Academics and
industry have used blockchain and its associated
technologies to develop various supply chain
systems because they ensure data integrity and
protect it from manipulation assaults by chaining
data in a secure hash method [10]. Transactions in
several shards can be carried out concurrently by
splitting the blockchain network into separate
shards, increasing the blockchain's throughput [11].
But sharding also raises security concerns. The hash
value of a transaction determines the output shard in

a hash-based transaction sharding system. High
levels of precision, trust, and transparency can be
attained with blockchain technology, and it can also
provide real-time tracking of goods, information,
owners, as well as actions taken at every stage [12].
The important roles that trust, traceability, as well as
transparency play in supply networks have been
thoroughly studied in the scientific literature, which
also demonstrates how these characteristics can
significantly enhance supply chain performance [13].
Sustainability and operations management are
among the supply chain management challenges that
have been addressed. There is insufficient structure
to produce optimal results in terms of efficiency,
efficacy, and long-term sustainability [14]. Supply
chain management systems oversee every stage of
the process, from raw material production to
consumer delivery of the finished product. To
optimize transparency, all stakeholder transactions
in this flow must be recorded in real-time and
distributed to connected parties over a trusted and
safe infrastructure [15]. Blockchain technology is
becoming a popular solution for improving supply
chain security as well as transparency. Because
centralized management techniques lead to
inefficiencies, a lack of transparency, as well as
security concerns, traditional supply chains suffer
[16]. Blockchain technology may assist in managing
these interactions by improving asset use,
stakeholder collaboration, and inventory
management [17]. Hash functions provide a compact
representation of data regardless of the input data
size, which enables efficient storage and
transmission. Hash functions are computationally
efficient to compute; they are computationally
infeasible to reverse [18].

Thereby, blockchain-based supply chain
management is a revolutionary solution that resolves
fundamental problems in traditional supply chains,
comprising delays, product tampering, and security
risks [19, 20]. The importance of this research is its
capability to improve transparency, data integrity,
and decentralization to guarantee that sensitive
products are transferred securely from producers to
end-users. Current solutions, like barcode-based
tracking and RFID tags, are cost-effective for
management but lack robust security features, which
exposes them to tampering and fraud. Furthermore,
classical supply chain systems do not have real-time
synchronization, which tends to lead to inefficiencies
and higher operational costs. As a result, the
proposed solution improves the supply chain
management system's security by combining a
unique consensus-based blockchain technology with
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an effective cryptographic algorithm. The proposed
method combines smart contract-based forked
blockchain technology with secure hash algorithm-
256 (SHA-256) hashing and an improved lightweight
encryption algorithm to counter hash-based attacks
and enhance security. In addition, an enhanced
consensus algorithm provides secure transaction
verification, mitigating risks associated with
unauthorized modifications. By resolving these
limitations, this work provides an enhanced, more
secure, efficient, and transparent supply chain
management system that upsurges stakeholders'
confidence and diminishes disruptions. The key
objectives are given below:

e To propose an effective consensus-based
blockchain  mechanism and cryptographic
encryption (ECBM-CE) method in
pharmaceutical supply chain systems.

e Toensure data security, a SHA-256-based hashing
and lightweight extended tiny encryption (ETE)
algorithm will be used to generate a hash for
logistic information and encrypt it to mitigate
hash-based attacks in supply chain management.

e To incorporate a smart contract-based forked
blockchain structure to enable secure transaction
validation and tracking of goods within
pharmaceutical supply chain systems.

e To offer improved blockchain verification
through Upgraded Delegated Proof of Stake (Up-
DPoS) to validate blockchain transactions more
efficiently. This upgraded consensus process
optimizes  transaction  processing  speed,
minimizes computational costs and improves
security.

e To assess the performance of the ECBM-CE
technique by computing the varied evaluation
metrics and comparing the results with other
existing algorithms.

The following describes the remaining paper
structure: The relevant studies addressing the supply
chain management problems are acknowledged in
Section 2. In Section 3, the proposed model for
securing  blockchain-enabled  supply  chain
management is discussed. The outcome and
discussion are stated in Section 4. Section 5 brings an
illustration of the conclusion as well as future
directions.

2. RELATED WORKS

Piera Centrobelli et al. [21] created the integrated
Triple Retry architecture for designing a circular
blockchain network. It is developed for the supply

chain, which comprises reverse logistics service
providers, recycling centers, landfills,
manufacturers, and a selection center. The
blockchain technology used in this process was
evaluated for the three key factors (trust, traceability,
as well as transparency) that influence circular
supply chain operations, which will be investigated:
recycling, redistribution, and remanufacturing.

Nafisa Anjum and Pramit Dutta [22] developed a
decentralized Blockchain-based application system
(DApp) to identify counterfeit products in the supply
chain system. This technique was developed due to
the immutable and security of blockchain. Then, a
Quick Response (QR) code produced by DApp was
utilized to verify production distribution and the
existence of every product linked to the blockchain.

Lufei Huang et al. [23] created a collective analytical
hierarchy process (AHP) as well as a decision-
making trial as well as evaluation laboratory
(DEMATEL) technique to assess priorities as well as
relationships of success variables for academic and
professional experts. This technique is used to
examine possible paths to identify crucial success
elements and promote blockchain-enabled circular
supply chain management.

Pedro Azevedo et al. [24] developed supply chain
traceability through blockchain to assure the chain of
custody as well as traceability. It enables the
organization to show the product's origins,
compliance, as well as integrity. This technique's
genuine traceability connects supply chain actors
(SCAs) as well as product identifications through the
use of digital certificates. Certificates are imported,
stored, and verified using an off-chain data storage
system. A Public Key Infrastructure (PKI) is meant to
validate certificates and establish a chain of trust.
This model's final design consists of an Ethereum
Smart Contract as well as a PKl-based certificate
authentication system.

Pratyush Kumar Patro et al. [25] created a private
Ethereum blockchain-based solution for managing
fishing supply chain operations that is visible,
traceable, decentralized, private, trustworthy, and
safe. Five smart contracts were created to help
automate the fishing supply chain operation. This
method utilized ten algorithms to test and validate
the performance in terms of different evaluation
measures. Then, a security analysis was performed to
ensure that this solution was both secure and
trustworthy.

Visuvanathan et al. [26] suggested for internet of
things (IoT) based on Intrusion Detection in
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vehicular networks. To implement by blockchain
enabled hierarchical factorized variation
autoencoder for secure intrusion detection in
vehicular network (BO- HAFEL) model, which uses
a multi-level learning process for edge, fog, as well as
cloud. In this intrusion detection model, use for a
dataset in UNSW-NB15 as well as CIC-IDS-2017
datasets are used in a hierarchical training process is
utilized. In this experimental achieve, an accuracy
value by 96.83% and 97.36% are performed.
Furthermore, this method creates an environment
that faces complex challenges, includes secure
communication and protecting users' privacy in
dynamic as well as hostile environments.

A wireless sensor network for multi-factor
authentication for hash-based attack detection is
presented by Sholapurapu et al. [27]. Cuckoo Hash-
Based Multi-Factor Authentication (CH-MFA)
structure, which uses registration and authentication
as part of a two-phases procedure for secure
communication. This experiment demonstrates that

hash-based assaults obtained an accuracy rating of
99%. However, the computational and energy
expense of this hash authentication is increasing,
which makes it less appropriate for wireless sensor
nodes with limited resources.

Curado et al. [28] developed Zero-Knowledge Proofs
(ZKPs), which make it possible to validate
transactions and documents without disclosing
private information. This suggested method is used
for secure ZKP integration, document verification,
fraud mitigation and regulatory compliance. This
model assesses adoption hurdles, computational
cost, and scalability and suggests an architecture
backed by simulation-based validation utilizing
Ethereum and ZoKrates to gauge performance and
viability. This method faced some challenges,
including scalability issues, high cost and
interoperability issues. The contributions and
limitations of existing methods are presented in
Table 1.

Table 1: Contribution and limitations of existing methods

Author name Technique used Performance analysis and Limitation
and reference features
Piera Integrated Triple The performance analysis Require an in-depth
Centrobelliet | Retry framework on trust, traceability and technique for a single
al. [21] transparency circular supply chain
Nafisa Anjum DApp Security, privacy, This technique is more
and Pramit Decentralization, expensive
Dutta, [22] Transparency
Lufei Huang AHP and Data security, technological This technique has
etal. [23] DEMATEL method | feasibility, and cost control limitations regarding
generalization
Pedro Ethereum Smart Provenance, traceability The supply chain lacks the
Azevedo etal. | Contract, as well as and chain of custody functionality for every
[24] a PKI-based SCA to include product
certificate certificates while
authentication transforming products.
system
Pratyush a private Ethereum Transparency, This technique is only
Kumar Patro blockchain-based Decentralized, Traceability, used to trace the fish
etal. [25] solution Availability, Data integrity product in the fishery
and so on supply chain.
Visuvanathan BO- HAFEL - The environment faces
et al. [26] complex challenges, such
as secure communication
and protecting users'
privacy.
Sholapurapu CH-MFA CH-MFA Hash authentication is
et al. [27] authentication capabilities increasing the
through its superior computational and energy
overhead, making it less
suitable.
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scalability and reliability
factors while upholding

operational
efficiency
Curado et al. ZKPs Improve security and This method faced some
[28] privacy in the maritime challenges, including

supply chain, achieving
transparency.

scalability issues, high cost
and interoperability
issues.

2.1 Problem statement

A fork in a blockchain-based supply chain
management system can occur when members
disagree on the legality of transactions or the
blockchain's rules. A fork causes the blockchain to
split into two or more competing versions, each with
a distinct set of rules. Hash functions are critical to
blockchain security because they secure the integrity
of data within each block and provide a link across
blocks via cryptographic hashing. However,
manipulating hash functions to compromise the
security of a forked blockchain in a supply chain
management system would be highly challenging.
Therefore, it is important to design a secured
framework for reducing the security risks in the
forked blockchain. In recent years, cryptographic
methods and consensus algorithms have become
more popular because of the benefits of affording
higher security to the systems based on their
significant working properties. Thus, it motivates us
to use an effective cryptographic approach for
encrypting the data and a consensus algorithm for
validating the blockchain transaction in this study.

3. PROPOSED METHODOLOGY

This section discusses a novel consensus mechanism

with cryptographic encryption (ECBM-CE) method
.3 .

Data collection

Name of raw material, Hash
quality and quantity of generation

location, customer

information,
transaction details, efc

material, supplier’s
| SHA 256

\. >

for compromising the integrity of a forked
blockchain in a supply chain management system by
manipulating its hash functions. For supply chain
management, logistic information is considered in
this work, and the most crucial steps involved in the
ECBM-CE method are data acquisition, hash value
generation, encryption, blockchain storage and
verification. To create an efficient supply chain,
transaction data such as the supplier's location, the
name of the raw material, and its quantity and
quality are first gathered. Blockchain storage is
essential to secure logistical information. The SHA
256 algorithm is utilized to produce hash values for
storing information in blocks. For blockchain-based
supply chain management, the presence of a fork in
the blockchain raises the danger of assaults during
hash function development. Thus, the generated
hash values are encrypted by using a new extended
tiny encryption (ETE) approach. Such encrypted data
is then securely stored using smart contract-based
blockchain technology. Finally, an Up-DPoS
consensus mechanism is used to validate blockchain
transactions. Thus, using the proposed framework,
hash-based assaults on forked blockchains in supply
chain management are reduced. The block diagram
of the ECBM-CE technique is illustrated in Figure 1.

N\

Data storage

Encryption

Smart contract
based Forked
blockchain
network

Extended tiny

encryption
algorithm

-
Upgraded delegated
proof of stake

w

\ Block validation

Figure 1: Block diagram of the proposed method

3.1 Hash value generation based on SHA 256
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SHA-256 is a member of the secure hash algorithm
family, established by the National Security Agency
(NSA) as well as released by the National Institute of
Standards and Technology (NIST). It is commonly
used for digital signatures and data integrity
verification. Deriving the actual data from the hash
value is nearly impossible because each single input
generates a unique hash. In the proposed method,
SHA-256 is utilized to generate hash values for
storing information in blockchain-enabled supply
chain management because of a secure cryptographic
foundation that guarantees data authenticity,
integrity, and security. It integrates a 256-bit hash
function with collision resistance. In supply chains,
SHA-256 is a core component in transactional and
record security. Its deterministic quality assures that
the same input will always yield the same output,
which is essential for supply chain data verification
and tracing over decentralized networks. Besides, the
SHA-256 is computationally efficient and broadly
supported across blockchain platforms, making it
easier to assimilate into supply chain applications.
Although SHA-256 is superior in security, its
computational demands can be high, with the
necessity for substantial processing power in large-
scale operations. Additionally, it is advantageous to
remain vulnerable to future threats from quantum
computing. In spite of these factors, SHA-256
continues to be an essential option for securing
supply chains based on blockchain technology owing
to its tamper-resistance, proven reliability, and
support for immutable and transparent record-
keeping.

SHA-256 accepts input and generates a fixed-size 32-
byte (256-bit) hash value, which is often revealed as a
64-character hexadecimal number [29]. The following
ways offer how the SHA-256 algorithm [29]
determines a digest of any message length. The input

message, which has an arbitrary length of M bits, is
transformed to binary form and padded with leading

'0’s and 'l’s until its length equals 448 modulo 512.

Then, add the message length M 's 64-bit binary
representation to make a multiple of 512 bits. This
lengthy padded message is split into 512-bit blocks,

1 2 P
E 9E 7"'~7E , after padding. Then, the main

function processes every 512-bit block of data
consecutively during 64 rounds. The next 512-bit

data block is provided if the data block E’ has been
fully processed and a partial 256-bit hash value /' r

is calculated. After the processing of the final data

block E£7,the final hash value H ” is attained. The
SHA-256 makes use of 64 constants, each with a size

0 0 0
of 32 bits and 8 initial hash values [ 09 H 1 950eress H 7

The fundamental structure of the SHA-256
procedure is as follows:

* Require: £ 7 a 512-bit data block as well as initial
hash values.

= Verify that £/ from H '~ corresponds to hash

value H " .

= foreach j =1 to P (the number of 512-bit data
blocks) do

» foru =0 to 63 do

* Preparing the message schedule X u

=  Determine zoa and Zle.

= Compute 7mp,, Tmp,, CH(e, f,g) and
MAJ (a,b,c)

* h<g

g« f

f<«e

e<«—d+Tmp,
d<«c

c<«b

b<«a

a < Tmp, +Tmp,

End for
* Determine H[emp:a|b|c|d|e|f|g|h

= Calculate H /= H i +H

temp
= Return H’
End for
Every function comprised in the SHA-256

procedure can be determined using the equations
below:

Maj(a,b,c)=(anb)®(anc) (1)
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Chie,[,8)=(en)D(en)D(f rg) )
> ,a=ROTr(a,2) ® ROTr(a,13) ® ROTr(a,22) (3)

Y e=ROTr(e,6)® ROTr(e,]11) ® ROTr(e,25)  (4)

Tmp, =h+) e+Che,f,g)+K, +X, )
Tmp, = h+zoa+Maj(a,b,c) (6)
where, ROTr indicates rotation right through The following procedure can be utilized to calculate
specified bits, @ and A indicates logical XOR as the message schedule X . thatis employed in each
well as AND operation, whereas + resembles transformation:
modulo 232 addition.
E/ 0<u<l5
w = ?)
o(X, )+ X, ;+0,(X, 5)+X, s 165u<63
ds. Besides, it i ted utilizing functi
As illustrated in the above equation, X u s rotinds. besides, 1L 15 comptited Hilizing functions

comparable to a 512-bit message for the first 16 0y and o, for the next 48 rounds.

0,(X)=ROTr(X,7)® ROTr(X,18) ® SHr(X 3) ®)
,(X) = ROTr(X,17) ® ROTr(X,19) ® SHr(X,10) 9)

where, SHr resembles the shift hand right by specified bits.

) [ P1 ] — [Pz ]
S
T Yl BN I | —
LT 7 LT
[ Detealil |
Ej ==

Anpays K3y MaN
WX

................................. ==
[j =<4
T Yl BN I | ——
LT 7 LT
[ Detealin |
11 —
L[ 1
_________________________________ =<5
N C1 c2

Figure 2: Block diagram of ETE algorithm
3.2 Extended Tiny Encryption
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The tiny encryption algorithm (TEA), developed by
Roger Needham as well as David Wheeler of
Cambridge Computer Laboratory, is an effective as
well as lightweight symmetric key block cipher. TEA
is increasingly popular because of its small code size
and ease of use. It uses a 128-bit key and works with
64-bit plaintext blocks [30]. Furthermore, this
encryption method is easy and quick to implement in
software and hardware since it employs 64 rounds of
Feistel network operations, which include bitwise
shifts, XORs, and basic arithmetic operations.

TEA provides adequate security despite its
simplicity. Furthermore, TEA is a popular choice for
lightweight encryption operations due to its efficacy
and ease of implementation. TEA has been proven to
be appropriate because of its modest size; however,
it is vulnerable to comparable key and associated key
attacks. As a result, an extended tiny encryption
(ETE) method is described for encrypting the
resulting hash using a novel key scheduling strategy.
ETE is an appropriate algorithm to use in blockchain-
based supply chain management due to its
improvements to security, lightweight properties, as
well as efficient performance in constrained
environments. As discussed earlier, the original TEA
algorithm contained possible vulnerabilities because
of related key and equivalent key attacks, while ETE

utilizes key rotation and modified round functions to
improve security. The improvements to ETE allow
for better diffusion and security against
cryptanalysis, proving it to be a better choice for use
in supply chain compatibility due to the need for
secure as well as tamper-proof data sharing.
Furthermore, the lighter memory footprint and lower
computational overhead of ETE make it more
desirable for lower-powered systems such as IoT
devices or devices with lower capabilities found in
supply chain applications. Overall, ETE offers a
better level of security, but it still suffers from some
limitations, like having a very low-key expansion
compared to other encryption algorithms and
potential performance limitations within highly
complex data environments. In blockchain data
applications that support immutability and
decentralization, ETE needs to be built carefully to
guarantee compatibility with cryptographic hashing
processes. Security stipulations must also be
executed to minimize risks within blocks in the
supply chain transaction data process. The block
diagram of the ETE algorithm is illustrated in Figure
2. In order to maximize security, the proposed key
scheduling strategy can rotate the TEA subkeys to
every round function. Furthermore, the round
function of TEA is enhanced by shifting keys prior to
function integration.

C 128-bit cipher key

D)

128-bit divided into
four 32-bit sub keys

®p) (K@) (K@)  1cyce
(K@) (Xm1) (KIed) (K4 2% Cyde
K[a]) (Kbl) (X[€1] (K4] 15% Cydle
(K[a]) (K1) (K] [KIdl) 16" Cycle

Figure 3: Structure of the new key scheduling

As mentioned earlier, the ETE applies the alteration
to key handling and function rounds of TEA instead
of utilizing additional methods for managing key
scheduling to strengthen the security of TEA. The
operations addition (ADD), exclusive OR (XOR), and
shift operation (SHIFT) are examples of round
functions. Here, the 128-bit encryption key can be
divided into four subkeys, each of which rotates
once. The key is created on each cycle, as opposed to

previous TEA improvements, which saved the 32-64-
bit key in an array that required additional memory.
Every round function can use the value of every
subkey in each cycle to generate a new key. The
fundamental goal of ETE is to address the primary
flaw of the original TEA, in which subkeys are
assigned to a single round for the entire cycle, by
spreading the subkeys across multiple rounds in each
cycle. Figure 3 shows the structure of the new key
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scheduling. This new key scheduling method has
been integrated into TEA's enhanced function
rounds. Each function round shifts the subkeys to
raise the level of confusion and diffusion. Before
adding to the delta, each half of the plaintext is
shifted. The ETE was utilized to complete 16 cycles,
as opposed to 32 cycles for the conventional TEA.
Furthermore, TEA is chosen due to its lightweight
design, low computational complexity and 128-bit
key size, which make it suitable for high-throughput
blockchain settings, compared to AES and Blowfish.
TEA needs fewer resource and unlike DES, it is not
limited by a short key length. An extended TEA
combined with SHA-256 is used to enhance security
and overcome known weaknesses.

3.3 Smart contract based blockchain technology
The blockchain is defined as a collection of append-
only blocks, each containing numerous pieces of data
that are stored by a peer-to-peer network that follows
an inter-node communication protocol [31]. The
consensus mechanism, or protocol, that validates
new blocks contributes to the enchantment of
blockchain. Through a consensus process, the
majority of nodes will concur on the presence of each
block's data once it has been verified. As the majority
of the nodes on the blockchain will not admit it,
altering the data on the blockchain is very difficult.
Certain application scenarios are addressed by
distinct kinds of blockchain systems, like
permissionless as well as permissioned blockchains.
The nature of blockchain technology allows for
system decentralization and data immutability.
These features suggest strategies to meet supply
chain data management requirements. Since the data
flow is managed and stored on the blockchain, it is
originally immutable and can be trusted as a reliable
proof of existence. Next, rather than being kept
independently in different systems, the data from
different supply chain participants can be connected
to the blockchain system. This offers data exchange
while saving time and cost on data retrieval.

3.3.1 Forks in Blockchain

In general, the blockchain follows certain rules, just
like any other program. These rules are stated as
"Protocols." The software must be updated on a
regular basis for a variety of reasons, including
greater throughput, performance enhancements, bug
corrections, and more. A forked blockchain is a
divergence of the blockchain ledger, forking the
chain into two separate paths due to a change in the
established protocol updates, security
improvements, or governance. Forks can be hard
forks, which permanently split the blockchain and

require all nodes to upgrade, or soft forks, which
follow the implications of backwards-compatible
changes. Forked blockchains are typically perceived
as a better alternative to conventional blockchain
structures since they permit flexibility, scalability
and enhancements in security. In other words, a
forked blockchain allows developers to fix
vulnerabilities in the protocol, improve consensus
mechanisms, or add new functionality without
disturbing the existing network. Furthermore, it can
address the risks associated with an outdated
protocol, guaranteeing that transactions remain
efficient and secure.

Because of the flexibility of a forked blockchain, it can
be employed in supply chain management, financial
systems, and decentralized applications, where
performance and security are crucial.

In terms of proposed blockchain-enabled supply
chain management, a forked blockchain is a split in
the blockchain ledger that creates two independent
chains due to security upgrades, protocol updates, or
governance decisions. A soft fork allows nodes with
a backwards-compatible upgrade to validate the new
transaction. In contrast, a hard fork creates a
permanent split and requires all nodes to upgrade to
the new protocol to maintain complete and valid
copies of the blockchain. In another way, it is
determined that the hard fork occurs when the
updated new protocols are incompatible with the old
protocols. Failure of the consensus mechanism can
also lead to hard forks [32]. Nodes following the old
protocol will reject the node if the new protocol
submits a new block. Nodes following the old
protocol may come to accept the new protocol when
the quantity of blocks pushed by nodes following the
new protocol rises. But if the nodes using the
previous protocol disagree with the new one, the
blockchain will be irreparably split into two chains of
blocks, each with its own protocol. A soft fork
happens when a new protocol is compatible with an
existing protocol. As the number of blocks using the
new protocol increases, nodes using the old protocol
in soft forks gradually move to the new protocol.

A drawback of hard forks is that miners no longer
receive fees for adding transactions to blocks. This is
useful for a client who wants the transaction to go
through. A hard fork is the only way to increase the
size of transactions on a blockchain [33]. In addition,
forking allows for novel measures of security where
hash vulnerabilities related to hash-based attacks,
such as collision attacks or preimage attacks, can be
reduced with the implementation of forking. In hash-
based attacks, the adversary attempts to manipulate
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hash values to change transaction records. Due to the
use of a forked blockchain, the proposed supply
chain system offers better cryptographic hashing
algorithms, consensus and improves validation
protocols so that the threats and shortcomings from
unstable vulnerabilities can be eliminated. Also, the
forked blockchains provide mechanisms of adaptive
security so that organizations can quickly respond to
new threats by updating the blockchain's structure
without compromising the integrity of data. This
supports immutability, transparency, as well as
traceability and makes supply chain management
more resilient against cyber threats while upholding
trust among stakeholders.

3.3.2 Smart contract

Smart contracts frequently refer to programs (or
scripts) that are translated into high-level computer
languages [34]. These scripts are kept on every node
in the blockchain-based network. In particular, smart
contracts indicate whether or not a transaction
between nodes will follow predetermined rules
(scripts). When a transaction does not adhere to the
rules (scripts), the system will produce an error
message stating that "transactions cannot be ended".
Otherwise, the node can carry out transactions. Smart
contracts are commonly influenced by state-machine
techniques, which use a predictable method. A

Action=“violation™
Actinn=.‘,‘({eliuery” Action= “delivery™

e e

( State\ Action=‘“no action”/ State

0 I
v Action="p urchase™”

Q Action="ne action™ SSnate
I )

Action=“purchase™

directed graph is used to characterize the
deterministic state machine policy, with each vertex
(or node) representing a machine state and each edge
revealing how the machine transitions from one state
to another.

The proposed work's state machine-based smart
contract has six states: State 0, State I, State II, State
III, State IV, and State V, as seen in Figure 4. These
dissimilar states represent different entities. State 0
indicates the manufacturer's entity, state I depicts the
warehouse, state II the wholesaler, state III the
retailer, state IV the end user, and state V the dead
state. Furthermore, the suggested method expresses
numerous measures. The actions realize the
transition from one state to another. Actions contain
demand, supply, purchase, delivery, no action and
violation. For instance, if the action is a violation and
the machine is in state III, the machine changes from
state III to state V and shows an error message. When
the action is a delivery, and the machine is in state I,
it inevitably shifts from state I to state II. When the
action is entreated, and the machine is in state IV, the
system transitions from state IV to state III, as well as
so on. Furthermore, ownership of the asset can be
altered based on the machine's condition. The
pseudocode for the smart contract mechanism is
illustrated in Table 2.
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Figure 4: State machine model smart enhance

Table 2: Pseudocode of smart contract
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Algorithm 1: Pseudocode of smart contract
Input: Actions like delivery, violation, demand, no action, supply, and purchase
Output: Messages like no action, error and abort, and ownership of product
If (g(ACtion) == DElivery) then
If (delivery date < expiry _date) then
If (predefined {delivery _date < time _delivery) then
Distribute the product to other entity
Alter the product ownership
Else
Report a message "Product not supplied"
End if
Else
Send an error message "Product expired"
End if
End if
If (g(ACtion) == SUpply)then
If (PRoduct = AVailable) then
Product can be supplied to end user
Alter the product ownership
Else
Report a message "No product availability"
End if
End if
If (g(ACtion) == PUrchase) then
If (PRoduct = Available) then
Function (ACtion) = DElivery ;
Else
Report a message "No product availability"
End if
End if
If (g(ACtion) == DEmand) then
If (PRoduct = AVailable) then
If (expiry date > delivery date) then
Function (action) = sup ply;
Else
Report a message "Product expired"
End if
Else
Report a message "No product availability"
End if
End if
If (g(ACtion) == No _ ACtion) then
Remain the entity in the same state
End if
If (g(ACtion) == Violation) then
Report error message "Executed wrong operation"
End if

3.4 Verification based on the consensus algorithm
In the proposed method, an Up-DPoS based
consensus procedure is utilized to validate
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to approve transactions as well as secure the
network. These delegates are responsible for block
creation and validation. Stakeholder voting is used to
replace dishonest or ineffective delegates following
regular performance evaluations. A DPoS voting
architecture was proposed in [35] to drastically
reduce processing time and computation power
consumption for producing new blocks. In the DPoS,
validators are chosen using a variety of procedures
or reputation scores. To reach consensus, DPoS
employing blockchains relies on reputation-based
voting procedures. The size of a user's assets
determines their voting power.

Users with larger holdings have more say over who
is preferred by the nodes. These chosen nodes are
referred to as delegates. The classic DPoS approach
allows each node in the blockchain network to vote
based on stakes and then choose its own approved
node. Comparable systems are less democratic than
DPoS since they use a decentralized voting
procedure. DPoS has a system in place to ensure that
people are trusted to sign blocks on behalf of the
network and do so impartially as well as correctly
rather than ignoring the requirement for trust.
Additionally, every signed block must prove that it
was generated from a trusted node. With DPoS, a
transaction is no longer required to be confirmed
until a predetermined number of untrusted nodes
have been confirmed. Besides, it permits more
transactions to be encompassed in a block in contrast
to proof of stake (PoS) or proof of work (PoW). Even
if DPoS still faces security issues and less
decentralization than PoW [36]. However, it
commonly supports offering faster processing-based
transactions, with a turnaround time of about 3 s.

Users vote in DPoS to select a set of delegates who
will generate the blocks. Users select the cluster of
delegates using a variety of approaches and
reputation scores. Delegates act independently when
proposing new blocks. In each round, a leader is
chosen from among the delegates capable of
generating the block in that network. The matching
technique is used to determine who will be the leader
or forerunner. In the event that the forerunners
misbehave, they are removed from the validator
cluster; otherwise, they are rewarded for creating a
new block. Each representative competes with the
others for admission in the validation cluster. In this
instance, voters who plan to vote for each validator
may get a variety of incentives. For instance, if a
representative is elected for a block proposal, they
can share a portion of the reward value among the
selected users. It is generally assumed that if the

number of validators is small, the consensus will
occur quickly.

Up-DPoS is an advanced version of DPoS meant to
improve transaction efficiency and scalability while
ensuring robust security, which is mainly significant
for blockchain-based supply chain management. The
classical DPoS uses elected delegates to confirm
transactions and ensure consensus; however, Up-
DPoS employs a dual-layer architecture that
streamlines transaction processing. Layer 1 (L1) is
accountable for final settlement, and Layer 2 (L2)
processes high-frequency transactions at lower fees
prior to aggregating and settling them in L1. This
segregation delivers a balance between efficiency
and security, decreasing network congestion and gas
costs. Up-DPoS also improves DPoS by integrating
Super Block Producers (Super BPs), a group of
elected validators who sign off on transactions with
better credibility, providing strong security.

In contrast to typical DPoS, Up-DPoS incorporates
Practical Byzantine Fault Tolerance (pBFT) to
overcome fraudulent transactions and double-
spending, a critical factor for supply chain
management where the integrity of transactions is
essential. Furthermore, Master-Slave Architecture
delivers redundancy, storing transaction copies to
prevent potential failures. When it comes to
performance,  Up-DPoS  highly  accelerates
Transactions Per Second (TPS) for fast exchanges of
data across supply chains. This improvement
benefits supply chain operations directly by reducing
delays, lowering operational expenses, and
permitting real-time monitoring of goods and
shipments. In contrast to conventional DPoS, where
transaction finality relies on delegate consensus
alone, Up-DPoS necessitates validation from a
minimum of three out of four Super BPs before a
transaction is confirmed, improving security.
Accordingly, Up-DPoS-driven supply chains with
blockchain technology can undergo greater
efficiency, transparency, and reliability, building a
scalable solution for industries that demand cost-
efficient and secure transaction management.

3.4.1 Up-DPoS for consensus

This section discusses a modified DPoS schema
known as Up-DPoS, which aims to reduce
transaction costs further while increasing transaction
efficiency per second for DPoS. By modifying the
present DPoS consensus, Up-DPoS allows the
blockchain to build a Layer 2 network on top.
Additionally, the concept of Super BP is introduced.
For processing, the user can send it to the mainnet or
L2. The cost of an L2 transaction may be lower than a
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mainnet transaction. Up-DPoS is considered the
name of a transaction that is sent directly to the
mainnet. The consumer will pay more because it
achieves finality faster than L2. On the mainnet,
DPoS might be employed, but block producers
would need to stake additional tokens in order to
validate a transaction. Furthermore, the incentives
for voting and validating ought to be higher than
those on the L2 network. The user would have to pay

more to send the transaction directly to L1, and even
though the L2 network would still be in charge of
DPoS consensus, the transaction could not be
confirmed. All L2 transactions have the potential to
join the mainnet in the end. This would occur every
time, or the mainnet throughput would drastically
decrease after 24 hours (limits to be established). The
illustration of the Up-DPoS transaction is provided in
Figure 5.
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to L2-
1\/? cn dtT)I() to After few Pays less
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Figure 5: [llustration of Up-DPoS transaction

Meanwhile, L2 block producers are unable to partake
in mainnet activities, and vice versa. For validation,
the reward will be less because L2 would have
cheaper gas prices. L2 TPS on the mainnet is expected
to reach around 60,000, with a transaction rate of
nearly 20,000 [37]. The number of block creators may
vary among mainnet and L2 transactions, with 24 on
the mainnet and 12 on the L2. This consensus
mechanism can improve network transaction
performance by reducing congestion on the mainnet.
Additionally, it allows wusers to profit from
blockchain technology at a low cost. Customers can
pay according to the urgency and use case under this
structure. When they proceed from L2 to mainnet,
customers can track their transactions and receive
updates. When the user requires the transaction to be
validated quickly, an additional cost will be charged;
otherwise, the transaction will move immediately to
the network as well as accept a timely confirmation.
If a transaction from L2 to mainnet fails or is not
completed, the platform will store the hash in an
external database.

To be a BP on the mainnet, one must have a stake for
a set period of time and possess a specific level of
processing power. The BPs would be placed in the
election pool and subject to hourly voting by

community members once the allowed period had
passed. A total of 24 block producers (BPs) would
exist, with the top four designated as Super BPs.
Furthermore, to accomplish finality, a minimum of
20 BPs must validate a transaction or the transaction
must be signed and validated by at least 3 of 4 super
BPs. This maximizes the network's security and
efficiency. Elections are held after each hour to
determine the next BP for the following one-hour
period. The identical system has been applied to L2,
with the distinction that there can be 10 BPs rather
than 5, and the concept of Super BP has been
discarded. The election is held every hour, and the
number of tokens that BP must stake decreases with
time. Furthermore, the voting and mainnet vote
rewards are similar.

In Up-DPoS, each user on the network can get a
reward. The compensation of both BPs and Super
BPs will depend on the number of blocks they
validate in an hour. The voters will also take the
voting prizes. Both deferred payment transactions
and high-frequency instantaneous transactions can
be wutilized over this network. The platform
incorporates Master-Slave architecture and is
equipped with practical Byzantine fault tolerance to
protect the network against double-spending and
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malicious transactions. When a transaction is refused
from the L2 to the mainnet, a copy of the transaction
is stored. The sequential procedures of Up-DPoS are
provided below as follows:

» Consensus node selection
e There are two layers in this specific blockchain,
namely, Layer 1 and Layer 2.

e Layer 1 is used for the final settlement (the
transaction will reach finality).

e Layers 1 and 2 rely on delegated proof of
mechanism.

e There are 24 block producers in Layer 1, with each
chosen by the community as well as from the
community.

e There are 12 block producers in Layer 2, with
everyone contributing to the community.

¢ In order to avert double-spending and malicious
transactions, each layer is secure.

> Nomination procedure of block producer

e The members of the community are used to
nominate the block producers for Layerl by-
elections.

e For Layer 1, the block producers are eligible to be
nominated as block producers after being a block
producer on the layer for two weeks, as well as
contributing to the chain for at least two weeks.

e The producers should also stake a specific amount
of coins to participate in the block producer
nomination process for layers.

e The community's participation defines the
nomination of block producers for Layer 2.

¢ The compensation to block producers of Layer 1
depends on the number of transactions they
authorize.

> Transaction journey
e Users can choose between Layer 1 and Layer 2
based on where they need to send the transaction.

e Users who desire to send directly to Layer 1 can
attain transaction finality within a few seconds;
however, they could have to pay a higher charge.

e Users who desire to send through Layer 2 have
less fess; however, their transaction finality will

become in (7" + 1) time.

e Every 12 hours, the Layer 2 transactions are
bundled and forwarded to Layer 1.

e This bundled transaction is designed to require
fewer fees in order to accomplish finality.

3.5 Security Analysis

This section examines common security threats in
peer-to-peer blockchain networks and their influence
on supply chain operations. Such attacks aim to
interrupt node-to-node communication, compromise
data confidentiality, integrity and availability. It is
essential to consider these threats and design robust
security mechanisms to reduce their impact.

3.5.1 Sybil Attacks

A Sybil attack is a critical threat in blockchain-based
peer-to-peer networks, where an Attacker generates
and controls numerous fake identities to influence
the network. By using these fraudulent nodes, the
attacker can spread incorrect information and
manipulate network behavior, thereby
compromising data confidentiality and integrity. The
effectiveness of this attack depends on weaknesses
such as low identity creation costs, insufficient trust
mechanisms between nodes and insecure private key
management. Although completely preventing Sybil
attacks is difficult, their impact can be reduced
through robust authentication and security
mechanisms. The proposed work mitigates Sybil
attacks by employing the Up-DPoS consensus
mechanism, which restricts block validation to verify
and reputation-based nodes, making the creation of
fake identities ineffective.

3.5.2 Eclipse Attack

An eclipse attack occurs when an attacker uses
multiple coordinated identities to isolate legitimate
nodes by taking control of their network connections,
typically targeting the victim’s public IP address.
Due to the decentralized nature of peer-to-peer
networks, such attacks are more complex and harder
to detect than those in traditional client-server
systems. By dominating a node’s neighboring
connections, attackers can manipulate transactions,
restrict communications with the rest of the network
as well as distort the victim’s view of the blockchain.
This isolation can also lead to Denial of Service (DoS)
attacks. While complete prevention is challenging,
limiting node access to trusted and authorized
participants can significantly reduce the attack’s
impact. The proposed framework reduces the risk of
Eclipse attacks by limiting peer connections through
access-controlled and authorized nodes within the
forked blockchain architecture.

4. RESULTS AND DISCUSSION
This section deliberates on the implementation
results of the suggested method for logistic supply
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chain management. In the supply chain network, the
proposed approach has been employed by several
organizations to complete express delivery business,
analyze algorithm performance, and decentralize the
security of logistical transactions in the system using
Up-DPoS. The proposed solution for successful
supply chain management is simulated in a

standalone computer using the Python tool. It is
configured with an Intel(R) Core(TM) i5-9500 CPU @
3.00 GHz processor, 15.00 GB (15.8 GB usable) of
main memory, as well as a 64-bit Windows 10
operating system. Table 3 illustrates the parameter
details.

Table 3: Parameters

Category Parameters Values
Blockchain Platform Framework Hyperledger Fabric
Network Topology Number of nodes 10 distributed nodes
Peer nodes 5 peers executing smart contracts and
maintaining the ledger
Ordering Nodes 3 nodes managing transaction ordering and
block generation
Client Nodes 2 nodes initiating transaction ordering and
block generation
Channel setup Channe! Single channel for shared ledger access
configuration

Consensus Mechanism | Consensus Model

Upgraded Delegated Proof of Stake (Up-
DPoS)

Size

Block Validation | Delegate nodes validate and confirm blocks.
Security Configuration | Hash Algorithm SHA-256 for data integrity
Hash length 256 bits
Eﬁiﬁﬁ;ﬁn Extended Tiny Encryption (ETE)
Key Size (ETE) 128 bits
Transaction settings Transaction Block 1 MB

Transaction Rate

50 transactions per second (tps)

Network Constraints

Latency Tolerance

300 ms delay

The blockchain network and cryptographic setup
utilized in the ECBM-CE framework are presented in
depth in Capability. These guidelines guarantee safe,
impenetrable, and repeatable transaction processing
in the pharmaceutical supply chain.

The proposed framework does not rely externally on
sourced public datasets; instead, it captures
transactional and operational data produced during
supply chain activities executed through smart
contracts on blockchain platforms such as
Hyperledger  Fabric and  Ethereum. Each
participating entity in the supply chain, including
suppliers, manufacturers, distributors, retailers, as
well as customers, interacts with the system by
initiating transactions. These transactions generate
structured textual data comprising product
identifiers, batch numbers, quantities, timestamps,
sender and receiver details, shipment status, and

other logistics-related information. All collected data
are automatically recorded as  blockchain
transactions and stored in a distributed and
immutable ledger. Data collection occurs in real time
through application programming interfaces (APIs)
implemented using Node.js, where user actions such
as data entry, updates, and retrieval trigger
transaction creation. Before storage, each transaction
undergoes pre-processing that includes hashing and
encryption to ensure integrity, confidentiality and
authenticity. Hash validation mechanisms are
applied to verify both incoming and outgoing data
blocks, thereby preventing unauthorized or spam
data from being recorded on the blockchain. This
internally generated dataset enables controlled
evaluation of system performance metrics includes
execution time, throughput, latency as well as
security effectiveness under varying transaction
volumes.
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4.1 Performance metrics

In this section, various performance indicators
utilized to evaluate the efficacy of the suggested
supply chain management system are discussed. The
proposed method utilized a variety of performance
metrics, including throughput, network latency,

B ijlTraxq

9 ET

where, O characterizes the size of throughput, Tra
designates the transactions, § suggests the number

of transactions, and ET states the execution time.

q
ZV:Z(VO +v, +v,)xq
j=1 j=1

where, V' designates the total network latency, V

represents the broadcast time of logistics blockchain,
v, implies the execution time of consensus

algorithm, and v, resembles the conformation time
of logistic blockchain.

Time of execution =TT,

sin gle

where, T Tsin gle designates the time needed to

process a single transaction, covering hashing,
encryption, decryption, blockchain validation and
storage operations.

The time taken by the encryption algorithm to
encrypt hashed logistic information is designated as
encryption time. In other terms, the variance among
the start time as well as the end time of encryption is
considered as the encryption time. The time taken by
the encryption algorithm to decrypt the hashed
logistic information is deliberated as the decryption
time.

4.2 Performance evaluation

The proposed method's simulation results are
assessed in this subsection. The outcomes of the
suggested approach are compared to those of the
most popular prevailing consensus mechanisms,
inludes PoS, PoW and DPoS [38], as well as the
cryptographic algorithms like TEA, blowfish, data
encryption standard (DES) and advanced encryption
standard (AES). The consensus mechanisms are
assessed from the perspective of blockchain-based
supply chain management to determine their

encryption time, decryption time, block generation
time, as well as execution time. Throughput is
defined as the total number of logistic service
transactions completed by many consensus nodes
per unit of time. It is mathematically stated as
follows.

(10)

The network latency is mostly determined by the
time that the logistics blockchain is out of blocks in a
similar environment, ie., the time that multiple
logistical services have been completed. It is
statistically specified as follows.

(11)

The total time required to accomplish a given
number of transactions is revealed as the execution
time. The following expression is utilized to compute
the execution time:

x number of transactions (12)

resistance to hash-based attacks in the form of
collision and preimage that could threaten data
authenticity and traceability. PoS is known for
comparison, as it enhances energy effectiveness and
relies less on mining hardware, which makes it
appropriate for sustainable blockchain solutions.
PoW has been selected because of its well-
established security and decentralized technique,
where computational challenges provide resistance
to adversarial attacks. Meanwhile, DPoS has been
chosen for its better transaction speed and scalability,
permitting faster validation and network efficiency
by delegating transactions confirmed to elected
representatives. These mechanisms are tested for
their effect on scalability, network security, and
resistance against hash-based attacks, which are
indispensable for guaranteeing data integrity and
traceability throughout complex supply chain
networks. Moreover, cryptographic algorithms like
TEA, Blowfish, DES, and AES are chosen for
comparative evaluation because they are commonly
employed to secure data transmission. These
algorithms differ in computational overhead,
encryption strength, and resistance to cryptanalytic
attacks. Comparing the schemes provides an overall
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evaluation of their aptness in providing protection
against hash-based attacks like replay, preimage, and
collision attacks. The study compares approaches to
identify compromises in security, efficiency, and

scalability. It provides a baseline for designing an
efficient approach to protect supply chain data from
hash-based threats.
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Figure 6: Comparison of throughput with proposed and existing methods

The throughput performance for a varying number
of nodes from 100 to 500 is displayed in Figure 6.
From the observed data, it is clear that the
throughput is greatly impacted by the proposed
method. The transactions per second (tps) measure is
used to examine throughput performance. By
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altering the number of nodes, the suggested
approach is compared with the current algorithms,
comprising PoS, PoW and DPoS algorithms [38]. The
throughput of the proposed method is 8.2165 tps
when the number of nodes is set to 500. A system
needs to have a higher throughput to be efficient.
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Figure 7: Comparison of network latency with proposed and existing methods

The comparison of average network latency with
proposed and modern techniques is exhibited in
Figure 7. The graphical representation demonstrates
that the proposed strategy significantly reduces
latency. Latency measures are quantified in
milliseconds (ms). By varying the number of nodes to
100, 200, 300, 400, and 500, the proposed method is

compared to current approaches. The graph shows
that when there are 500 nodes, the POW takes 305.24
ms, the PoS takes 295.64 ms, and the DPoS takes
257.35 ms. However, when compared to the existing
approaches, the proposed method achieved a
minimum latency of 223.65 ms for 500 nodes. For the
system to be effective, there must be little latency.
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The current methods take longer to execute and
handle data transfers incorrectly, resulting in
increased delay. As a result, it is demonstrated that
the proposed strategy minimizes latency. A

comparison of throughput and network latency
using proposed and current approaches is offered in
Table 4.

Table 4: Analysis of throughput and network latency with existing methods

. Number of nodes

Metrics | Methods 55 200 300 400 500
PoW 1.5563 1.7245 1.9635 2.1535 2.3524
Throughput PoS 2.9935 3.1245 3.4456 3.6966 3.7135
(tps) DPoS 3.4666 3.6236 3.8736 3.9536 4.1255
Proposed 5.2665 5.6965 5.9563 6.1165 8.2165
PoW 230.54 235.85 245.65 270.36 305.24
Network PoS 215.35 221.54 237.48 269.78 295.64
latency (ms) DPoS 174.36 196.63 214.65 229.36 257.35
Proposed 146.29 161.32 189.29 211.36 223.65

Encryption and decryption times become 11.6332 ms, whereas the use of prevailing AES,

indispensable performance metrics for every security
solution. Based on the time performance, the
encryption time is assessed and offered. Encryption
time typically measures how long it takes to encrypt
data or change plain text into ciphertext. Figure 8
displays the encryption time performance for the
proposed method using prevailing algorithms of
TEA, blowfish, DES as well as AES. The minimum
encryption time taken by the proposed method is

ordinary TEA, DES, and blowfish upsurges the
overhead of processing and communication. The
higher encryption time taken by prevailing AES,
ordinary TEA, DES, and blowfish is 22.5634 ms,
12.3341 ms, 18.6542 ms and 13.5689 ms. As a result,
it is revealed that the encryption time of the
suggested approach is much shorter than that of the
prevailing techniques.
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Figure 8: Comparison of encryption time with proposed and existing methods

On the other hand, the decryption time determines
the amount of time required to finish data decryption
or the reverse of encryption. The comparison of the
decryption times proposed with the current AES,
ordinary TEA, DES, and Blowfish algorithms is
shown in Figure 9. The graphical demonstration
clearly showed that the suggested method takes the

least amount of time to decrypt the data when
compared to other algorithms. The minimum
decryption time taken by the suggested method is
16.3544 ms, whereas the prevailing AES, ordinary
TEA, DES, and Blowfish have obtained higher
decryption times of 25.6235 ms, 17.3654 ms, 21.6344
ms, and 18.6364 ms.
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Figure 9: Comparison of decryption time with proposed and existing methods

The performance comparison of overall execution
time for various numbers of transaction records is
demonstrated in Figure 10. The execution time is
maximized in tandem with the number of
transactions. On the other hand, the graphical
illustration shows a significant reduction in overall
execution time for 100, 200, 300, 400, and 500

transactions. The proposed technique executes in
18.8067 seconds for 100 transactions and 86.2456
seconds for 500 transactions. Overall, the smart
contract-based blockchain performs better due to its
lower execution time. A comparison of execution
time using the proposed and current approaches is
presented in Table 5.

N Proposed
N DPOSs

1201

100

Execution Time (seconds)

100 200

POS
- POW
50
60
40
0

300 400 S00

Number of Transations
Figure 10: Comparison of execution time with proposed and existing methods

Table 5: Analysis of execution time with existing methods

Number of transactions (seconds)
Methods 100 200 300 400 500
PoW 35.3655 56.3654 83.6354 111.36 126.544
PoS 30.6954 45.6354 76.3654 97.6354 112.365
DPoS 22.3654 35.2448 62.3655 81.3658 95.5544
Proposed | 18.8067 30.3664 53.6544 72.6645 86.2456

In the context of supply chain management,
evaluating block creation time while adjusting the
number of blocks is critical for improving system

security, transparency, and efficiency. Figure 11
compares block creation times for 200, 400, 600, 800,
and 1000 blocks. Blocks are generated to store
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transaction-related data. The suggested method
allows the smart contract-based blockchain to record
and process transactions more quickly by speeding
up block generation and reducing block generation
time. The proposed method has achieved minimum
block generation times of 6.4432 s, 7.1325 s, 8.2563 s,
9.4498 s, and 10.2365 s for 200, 400, 600, 800, and 1000

blocks, respectively. This is especially useful when
tracking high-value assets or perishable items, where
timely data is required. Because block formation
takes such little time, it also helps to speed up
execution, which significantly improves system
efficiency.

10.0 ¢

9.5

9.0+

8.5

8.0

7.51

7.0

Blocks generation (s)

6.5

6.0

200 400

600 800 1000

Number of blocks
Figure 11: Comparison of execution time with proposed and existing methods

Transaction time is considered the overall amount of
time needed to finish a given number of transactions.
In the proposed work, the execution time for
processing 100 transactions is emphasized. Table 4
compares the performance of the proposed and
existing algorithms in terms of overall execution time
for different numbers of transaction records. As
expected, execution time upsurges with the number
of transactions. However, as the number of
transactions rises, the graphical representation
shows that the rate of increase in execution time

decreases. In particular, when processing 20, 40, 69,
80, and 100 transactions, the proposed method takes
2232s,4125s,5.03 s, 6.32 s and 9.76 s to execute. In
contrast, the existing methods have a longer
execution time. The decrease in the marginal increase
in execution time for the proposed method indicates
better scalability, even though the overall execution
time stays higher for increasing transaction counts.
Comparative analysis in terms of execution time is
given in Table 6.

Table 6: Comparative analysis in terms of execution time

Number of PoS PoW DPoS | Proposed
transactions
20 3.86s 3.53 s 298 s 2.32s
40 445s 498 s 457 s 412s
60 6.73 s 6.35s 5.78s 5.03s
80 8.26s 742s 6.83 s 6.32s
100 10.96s | 10.75s | 10.03 s 9.76 s

Additionally, the performance comparison is made
in the proposed model for the security metric, attack
resistance, in order to assess the capability to resist
various attacks. Table 5 presents the comparative
analysis of attack resistance for the proposed and
existing methods against different cyber threats. This
assessment is significant in determining how robust
each method is in mitigating attacks like collision,

preimage, denial-of-service (DoS), distributed DoS
(DDoS), and information leakage. In the proposed
work, the blockchain-based smart contract model
combines an advanced encryption method and an
improved consensus approach to address hash-
based vulnerabilities, guaranteeing data integrity
and secure transactions across the supply chain. Due
to the computational complexity of SHA-256, the
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proposed method provides powerful resistance
against both preimage and collision attacks. The
usage of ETE allows for secure and lightweight
communication. This significantly decreases the
potential for information leakage from input data.
The forked blockchain design, paired with smart
contract-based validation, aids in the prevention of
DoS/DDoS attacks by distributing trust and
successfully  isolating suspicious nodes. In

comparison to traditional PoS, PoW and DPoS, which
can hardly handle selective attacks, the proposed
method guarantees robustness against all major
attacks, thus improving the integrity, confidentiality
and availability of supply chain data in blockchain
ecosystems. Comparative analysis of attack
resistance against different cyber threats is given in
Table 7.

Table 7: Comparative analysis of attack resistance against different cyber threads

Methods Attacks
Collision DoS Preimage DDoS Information leakage
PoS No Yes No Yes No
PoW Yes No No No No
DPoS Yes No No No Yes
Proposed Yes Yes Yes Yes Yes

4.3 Rationale and Implementation of the Work

The Tiny encryption algorithm is selected in this
work due to its lightweight structure, low
computational complexity and minimal
memoryneeds, which are important for blockchain-
enabled pharmaceutical supply chain systems where
fast transaction processing and resource efficiency
are critical. Compared with conventional encryption
schemes such as AES and RSE, TEA imposes lower
computational overhead, importantly, making it
more appropriate for decentralized blockchain
settings. Furthermore, traditional TEA is susceptible
to related-key and equivalent-key attacks. To
mitigate these challenges, an Extended Tiny
Encryption method is developed by improving the
key-mixing process and incorporating SHA-256-
generated hash values prior to encryption, therefore
enhancing  resistance to  hash-based and
cryptographic attacks. The integration of ETE within
the proposed EBCM-CE approach, along with smart
contract-based sorted blockchain structure and the
Upgraded Delgated Proof of Stack (Up-DPoS)
consensus mechanism, assists secure data storage,
efficient transaction validation and reliable tracking
of pharmaceutical goods. The implementation of this
approach includes improved security, higher
transaction throughput, reduced network latency
and a scalable solution appropriate for real-world
pharmaceutical supply chain management systems.

4.4 Discussion

As mentioned in the earlier section, a supply chain is
considered the collection of all the activities and
interrelated  information flows engaged in
transferring products or services from a seller to a
consumer.

The management of activities and information
concerning sourcing, conversion, procurement, and
all logistics is a constituent of supply chain
management. Supply chain management offers
numerous environmental, financial, and social
benefits, such as a shorter order-to-delivery cycle,
better resource usage, and early problem detection.
Conceptual research was conducted using a few
existing blockchain technology solutions to improve
supply chain management. Blockchain use is
frequently related to supply chain data management.
The blockchain system's input is represented in
supply chain management information. The initial
step in data management, especially in the supply
chain, is data collection. During the methodical
examination of blockchain's applicability in supply
chain management, multiple conceptual and
deployed systems were created for various supply
chain contexts. Because the food supply chain can
resolve issues about food safety and origins, it is
widely explored. Several ongoing efforts, such as
Provenance and FarmShare, are focused on food
traceability and the supply chain. Blockchain
technology is exceptionally attractive to the drug and
pharmaceutical industries because healthcare is also
a substantial social issue.

Nevertheless, the majority of existing research is
carried out from the perspectives of economics,
logistics, and management, specifically if it comes to
studies relating to many disciplines. If the blockchain
is used for supply chain management, the benefits of
introducing the blockchain are admitted. However,
the complications still endure in the practice of
existing blockchain's immaturity and deployment
costs are argued. In the interim, very few research has
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addressed the challenges that arise from the
technological architecture of the blockchain system,
particularly the privacy and security problems.
Additionally, the hash-based threats pose serious
risks to blockchain-enabled supply chains by
targeting the integrity as well as security of the
information being stored. These threats take
advantage of weaknesses that are created by hash
functions, such as collision vulnerabilities. With hash
collisions, the same hash output can result from two
different inputs, allowing malicious actors to use the
hash to circumvent previously stored supply chain
records. Attacks can also involve preimage attacks
where the attacker defeats the confidentiality and
reverses the hash back to the original data. For
example, in pharmaceutical supply chains, an
attacker could change the shipment records of drugs
for a shipment of counterfeit drugs using hash
collisions, which could then continue through the
system. To address these issues, a proposed solution
exists where an ETE is used with a SHA-256 hash,
thus allowing for more security. SHA-256 allows for
unique hash values, given the current capabilities of
technology, making collision attacks relatively
difficult to execute. In case the hash is broken, the

ETE ensures that the hashed data cannot be retrieved
without authorized access. The Up-DPoS consensus
algorithm authenticates the transaction on the chain,
guaranteeing that only legitimate data is recorded on
the blockchain. It achieves an acceptable level of trust
that a transaction represented by a smart contract can
be executed to ensure supply chain security. The
proposed method upholds traceability and
transparency and minimizes the chance of fraudulent
activities by using smart-contract-based forked
blockchain technology. Overall, these elements of a
unique SHA-256 hash algorithm, ETE, and
transaction validity using Up-DPoS consensus in a
smart contract-based forked blockchain have greatly
improved a blockchain-enabled supply chain's
resistance to hash-based attacks, as well as provided
security and data integrity. The experimental results
demonstrate that ETE reduces encryption overhead,
leading to higher throughput and lower latency
compared to AES, Blowfich and DES. This confirms
that TAE provides a better security performance
trade-off for real-time pharmaceutical supply chain
applications. Comparative analysis of the proposed
model with the state-of-the-art methods is given in
Table 8.

Table 8: Comparative analysis of the proposed model with the state-of-the-art methods

Dutta, [22]

Author name & References Methods Performance
Piera Centrobelli et al. [21] Integrated Triple Retry The performance analysis on trust,
framework traceability and transparency
Nafisa Anjum and Pramit DApp Security, privacy, Decentralization,

and transparency for

Lufei Huang et al. [23]

AHP and DEMATEL method

Data security, technological
feasibility, and cost control

Pedro Azevedo et al. [24]

Ethereum Smart Contract, as
well as a PKI-based certificate
authentication system

Provenance, traceability and chain of
custody

Pratyush Kumar Patro et al.

A private Ethereum
[25] blockchain-based solution

Transparency, Decentralized,
Traceability, Availability, Data
integrity and so on

Sholapurapu et al. [27]

CH-MFA

CH-MFA
authentication capabilities through
its superior
scalability and reliability factors
while upholding operational
efficiency

Curado et al. [28]

ZKPs

Improve security and privacy in the
maritime supply chain, achieving
transparency.

Proposed method

ECBM-CE

ECBM-CE achieves a higher
throughput of 8.2165 transactions
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per second and a reduced network
latency of 223.65 ms.

5. CONCLUSION

This paper contributes a novel ECBM-CE method to
provide a robust solution for improving the security
of forked blockchain in supply chain management.
This method uses logistic information to guarantee
the integrity as well as privacy of supply chain
transactions by implementing key procedures such
as data collection, SHA-256 hash value generation,
encryption using the new ETE, and safe blockchain
storage.

The supply chain is protected from potential security
threats by utilizing an Up-DPoS consensus algorithm
and a blockchain based on smart contracts, which
improve the validation process and reduce hash-
based assaults. To assess the efficiency of the ECBM-
CE approach, various evaluation criteria are used,
including throughput, network latency, encryption
time, decryption time, block creation time, as well as
execution time. As a result, the performance of the
ECBM-CE method is compared to other recently
developed algorithms by altering the number of
nodes and transactions in the network. Overall, the
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