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ABSTRACT

Modern enterprises depend on cloud services and federated identity systems, and they use multiple types of
endpoint devices, which leads to greater security risks and makes it possible for attackers to execute advanced
multi-phase cyber-attacks that include lateral movement attacks. The existing security systems, which depend
on fixed rules and network boundaries, fail to provide real-time attack detection because they cannot analyze
diverse security data, and they cannot keep up with changing enemy attack patterns. The research develops a
security framework that uses hybrid Artificial Intelligence (AI) to identify and prevent lateral movement
attacks through the analysis of identity, network and endpoint telemetry data. The proposed framework uses
Transformer-based models to extract contextual and temporal features, while Autoencoder-based anomaly
detection identifies zero-day behaviors, and Temporal Graph Neural Networks (TGNN) create relational
attack path models for enterprise systems. The hybrid decision fusion mechanism combines outputs from three
different model types, which include supervised models, unsupervised models and graph-based models to create
predictions about risks that enable automated policy-based decision making. The Canadian Institute for
Cybersecurity Intrusion Detection System 201 (CICIDS2017) benchmark dataset, together with a custom multi-
source enterprise dataset, which includes Identity and Access Management (IAM) authentication logs,
endpoint event logs and simulated lateral movement paths, was used to test the framework. The experimental
results show that the Transformer Autoencoder Graph Neural Networks (TAGNN) system achieves 98.5%
detection accuracy while detecting complex stealthy lateral movement patterns with reduced false positive
rates. The research demonstrates that hybrid Al models used for multi-telemetry correlation create a threat
detection and prevention method that can handle modern enterprise cybersecurity needs.

KEYWORDS: Anomaly Detection, Enterprise Cybersecurity, Graph Neural Networks, Hybrid Al, Lateral
Movement Detection and prevention.
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INTRODUCTION

The rapid expansion of enterprise networks, cloud
infrastructure, and distributed digital identities has
significantly increased the complexity of modern
cybersecurity environments (Judijanto et al.,, 2023;
Ghadge, 2024). In current scenarios, organizations
face massive levels of identity log events, network
traffic, and endpoints, which are sources for valuable
indicators of malicious activity (Yen et al., 2013;
Tucker et al., 2025; Little Lion Scientific, 2024). But
due to the massive levels, varieties, and speeds,
traditional cybersecurity approaches such as rule-
based systems, signature-based detection, and
Security Information and Event Management
(SIEM)-based  solutions lack sufficiency in
recognizing advanced threats (Aslan et al., 2023; Li &
Liu, 2021 Mallick & Nath, 2024). Among various
advanced threats, lateral movement is one of the
most harmful forms of enemy tactics, in which the
enemy travels undetected through the system
networks once breached (Smiliotopoulos et al., 2024;
Alsharabi et al., 2025; Bi et al, 2022). Figure 1
illustrates the six key stages of the cyber-attack
lifecycle, progressing from reconnaissance to final
attacker objectives.
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Figure 1: Cyber Attack life cycle stages
(Cybersecurity for Me, 2025)

Identity-driven attacks have further risen to the
forefront due to the increased use of cloud
computing, two-factor authentication, and federated
identity infrastructures (Sharma, 2025a; Sharma,
2025b). Use of compromised credentials, privilege
escalation, and odd patterns of log-in attempts very
often act as the initial step for further intrusion

(McGonigal, 2024; He et al., 2025). At the same time,
endpoints and network activities also give insight
into other variables like process anomalies in the host
process space, misuse of remote command channels,
and scan traffic (Benova & Hudec, 2024;
Spiekermann, 2025; Kuchar & Fujdiak, 2025). While
each of these sources of telemetry is individually
inadequate for the task of monitoring the whole
process flow of an attack, the full strength of such
analysis lies in the corollary construction of patterns
of identity-driven, host-driven, and network-driven
patterns (Feldman et al., 2022; Fabry, 2021; Yang et
al., 2023).

Al has recently shown promise in helping to
overcome these challenges, providing the capability
to learn complex behavioral patterns that are very
difficult to detect using traditional solutions.
Solutions such as the Transformer model,
Autoencoder (AE), and Graph Neural Networks
(GNNs) are able to determine high-level context
information, detect anomalies, and establish
relationships between users, systems, and events
(Berente et al., 2021; Injadat et al., 2021; Rudroff, 2024;
Soliman et al., 2024). However, current solutions
using Al are only able to convict using a single type
of information or a single model type. Furthermore,
current solutions are barely able to establish a
relationship between identity information telemetry
and events such as user endpoints or networks for
detecting multi-stage lateral movement-type attacks
(Sarker, 2022; Bagaric et al., 2021; Park et al., 2024;
Bagaric et al., 2022).

Although prior studies have shown notable
progress, several key limitations remain unresolved:
many existing approaches depend solely on
supervised learning, which cannot detect zero-day
attacks, while others rely exclusively on anomaly
detection, resulting in high false-positive rates
(Zoppi etal., 2021; Guo, 2023; Deldar & Abadi, 2023).
Some models perform well on network datasets such
as the CICIDS2017 but lack representation of real
IAM logs or endpoint activity (Yusof et al., 2022).
Others attain good accuracy but are unable to capture
relational attack paths, given that they do not use
graph-based reasoning (Rosay et al, 2021). To
address these gaps, this paper would put forward a
hybrid = Al-driven detection framework that
integrates the use of Transformers for feature
extraction, Feature Tokenizer (FT)-Transformers for
supervised classification, Autoencoders for zero-day
anomaly detection, and Temporal GNN for modeling
lateral movement paths along with an automated
prevention layer that applies Multi-Factor
Authentication (MFA) enforcement, endpoint
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isolation, credential restriction, and network

blocking to stop detected attacks from propagating

further. It thus offers a single solution to detect a

wide variety of attack behaviors. The novelty of the

research work lies in the use of a specifically tailored
multi-source dataset that includes both the prime

IAM log data, endpoint events, simulated lateral

paths, as well as the use of the CICIDS2017 dataset,

together with a hybrid Al approach that uses the

Transformers, Autoencoders, as well as Temporal

GNN models to recognize known, unknown, as well

as multi-hop attacks. This study contributes to

knowledge through the following elements.

* A combined primary-secondary data framework
incorporating IAM logs, endpoint events, lateral
movement paths, and CICIDS2017 for
comprehensive threat representation.

* A transformer-based technique for feature
extraction, which focuses on capturing context
patterns as well as temporal patterns that can be
derived from diverse security telemetry sources.

* Hybrid detection model employing FT-
Transformer, Autoencoder, and Temporal GNN
for multi-dimensional threat detection.

* A decision fusion mechanism that integrates
outputs from supervised, unsupervised, and
graph-based models to produce accurate and
low-false-positive predictions.

The rest of the paper is divided as follows: Section

2 presents an exhaustive assessment and analysis of

the pertinent studies conducted by different authors

on the domain. Section 3 defines the proposed
approach and consists of its structure and the
methods.

LITERATURE REVIEW

This section critically reviews recent literature on
Al-based approaches for detecting lateral movement
and advanced cyber threats in enterprise
environments.

Recent advancements that have emerged within
the last few years, from 2021 to 2025, include rapid
development in Al-based cybersecurity tools, digital
forensics, and Zero Trust security. Ndibe et al. (2025)
[36] developed Al-based forensic tools for real-time
anomaly identification through their use of Machine
Learning (ML) algorithms, Deep Learning (DL)
algorithms and log correlation methods. The result
showed fast detection of anomalies and lower rates
of false identification and successful operation of
automated forensic processes. In a related direction,
Hoque (2025) [37] developed a system to detect
lateral movement across hybrid cloud environments
by constructing a temporal heterogeneous GNN

which processes identity data, host information,
network details and cloud system logs. The model
outperformed baselines with F1 = 0.86 and Area
Under Curve (AUC) =0.80, compared to XGBoost (F1
~=0.72, AUC = 0.69).

Other studies advanced Al-driven threat
detection in broader Zero Trust and enterprise
environments. Cate (2025) [38] developed an Al-
based cyber-defence system for Zero Trust
Architectures, which anticipates security threats
through its use of supervised learning, unsupervised
learning, and reinforcement learning techniques. The
results showed improved detection accuracy,
reduced false positives, and faster response times
compared to traditional tools. Complementing this,
Chowdhury et al. (2025) [39] conducted a systematic
review that evaluated Al-based DL models that
assess cybersecurity threats in real-time for
enterprise IT systems. The researchers used Preferred
Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA)-based methods to screen 2347
documents and selected 142 studies for their analysis.
The research testing real-time systems with sub-
second response times showed traditional models
achieved 10 to 25 percent accuracy gains, which
researchers found to be less effective than
Convolutional Neural Networks (CNN), Recurrent
Neural Networks (RNN) with Long Short-Term
Memory (LSTM) systems, Transformers and GNNs.
The research about digital forensics demonstrated
that Al systems that used improved detection
methods created major advantages for the field.
Similarly, Ogochukwu et al. (2025) [40] conducted
research to use ML for digital forensics through
supervised and unsupervised and deep learning
methods on two datasets, CICIDS2017 and
University of New South Wales - Network-Based
2015 (UNSW-NB15). The models achieved F1 > 0.92
and AUC > 0.95, which exceeded rule-based
baselines that produced F1 scores of approximately
0.71 and AUC scores of approximately 0.69 while
generating significantly fewer false positives. Al also
played a central role in the evolution of Zero Trust
and Identity Threat Detection and Response (ITDR)
systems. Satyam et al. (2025) [41] developed an Al-
driven Identity Threat Detection and Response
(ITDR) system wusing sequence models, graph
learning, and self-supervised techniques on cloud
identity telemetry. The system achieved major
improvements with an accuracy rate of 84.7% and, an
Area Under the Receiver Operating Characteristic
Curve (AUROC) value of 0.91 and a recall at one
percent False Positive Rate (FPR) of 0.62 and a
decrease in false positive results by 51%. The system
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achieved a reduction in Mean Time to Detect (MTTD)
from 45 minutes to 18 minutes and a decrease in
Mean Time to Respond (MTTR) from 120 minutes to
45 minutes. Complementary Zero Trust architectures
were explored by Shonubi et al. (2025) [42], who
created a multi-layered Zero Trust Architecture that
secures cross-domain data in federated enterprise
networks through identity federation, micro-
segmentation, policy enforcement, and Al-driven
behavioral analytics. The proposed framework
demonstrated strengthened cross-domain
protection, improved access control, and enhanced
resilience for high-risk operational environments.

Additional advancements were made toward Al-
enhanced identity verification. Aramide et al. (2024)
[43] developed an Al-driven Zero Trust identity
verification model using behavioral analytics,
contextual signals, and ML-based trust scoring,
evaluated on a simulated dataset of 10,000 user
sessions. The framework achieved strong
performance with 96.3% accuracy, 1.8% False
Acceptance Rate (FAR), 1.9% False Rejection Rate
(FRR), and 245 ms trust-evaluation latency,
outperforming the autoencoder baseline (92.7%
accuracy, 2.4% FAR). Nangi et al. (2023) [44] created
a multi-layered Zero-Trust security framework
which uses Al-based identity and access controls to
protect systems through its implementation of
Kubernetes and service-mesh controls, policy-as-
code and ML-based risk assessment. The system
achieved 94.7% detection accuracy along with 3.2%
false positive rate and a 1.8-second access delay,
which surpassed conventional IAM systems that
achieved 85% accuracy and 12% false positive rate
and basic Zero-Trust systems, which achieved 90%
accuracy and 7% false positive rate in simulated
cloud-native environments. In addition, Datla et al.
(2021) [45] used behavioral analytics and ML-based
anomaly monitoring to identify cloud identity
threats. The system achieved a 12% increase in
detection accuracy while decreasing false positives
by 18%, which allowed for faster detection of
credential misuse.

Existing research continues to examine Mean
Squared Error (MSE) together with network and
endpoint telemetry as three separate entities, which
hinders their ability to identify multi-stage cyber-
attacks [36,40]. Most models lack the essential
temporal graph reasoning feature, which enables
tracking of multi-hop lateral movement patterns [37].
Research also remains dependent on either
supervised or unsupervised learning alone, which
results in either poor zero-day detection or high false
positives [38,41]. The widely used benchmark

datasets fail to provide an accurate representation of
actual IAM and endpoint system operations, which
leads to inadequate model performance in real
business environments [45].

RESEARCH METHODOLOGY

This section briefly explains how the data were
prepared, processed, and modeled using
Transformers, Autoencoders, and GNNs.

Data Collection

The research process starts with researchers
gathering secondary data from publicly available
datasets, which they access through Kaggle. The
study uses the CICIDS 2017 benchmark dataset as its
main secondary dataset, which contains detailed
network traffic data that displays both regular
network behavior and malicious network activities
[46]. The dataset functions as a standardized resource
for cybersecurity research because it allows
researchers to evaluate their testing and research on
intrusion detection systems. The study uses both
secondary data sources and primary data, which
researchers gathered through controlled experiments
that simulated actual business attack scenarios. The
primary data is used to assess and validate the
benchmark dataset. The study uses three primary
datasets, which researchers collected from multiple
sources, including IAM authentication logs that
document user identity activities, endpoint event
logs that track host system activity, and simulated
lateral movement paths that show multi-stage attack
movement across connected networks.

Data Pre-processing

The collected information is pre-processed in
terms of missing value imputation, noise reduction,
log standardization, and timestamp synchronization.
The missing information is imputed to prevent any
bias, whereas noisy and redundant data are
eliminated to promote clear signal perception. Log
standardization enables uniform conversion from
diverse security logs to have synchronized
timestamps that provide clarity to interrelated
timelines.

Technique used

This section examines the key techniques used in
this study, including Transformers, Autoencoders,
and GNNs.

Recursive Feature Elimination (RFE)

In this study, RFE is used to select the most
discriminative Transformer-generated features by
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repeatedly ranking and removing features with
minimal importance.
RFE Equation:
Si+1 = S; —arg min(/;) 1
At each iteration t the feature set S; is reduced by
removing the feature with the lowest importance
score | t.

Transformer

A Transformer is a DL model utilizing attention
for capturing relationships in sequential data. For
this paper, the model selected for this experiment is
employed only for feature extraction [47]. In this
study, it is used for extracting meaningful high-level
features from raw logs on IAM, network, and events.
Essentially, a Transformer is based on self-attention.
Self-attention is defined as:

T
Attention(Q, K, V) = softmax (%) v @)

where Q is the query vector, representing the
context related to the present token, K is the key
vector, representing the relevance of other tokens, V
is the value vector, representing the information to be
computed, and dy It It is a key dimension for
attention score scaling.

FT-Transformer

The FT-Transformer is a variant of the
Transformer adapted for classification tasks in
structured or tabular data in a supervised learning
manner [48]. This study provides a classifier of
known attack patterns, which takes as input the
extracted Transformer features and outputs accurate
supervised predictions of malicious versus regular
events.

The prediction output is computed as:
¥y = softmax(Wh + b) 3)

Where y“represents the class probability outputs,
h represents the input feature representations
produced by the Transformer, and W and b are the
weight matrix and bias added in the final
classification stage.

Autoencoder

An autoencoder is an unsupervised DL approach
for a neural network model. This model has the
capacity to learn for reconstructing the inputs and
identify the anomalies based on the error of
reconstruction [49]. An autoencoder is used in this
research for determining the zero-day attacks and
anomalies, as well as learning the expected behavior.

Key Equations

Encoding;:
z=f(W,x +b, @)
Decoding:

2 = g(WdZ + bd (5)
Reconstruction Loss:
L=lIx-2%I? (6)

Where x is the input feature vector, z is the
encoded representation, % is the reconstructed signal,
W, and W, are the parameter matrices for the encoder
and decoder layers, b, and b, are the corresponding
bias terms, and L is the loss.

Graph Neural Network (GNN)

GNN helps in learning through aggregation based
on graph-structured data [50]. In this proposed
system, GNN is used for lateral movement attack
paths to establish connections between users,
systems, and network links to identify malicious
paths.

The node representation update is defined as:

W =g <W > hff“”) @)
UEN (V)

Where e h,(,k) is the updated embedding of node
vat layer k, V' (v) represents the set of neighboring

nodes, hl(tk_l) is the previous layer embedding of
each neighbour, W is the trainable aggregation
weight matrix, and o is the activation function
introducing non-linearity.

Proposed Methodology

The proposed methodology establishes a
complete hybrid system that detects and prevents
lateral movement attacks by linking identity
information with network data and endpoint
security information. The researchers collected their
validation research data from primary datasets,
which include IAM authentication logs, endpoint
event logs and simulated lateral movement paths,
and from the secondary benchmark dataset known as
CICIDS 2017. The collected data undergoes pre-
processing through multiple procedures, which
include handling missing values, standardizing log
formats, removing noise and normalizing labels to
achieve dataset consistency and quality. The process
starts with transformer-based feature extraction that
gathers contextual and sequential data from security
logs, and it ends with RFE, which detects vital and
unique attributes. The researchers divided the
improved feature set into two parts, which they used
to train a hybrid model that consists of an FT-
Transformer for supervised attack classification, a
fine-tuning autoencoder for unsupervised anomaly
detection and zero-day detection and a temporal
GNN for multi-hop lateral movement path modeling
and identification. The outputs of these models are
combined using a hybrid decision fusion mechanism
to compute a final risk-aware prediction. Based on
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this prediction, a hybrid automated response
framework combining rule-based and behaviour-
based prevention techniques is executed, where
predefined decision rules enforce appropriate
security controls such as multi-factor authentication,

Data
Collection

Primary Dataset

IAM / Authentication Secondary
Logs Dataset
Endpoint Event Logs CICIDS 2017

Lateral Movement Paths

=

Feature Selection

Data Split

- =

privilege restriction, endpoint isolation, and network
path  blocking, thereby ensuring real-time
containment and prevention of lateral movement
propagation. Figure 2 below shows the proposed
architecture of this methodology.

Missing value
TTAan A~

Data
Preprocessing

i

Log Standardization

Noise Removal

-
-
—_

-

Label Normalization

Transformer based
Feature Extraction

Trai‘

Transformer-

Te based Model

L

Performance
Evaluation

Hybrid Model Training (FT-Transformer + AE + Temporal GNN)

Fine- Graph Neural
Tuning Network
Autoencoder

/’l, a \
-
Jiisi—~

Normal 4

10

Suspicious

Lateral Movement Attack

Final Prediction
Output

l

Hybrid Decision Fusion

Figure 2: Proposed Architecture
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Proposed Algorithm

This section describes the lateral movement detection and prevention algorithm.

Algorithm: Transformer-Assisted Lateral Movement Detection and Prediction

Step 1: Data Collection
Collect raw security data from:
e Primary dataset D, = {IAM logs, Endpoint events, LM paths}
e Secondary dataset Dy = CICIDS2017
D =D, U D
Step 2: Data Pre-processing
Apply four cleaning operations:
e Missing value handling
r X X # NaN
A= %N
e Log format standardization
x;' = faa(xi)
¢ Noise removal

nr

Xp = fdenoise(xi/’)
e Label normalization
V' = frorm (V)

X = {xim}' Yo = {YL’}
Step 3: Transformer-based Feature Extraction
Pass cleaned data into the Transformer model:

H = Transformer(X,)

Final cleaned dataset:

Self-attention operation:

. QKT
Attention(Q, K, V) = softmax \/d_ %4
k

Feature embeddings:
F= f embed (H )
Step 4: Feature Selection using RFE
Initialize feature set:
So=F

At each iteration t:

I; = Importance(S,)
Remove the least essential feature:

Sir1 = S; —argmin(ly)
Stop when:
| S: 1=k
Final selected features:
S=5;
Step 5: Data Split
(Strain: Stest: Ytraint Ytest) = Spht(s ’ Yc)
Step 6: Hybrid Model Training
e Supervised FT-Transformer (Known Attacks)
Jsup = softmax(Wh + b)

Loss:

Lsup = _Zylog (9sup)
e Autoencoder (Zero-Day / Anomaly)
Encoding:

z= f(VVeStrain + be)
Decoding;:

S =gWyz + by)
Reconstruction Loss:
Le =1l S =S I1?
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Anomaly score:
e TGNN (Lateral Movement)

Graph G = (V,E).
Node update:

WO =olw Y afY
UEN (V)

Fgn = frnn(hS)

Output:

Step 7: Hybrid Decision Fusion

Collect outputs:
0= {ysup' A, ygnn}
Weighted fusion:
Y= aysup + ﬁA + VVgnn

Where:

a+pf+y=1
Final label:

Normal, <1

Pred = { Suspicious, <Y<,
Lateral Movement Attack, = T,

Step 8: Rule-Based Automated Prevention
Define Prevention Function:

{ No Action y=0
P(y) = MFA + Privilege Restriction y=1
Isolation + Credential Disable + network Block y =2
Operationally:
If Normal (0):

P0)=0
If Suspicious (1):
P(1) = {MFA, Limited Access}
If Lateral Movement Attack (2):
P(2) = {Endpoint Isolation, Disable Account, Block Attack Path}
Step 9: Behaviour-Based Automated Prevention
A behaviour-based prevention mechanism is applied to dynamically respond to deviations from normal user,
endpoint, and network behaviour.
Compute behaviour-based risk score:
Ry = aA, + ﬁj’\gnn +vC
Where:
A= Autoencoder anomaly score
Ygnn= Temporal GNN behaviour output
C.= Contextual behaviour features

a+p+y=1
Final prevention decision:
@, R, <713
Pypen(Ry) = {MFA, Limited Access}, 3SR <71y
{Endpoint Isolation, Account Restriction, Network Segmentation}, R, =1,

This approach enables early, adaptive, and intelligent prevention of stealthy and zero-day lateral movement
attacks by complementing rule-based controls with behaviour-driven decision making.

Step 10: Performance Evaluation
TP+ TN

A = T
ceurasy = rp 4 TN & FP +FN

PP; isi = ——
recision TP + FP

Recall = m

2 - Precision - Recall
F1 =

Precision + Recall
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RESULTS & DISCUSSION

The section presents experimental findings for the
proposed hybrid framework, which combines three
components of the system. The study demonstrates
that enterprise environments can achieve
dependable lateral movement detection through the
combination of multi-source correlation and hybrid
decision fusion methods.

Figure 3 shows the number of traffic flow records
per CICIDS2017 CSV file, which contains between
1,70,000 and 7,00000 records, while the Wednesday-
WorkingHours file holds the highest record count.
The different attack scenarios and time periods show
distinct patterns of data density.

CICIDS2017 Row Count per File

700000
, 500000
3 sooo0n
% 400000
§ 300000
£ 200000

100000

File Name

Figure 1: CICIDS2017 Row Count per File

The class-wise distribution of CICIDS traffic flow
records shows that the dataset contains
approximately 2,05,000 normal instances and 40,000
suspicious instances. The researchers need to create
new evaluation metrics because class imbalance
forces them to use weighted values together with
hybrid learning methods.

CICIDS Label Distribution {Used for Step 3)

200000 -

175000 -

150000 -

125000 -

Count

100000 -

75000 -

50000 -

25000 4

o™

ov®
gust
Label

Figure 2: CICIDS Traffic Class Distribution

The CICIDS traffic records show a normalized
and sampled label distribution which contains
approximately 1,000,00 normal records, 20,000
suspicious records, and negligible unknown
instances as shown in figure 5. The distribution
maintains class imbalance yet allows for model
training, which requires both stable performance and
scalable capacity.

1e6 CICIDS Label After

o o
o o
) o

Normalized Label

Figure 3: Normalized CICIDS Label Distribution

N
@
o

The L2-norm distribution of Transformer-
generated CICIDS embeddings shows that most
embedding norms are between 7.0 and 7.9, with a
peak at 7.8, as shown in Figure 6. The system
demonstrates stable feature representations that
maintain their magnitude through normal operating
conditions.

cicips ing L2-Norm Distributi

60000

50000

40000

nt

Cou

30000

20000

10000

0

6.00 6.25 6.50 6.75 7.00 7.25 7.50 7.5 8.00
L2 Norm

Figure 4: CICIDS Embedding L2-Norm Distribution

Figure 7 shows the most important features that RFE
with Logistic Regression selected as top features, and
these chosen features include 40, f9, and f18, which
show maximum discriminative ability through their
high absolute coefficients that reach 24 to 27. The
features that received lower selection rankings still
maintain relevance because their coefficients remain
above 8. The RFE process accomplishes two tasks by
reducing feature dimensionality and maintaining
important features that enhance model performance
and ability to generalize.

Top Selected Features Importance (RFE + Logistic Regression)

== Importance

Absolute Coefficient (LogReg]
w
5

o
¢ VP SR APt P et ot T PPt S P S e Pttt
Selected Feature Index

Figure 5: RFE-Selected Feature Importance
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The training dataset shows autoencoder
reconstruction errors through Figure 8, which
displays normal samples with extremely low errors
between 0 and 0.00005 MSE, while suspicious
samples produce higher but scattered errors that
reach about 0.0016. The autoencoder successfully
understands normal behavior patterns according to
this evidence.

Autoencoder Reconstruction Error (Train)

W Traln Normal
140000
Train Suspicious

120000

100000

o
0.0000  0.0002 0.0004  0.0006  0.0008 0.0010 0.0012 00014  0.0016
Reconstruction Error (MSE)

Figure 6: Autoencoder Train Reconstruction Error

Figure 9 shows the test dataset autoencoder
reconstruction error, which demonstrates that
normal samples' MSE values remain between 0 and
0.00005 while suspicious samples show MSE values
that reach approximately 0.0007. The system
demonstrates successful anomaly detection because
it detects actual anomalies and operates effectively
with unknown data.

uction Error (Test)

= Test Normal
Test Suspicious.

20000

25000

20000
£

H
& 15000

10000

5000

o
0.0000 0.0001 0.0002 0.0003 0.0004
Reconstruction EFror (MSE)

Figure 7: Autoencoder Test Reconstruction Error

0.0005 0.0006 0.0007

Figure 10 shows autoencoder training and
validation loss curves in which training loss
decreases from 0.11 to 0.00, and validation loss shows
the same pattern throughout 20 epochs. The system
shows quick convergence while maintaining
consistent learning progress without developing
overfitting issues.

Autoencoder Training Curves

0.00 —

0.0 25 5.0 7.5 10.0 125 15.0 17.5
Epoch

Figure 8: Autoencoder Training and Validation Loss

The FT-Transformer training and validation loss
curves in Figure 11 demonstrate that training loss
decreases from 0.43 to 0.26 and validation loss drops
from 0.37 to 0.24 throughout the 12 epochs. The two
curves maintain proximity because they show both
stable convergence and effective generalization
abilities.

FFransformer Training Curves

0425 — Train Loss
~= Val Loss
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Figure 9: FT-Transformer Training and Validation
Loss

The risk score distribution for identity nodes
shows the results from the Temporal GNN
assessment of identity mnodes. The identity
assessment shows that most identities display risk
scores that range from approximately 0.3 to 0.6. A
smaller subset of identities shows risk scores that
exceed 0.7 and reach 1.0, as shown in Figure 12. The
GNN demonstrates its capacity to detect
compromised identities through its ability to create
this long-tailed distribution.
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Figure 10: Identity Node Risk Distribution
(Temporal GNN)

The confusion matrix for the identity-based attack
detection hybrid fusion model is displayed in Figure
13. The model correctly identifies 39655 normal
instances and 5549 attack instances. The results
showed 1842 false positives and 2954 false negative
results, which demonstrated strong discrimination
ability but resulted in controlled misclassification.
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Hybrid Fusion Confusion Matrix (Binary)
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Figure 11: Hybrid Fusion Confusion Matrix

The hybrid model produced fused risk scores for
identity nodes, which resulted in two distinct risk
score distributions. The instances show their main
distribution at low risk values, which range from 0.1
to 0.2, while their smaller tail extends to higher risk
scores that exceed 0.6, as shown in Figure 14. The
system demonstrates successful risk aggregation
because it can distinguish between normal users and
high-risk individuals.
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Figure 12: Fused Risk Score

Figure 15 shows the performance of the proposed
model through Accuracy, Precision, Recall, and F1-
Score measurements for Normal and Attack Classes.
The proposed model achieved a high accuracy of
98.5% in relation to both Normal and Attack Classes.
The precision was also balanced for Normal and
Attack Classes with a precision of 97%. The Normal
Class showed higher recall results 98% while the
Attack Class reached 96%, but the Attack Class
achieved an Fl-score of 98%, which surpassed the
Normal Class, showing both classes performed
equally well.

Model Performance
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Figure 13: Hybrid Model Performance Metrics

Figure 16 demonstrates the activation of various
preventive actions that are based on established rules
through the operation of the proposed system. Most
events (approximately 42000 instances) required no
action. The system enforcement of MFA restrictions
applied to 5000 cases, while 2000 high-risk events
required endpoint isolation together with account
disabling and attack-path block implementation. The
distribution shows that most activities operate
normally while organizations implement stricter
controls to address higher-risk detection scenarios.

Step 8 Rule-Based Prevention Action Distribution

40000 == Count

35000

30000
£ 25000
3 20000
15000
10000
5000

0

Figure 14: Rule-Based Prevention Action
Distribution

Figure 17 shows the behavior-based risk score R_t,
which the proposed model produces. The system
categorizes most instances into low-risk values,
which range from 015 to 0.25, because they
demonstrate non-threatening behavior. The system
shows a small number of cases that present a higher
risk score, reaching approximately 0.9, because they
exhibit behavior that may indicate malicious activity
related to lateral movement.
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Figure 15: Behaviour-Based Risk Score Distribution

Comparative Analysis

The comparative analysis of existing studies
demonstrates the progressive improvement in
detection accuracy achieved through different ML
and DL techniques. The Serverless Al Shield (SAS)
framework developed by Pathade et al. 2026 Pathade
et al, 2026) demonstrates efficient protection for
serverless environments through its 94.2 percent
accurate operational performance. The study
conducted by Satyam et al. 2025 (Satyam et al., 2025)
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used LSTM, Transformer and GNN and gradient-
boosted risk scoring methods, which produced an
84.7 percent accuracy result that showed the system
needed improvement to achieve better detection
capabilities despite its complex design. The hybrid
Random Forest (RF) and Autoencoder method
developed by Aramide et al. 2024 (Aramide, 2024)
achieved 96.3 percent accuracy, while Nangi et al.
2023 (Nangi et al., 2023) obtained 94.7 percent
accuracy through their supervised ML classification
system. The study conducted by Amouri et al. 2020
(Amouri et al., 2020) demonstrated that RF and linear

regression models achieved 98 percent accuracy,
which proved that ensemble-style learning
effectively detects intrusions. The proposed research
method outperforms all current methods through its
use of a hybrid TAGNN model, which achieves the
best accuracy of 985 percent. The system
demonstrates  its  superiority = through the
combination of three distinct techniques, which
include contextual feature extraction, anomaly
detection, and graph-based relational learning. The
proposed study presents a complete accuracy
comparison with existing methods in Table 1.

Table 1: Comparative Analysis

Author(s) Year Technique used Accuracy (%)
(Pathade et al., 2026) 2026 SAS 94.2
(Satyam et al., 2025) 2025 LSTM + Transformer + GNN + Gradient-Boosted Risk Scoring 84.7

(Aramide, 2024) 2024 RF + AE 96.3

(Nangi et al., 2023) 2023 Supervised ML-based classification 94.7
(Amouri et al., 2020) 2020 RF + Linear Regression 98

Proposed Study 2026 TAGNN 98.5

CONCLUSION & FUTURE SCOPE

Modern digital infrastructures have become
increasingly distributed, dynamic, and
interconnected, such that traditional security controls
are becoming ineffective to address contemporary,
sophisticated cyber threats like lateral movement. To
solve the existing problem, the study developed a
unified Al detection and prevention system that uses
Transformer technology for feature extraction,
Autoencoder technology for anomaly detection and
TGNN technology to connect identity data with
network and endpoint telemetry data. The TAGNN
framework demonstrated outstanding performance
because it reached 98.5 percent detection accuracy,
which successfully identified both known and
unknown security threats while delivering
automated risk-based protection. Future work would
expand the existing framework by using federated
learning to share threat intelligence between
different organizations and by using explainable Al
to support better analysts, through which the system
would be tested across extensive real-world
enterprise and cloud-native environments
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