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ABSTRACT 

The rapid growth of artificial intelligence (AI) has increased the scale of personal data processing, which has 
raised serious concerns about personal data rights and privacy. The existing regulations, such as the General 
Data Protection Regulation (GDPR), are intended to address these issues, but their applicability to AI-based 
technologies remains a question. To analyze the relevance and effectiveness of GDPR provisions in the context 
of AI, identify associated legal and ethical challenges, and examine regulatory gaps in governing AI-based data 
processing. A qualitative doctrinal research approach was adopted using a structured GDPR question–answer 
dataset. The dataset was analyzed through thematic categorization, statistical evaluation, and interpretive 
legal analysis to assess key regulatory domains and their implications for AI systems. The analysis revealed 
that GDPR provisions are primarily focused on governance mechanisms, including accountability, data 
subject rights, and enforcement structures. Statistical findings demonstrated significant variability in textual 
complexity and thematic distribution across regulatory domains. Key challenges identified include limitations 
in transparency, difficulties in implementing the right to explanation, and gaps in addressing algorithmic bias 
and automated decision-making. While GDPR provides a comprehensive foundation for data protection, it 
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lacks explicit provisions for AI-specific challenges. Effective AI governance requires integration of legal, 
technical, and ethical frameworks, along with adaptive regulatory approaches to ensure the protection of 
digital rights in evolving technological environments. 

KEYWORDS: Artificial Intelligence, Data Privacy, GDPR, Digital Rights, AI Governance. 
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Introduction 
The widely spread development of artificial 
intelligence (AI) has radically changed the data 
generation and processing environment and their 
way of usage and the issue of digital rights and data 
privacy become the matter of serious concern. The 
increasing penetration of AI in a multitude of 
industries, including the healthcare sector, the 
administrative sector and the business mechanisms, 
has increased the amount and level of the handling 
of personal data, consequently intensifying the need 
to possess powerful legal and ethical regulations. 
The historical and traditional right to privacy is 
currently undergoing the process of definition, in the 
context of algorithmic systems that work with big 
amounts of personal and sensitive information [1]. 
The use of AI powered systems heavily depend on 
processes that are data intensive usually requiring 
the collection, storage and analysis of individual 
information in ways previously not been 
experienced. This growth has resulted in the 
appearance of new data misuse, unauthorized access 
and bias in the algorithms, which have to be 
addressed by even stronger regulatory mechanisms 
to protect the privacy of individuals [2]. 
Simultaneously, the growing importance of data in 
business and advertising has also further 
underpinned the importance of ensuring the privacy 
of the users since the companies are increasingly 
relying on the information of the users to make 
certain decisions and provide personalized services 
[3]. The AI and data privacy intertwining is 
especially clear in the health care industry, where 
giant databases and sophisticated analytical 
software are used to improve clinical performance, 
but also, threaten the security of data and the ethics 
regulation [4]. The field of healthcare is one of the 
most urgent cases of the dual influence of AI on both 
the risks of innovation and privacy. The use of AI in 
clinical systems has made the functionalities better in 
terms of taking decision, predicting and carrying out 
operations; however, it has also led to severe 
problems of data confidentiality, consent, 
compliance with regulations [5]. The 
implementation of digital decision support systems 
and tools based on artificial intelligence requires a 
special attention to the legal framework, in order to 
avoid the problem of the undermining of patient 
rights or the level of protection of their data [6]. In 
addition, increasing the demand of transparency 
into the transactions of data points out the 
significance of the balancing between the innovation 
and accountability especially in the context of 
sensitive health data [7]. 

The association of AI to data privacy is also not made 
easy by ethical factors. In such sensitive fields as 
reproductive health and clinical decision-making, 
the use of AI may cause a problem of fairness, bias, 
and equal access to the technology [8]. Apprehension 
about data privacy in healthcare has also been 
greatly reported and danger posed by big data 
associations and its potential abuse in AI-based data 
systems [9]. Moreover, the introduction of robotics 
and AI in the health care sector raises wider concerns 
of ethics such as autonomy, accountability, and 
ethical issues relating to the automated decision-
making processes [10]. 
As part of these challenges, the regulatory 
frameworks of the concept like the General Data 
Protection Regulation (GDPR) have increased as 
broad legal provisions to ensure the safety of 
personal data and liability in the processing of data. 
Among the principles that are defined in the GDPR, 
such as lawfulness, transparency, limited purpose, 
and data minimization, there are supposed to be 
applied to control the collection and utilization of 
personal data in the digital sphere [11]. They are 
especially applicable in the context of AI, where such 
concepts as consent and transparency are often put 
to the test because of the amount and sophistication 
of the data processing occurring. Among the most 
important issues of GDPR that are closely connected 
with the problem of AI is attitude to an automated 
decision making and an idea of a right to an 
explanation. The purpose of this provision is to make 
sure that the citizens do not undergo decision-
making performed by automated mechanisms but 
with no meaningful control by humans [12]. Such 
rights however have not been implemented 
practically, especially when considering obfuscated 
machine learning models where their working can 
hardly be understood. Ethical theories have thus 
been put forward to add to the law regulations, 
which highlight the importance of fairness, 
accountability, and transparency in AI systems [13]. 
The diversity of AI governance practices across the 
world also demonstrates the variety of the 
approaches various jurisdictions have to current 
issues of data privacy. Different standards of ethics 
and policy frames have been put in place to regulate 
the proper use of AI and the need to cooperate 
internationally and to harmonize the norms has been 
underlined [14]. AI governance models are 
increasingly targeting a stratified approach, where a 
combination of legal, technical and organizational 
controls work together to ensure a multi-faceted 
regulation of AI systems [15]. 
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Even with these developments there are very large 
loopholes in the regulation of the AI driven data 
processing. Current legislations will find it hard to 
keep up with the fast-paced technology and thus 
have uncertainties and constraints in implementing 
them to newly developed AI applications. Lack of 
direct AI-related provisions in most rules also 
requires interpretation-based strategies which 
would apply the old data protection principles to the 
new technological environment. Therefore, 
interdisciplinary studies based on legal, ethical and 
technological approaches to these issues are 
increasingly demanded, which will help to deal with 
the emerging problems of digital rights and data 
privacy in the era of artificial intelligence. 
The proposed research is focused on analysing the 
overlapping of the provisions of the GDPR, the AI 
technologies and the data privacy issues with a 
structural set of GDPR articles. The systematic 
analysis will help the research to find out major 
principles of law, their application to AI systems and 
clarify the regulatory gaps that still need more 
consideration. 
 
Methodology 
Study Design 
In order to study the rights on digital information 
and the data privacy in the context of artificial 
intelligence, the qualitative approach of doctrinal 
research was applied. The analysis combines both 
the data-based analysis structured and interpretive 
legal logic to overcome the relevance and constraint 
of the General Data Protection Regulation (GDPR) in 
regulating the processing of data via AI. The design 
focuses on the systematic extraction, categorization 
and interpretation of the provisions of law as 
opposed to empirical or experimental research. 
 
Data Source 
As the main source of data, a structured GDPR question-
answer dataset was used [16]. Likewise, in each of the 
entries, there was a GDPR article content along with the 
related question-answer units and related metadata that 
comprised of article identification, chapter classification, 
and text-length attributes. The dataset included a wide 
set of GDPR provisions in different chapters, including 
important areas of the regulation, namely, data 
processing principles, data rights of subjects, controller 
and processor liabilities, cross-border data transfers, and 
enforcement rules. 
 
Preparation and Organization of the Data 
Each and every entry was carefully revised and 
categorized based on the article numbers and 

relevance based on their topics. Divided articles 
were rearranged rationally in the analysis process to 
allow doctrinal integrity to be maintained e.g. those 
articles marked as continued sections. 
Questionanswer format was used as the major tool 
of interpretation making it possible to extract the 
legal meanings, regulatory will and implications of 
operation in a structured manner. There was no pre-
treatment of the dataset to cover the missing values 
or inconsistency since it was complete and was 
internally consistent. 
 
Analytical Framework 
The paper employed thematic legal analysis method. 
First of all, content of datasets was divided into the 
main GDPR categories like lawfulness and 
transparency, purpose limitation and data 
minimization, data subject rights, controller and 
processor obligations, automated decisions and 
profiling and cross-border data transfers and 
enforcement. After that, each thematic group was 
analyzed in terms of artificial intelligence systems. In 
this case, the special focus was put on the following 
issues: the processing of large-scale data for learning 
and decision-making in automated ways in 
accordance with the provisions of Article 22, 
transparency and explainability, as well as the role of 
consent and lawfulness in the AI world.  
The interpretation of law analysis was conducted in 
terms of the extent, benefits, and drawbacks of the 
provisions of the GDPR in terms of addressing the 
AI issues. In this case, it was necessary to find the 
regulatory gray zones, possible gaps, and conflicts 
between the established principles of data protection 
and the customs of the AI world. To put GDPR 
within the context of a shifting world environment 
of regulations, a comparative approach was also 
added. The selected foreign models and policy 
strategies in regards to AI regulations were 
discussed in order to find the difference or similarity 
in the regulatory design. This parallel helped to 
evaluate the conformity or nonconformity of the 
GDPR to the future standards of the regulation of 
digital rights and AI. 
 
Inclusion and Exclusion criteria 
The analysis included GDPR provisions which are 
directly or indirectly linked with the processing of 
data on personal data, automated decision-making 
and profiling, and rights and obligations, which are 
linked with data governance. Articles that were of 
little to no importance to AI or processing digital 
data were filtered out to remain focused on the 
analysis. The parts that were not added with 
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interpretive value after a reduction were also 
removed during the process of the consolidation. 
 
Results 
Empirical research conducted on the dataset of 
questions and answers of the GDPR revealed that the 
dataset had a clear structural, thematic and linguistic 
characteristics which represented the regulatory 
framework of the data protection law and its 
importance in relation to the data processing by 
artificial intelligence. 
 
Organization and Dispersion of Data 
The data set was a set of 995 records, which were 
associated with 99 different GDPR articles which are 
spread in various regulatory chapters. Participation 
of various provisions in the unbalanced distribution 

of entries for the chapters were as follows, whereas 
Controller and Processor provisions had the highest 
number of entries, followed by Cooperation and 
Consistency and Rights of the Data Subject. Other 
chapters such as Delegated Acts and Implementing 
Acts and General Provisions were not that well 
represented. This distribution reveals that there are 
high levels of operational governance, mechanisms 
of compliance and structures of enforcement in the 
dataset. 
The prevalence of the controller-processor-related 
content can be taken as a sign of the regulatory 
focus on accountability and organizational 
responsibility as the primary focus of both GDPR 
compliance and AI system governance. Table 1 
presents the descriptive characteristics of the 
dataset variables. 

 
Table 1: Descriptive Statistics of Dataset Variables 

Variable Mean SD Min Median Max 

Article Word Count 302.43 245.93 31 230 958 

Question Word Count 15.52 6.42 3 14 45 

Answer Word Count 38.69 29.98 1 31 317 

 
Textual Characteristics 
Textual features analysed quantitatively indicated 
that average length of the article content was about 
302 words with a significant variation between the 
entries. The average length of the questions 
accounted for about 15 words and the mean length 
of answers was about 39 words, which means that 
there was a concise formulation of the legal 
questions, and the explanatory answers were 
relatively detailed. 

The scope of answer sizes was greatly increased and 
some answers were over 300 words long which 
suggest that there was variability in the depth of 
interpretation at least based on the complexity of the 
legal provision. This variability allows the data set to 
be used in short form retrieval tasks as well as the 
more specific legal interpretation. Table 2 is the 
relations between textual variables. 

 
Table 2: Correlation Analysis 

Variables Article WC Question WC Answer WC 

Article Word Count 1.000 0.140 0.375 

Question Word Count 0.140 1.000 0.188 

Answer Word Count 0.375 0.188 1.000 

 
Thematic Concentration of Legal Provisions 
The data content of the datasets was thematized and 
several major regulatory areas identified. The 
biggest cluster was provisions regarding controller 
and processor obligations which focused on 
accountability, documentation of compliance and 
implementation of technical and organizational 
measures. Another significant area was the rights of 
data subjects because of the major presence of the 
rights of the person to data protection in the context 
of the GDPR. 

The representatives of the chapters about co-
operation, consistency and supervisory authorities 
also showed marked representation which implies 
the significance of institutional enforcement and 
regulatory co-ordination. Conversely, underlying 
principles and general provisions although they are 
represented were not as dense represented in the 
data set structure. The distribution of regulatory 
domains as it is represented in Table 3 is thematic. 
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Table 3: Thematic Weight Distribution Based on Chapter Grouping 

Regulatory Domain Category Chapters Included 
Total 

Entries 
Percentage (%) 

Governance and Accountability 
Controller & processor, cooperation, 

supervisory auth. 
456 45.83 

Data Subject Rights Rights of the data subject 120 12.06 

Enforcement and Legal Remedies Remedies, penalties 80 8.04 

Core Principles Principles, general provisions 120 12.06 

Data Transfer and Special Cases Transfers, specific processing situations 139 13.97 

Residual Regulatory Provisions Final, delegated acts 80 8.04 

 
Patterns in Question–Answer Mapping 
The dataset had a pattern constancy, with each 
article or segment of article in GDPR being linked to 
specific targeted questions on particular legal 
interpretations. The questions that were asked were 
mostly of definitional or scope nature, as they 
concerned the purpose, applicability and 
requirements of individual provisions. 
Direct, article based explanations of answers are 
usually summaries of most important legal 

obligations or rights. This format allowed easy 
facility between the text of the law and the 
interpretation product to give chambered extraction 
of regulation sense. The fact that several entries may 
exist on some articles including continuations, 
shows segmentation of complex provisions into 
granules which are easier to compose. Figure 1 
shows the correlation between the length of the 
questions and length of answers. 

 

 
Figure 1: Relationship between question length and answer length in the GDPR question–answer dataset, 

illustrating variability in interpretive depth across legal provisions 
 
Relevance to Artificial Intelligence Contexts 
The thematic analysis showed that there is a high 
level of applicability of some of the provisions of the 
GDPR to data processing using AI. The areas of high 
frequency such as controller obligations, data subject 
rights and data transfers between countries relate 

directly to problems in AI governance such as 
accountability, user control and global data flows. 
Other provisions in regards to automated decision-
making and profiling were not prevailing in 
numbers, but still present and directly applied to the 
AI systems. The provisions underscope regulatory 
protections including human control and legal right 
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to appeal automated decision-making that is 
essential in algorithmic settings. Distribution of 

regulatory areas related to AI situations is shown in 
figure 2. 

 

 
Figure 2: Distribution of GDPR regulatory domains relevant to artificial intelligence contexts, highlighting the 

prominence of governance, accountability, and data subject rights 
 
Structural Implications for AI Governance 
The data frame format shows that the GDPR 
regulation is extremely geared towards the 
regulation mechanisms as opposed to technological 
specificity. The high value of accountability, 
enforcement and institutional coordination implies 
that organizational obligations are used to exercise 
regulatory control instead of regulating system 
directly. 
This structural orientation is congruent with the 
requirement of an AI governance where the 
responsibility tends to be shared among several 
actors, such as data controllers, data processors and 
system developers. Nevertheless, the fact that there 
are not any AI-specific terms or provisions included 
in the data set, means that the application of GDPR 
to AI is not based on the planned regulatory 
implementation but on the interpretive expansion of 
it. 
 
Gaps and Deficiency in AI Situation 
The analysis of the collected data suggests that 
though, GDPR is extensive in its coverage of data 
protection principles and its governing mechanisms, 
it does not explicitly cover such important features 
of AI systems as continuous learning, model 
opacities, and aggregation of large-scale data. The 
lack of unambiguous references to algorithmic 
procedures implies the interpretive mapping of the 
available provisions on an AI environment. 

Moreover, as helpful as the categorization of articles 
into isolated entries with the goal of granular 
analysis, can break up the interpretation of 
complicated provisions when seen in isolation. This 
is one structural feature that must be carefully 
consolidated on the legal analysis process in order to 
ensure the doctrinal coherence. 
The results reveal that a comprehensive image of 
GDPR provisions exists based on the emphasis on 
accountability, data subjects' rights, and 
enforcement. The use of GDPR can be facilitated in 
research on legal analysis and data governance in AI 
based on its thematic distribution and textual 
features. However, there are no specific provisions 
on AI based on the need to apply GDPR through an 
interpretive approach. 
 
Discussion 
The fruits of such research show the complexity of 
the digital rights and the data privacy in the context 
of the artificial intelligence systems, especially when 
viewed in the context of the existing regulatory 
environment. The fact that the AI is becoming an 
issue in the context of the data privacy systems has 
led to an increased number of concerns with regard 
to the accountability and the transparency of the 
systems. It is a matter of importance to consider the 
legal provisions and the applicability thereof with a 
critical eye [17]. 
The data privacy has evolved from the perspective of 
the data privacy of an individual to an economic and 
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institutional concept, showing the importance of the 
data privacy in the context of the contemporary 
world [18]. This is especially true with regard to the 
AI systems, as the information of the individual 
becomes one of the key resources that is being 
utilized for the decision-making process. The 
increased dependence on the data sets also increases 
the risks that may not be possible to address with the 
help of the existing legal provisions [19]. 
Among the key issues observed at this paper, one of 
them is the association with the interpretation and 
application of the concept of right to explanation in 
the GDPR. Although this provision is considered as 
one of the basis of the accountability of algorithms, it 
has been argued that such a right is not explicitly 
protected by the regulation which brings an 
ambiguity to the practical use of it [18]. The technical 
acuity of numerous machine learning models is a 
further disadvantage which is greater because such 
models are black boxes, meaning they are hard to 
interpret [24]. Meaningful AI system transparency is 
therefore an important regulatory and technical 
challenge. 
The issue of accountability becomes another 
important issue in AI system governance. The ability 
to outsource the decision on algorithms is a key 
move towards achieving both the legal and the moral 
norms. Nonetheless, the decentralized nature of the 
AI creation, which implies the involvement of 
multiple players, such as providers of big data, 
system developers, and end-users, complicates the 
allocation of responsibility [20]. This level of 
complexity, therefore, requires the establishment of 
effective systems of accountability that go beyond 
being a creation of the law to include technical 
auditing and monitoring systems [21]. 
New studies have shown that it is crucial to establish 
end-to-end accountability systems, which consider 
the entire lifecycle of AI systems, including the data 
collection and training of AI models, as well as the 
deployment and review of AI systems, to ensure that 
there is a connection between the high-level 
principles and the implementation to ensure that AI 
systems operate in a manner that is consistent with 
regulatory norms and known expectations within a 
given society [22]. The success of these systems, 
however, depends on the availability of 
standardized auditing methodologies and 
evaluation tools. 
The question of equity in AI systems is also 
problematic, especially when it comes to 
sociotechnical systems in which there are processes 
that are both algorithmic and multifaceted social 
processes [23]. It is a relative concept, and when an 

effort to formalize it in technical systems is made, 
there are tendencies to simplify the assumptions, 
which might not be in line with the real world. This 
abstraction might have some undesirable effects, 
such as "reinforcing pre-existing layers of inequality 
or even creating bias of a different kind." 
As a solution to these problems, there are ethical 
guidelines that have been proposed, and the most 
important one is transparency, accountability, and 
fairness. The application of abstract principles, 
however, has also been criticized as having "no 
practical implications in terms of enforcement and as 
being unable to resolve conflicts between values." To 
illustrate, transparency as an objective may conflict 
with the need to keep proprietary data confidential 
or to keep systems secure to the extent that the need 
for context-specific approach to AI governance is 
essential [24]. 
The fact that the AI systems are designed to make 
high-stakes decisions also raises the need to consider 
the issues of fairness and accountability in creating 
the system. Research has suggested that the 
stakeholders need to have a set of design 
interventions to ensure that the algorithmic systems 
are in accordance with the values and the laws of the 
public sector [25]. This research supports the fact that 
there is a demand of interdisciplinary efforts 
between legal professionals, technologists and 
policymakers to create successful AI governance 
models. 
Generally speaking, as it has been discussed, the 
current data protection schemes are not able to cover 
all the problems that are raised by AI technologies. 
While the regulations, such as the GDPR, are good 
starting points in terms of the privacy and protection 
of the data, there is a need to extend the application 
of such regulations to artificial intelligence systems 
in terms of their interpretation and evolution. The 
lack of provisions regarding artificial intelligence is 
evidence of the need to evolve regulations, with the 
support of empirical studies and interaction. 
 
Conclusion 
The research indicates that digital rights and data 
privacy are being threatened in the wake of the 
spread of AI and data-driven technologies, which 
have been advancing at an intense rate. Based on the 
analysis of structures using the GDPR, it indicates 
that even though there are regulation frameworks 
that have been established to provide a solid 
foundation in the protection of personal data, it does 
not have all the requirements to deal with the 
intricacy provided by AI. The principles that have 
been core in transparency, accountability, and 
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fairness are still in the forefront but have been 
limited by the problem of algorithmic opaqueness, 
volume data processing, and the problem of 
distributed responsibility. Therefore, the results 
have indicated that the GDPR has been more focused 
on the mechanisms of governance rather than being 
technology-specific. This has led to gaps in the 
interpretation of the regulations in the context of 
their application in AI. Dilemmas in the context of 
AI, such as in the context of decision-making, 
explainability, and bias, are to be regulated in a more 

unified way. The ethical systems are solidary to the 
legal regulations, and in order to be effective, they 
are to be enforced and applied in context. Adaptive 
and interdisciplinary approaches are to be made in 
the context of legal, technical, and ethical insights in 
order to provide responsible AI governance. The 
regulation in the context of the future is to be made 
in a way to resolve the gap between the theoretical 
frameworks and reality, in a way that the innovation 
in the sphere of AI would not affect the basic right to 
privacy. 
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