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ABSTRACT

The accelerated digital transformation in higher education has fostered the adoption of cloud-based platforms
such as Moodle, Microsoft Teams, and Google Workspace. However, this migration has increased universities’
exposure to cyberattacks. Unlike previous studies that focus solely on technical aspects, this article integrates
technical, academic, and psychological dimensions into a unified analytical framework for digital resilience
in higher education. A mixed-methods design was employed, combining a systematic literature review (2020-
2024) with an empirical survey applied to 1,320 students and professors from Ecuadorian universities.
Descriptive statistics, correlation analysis, and k-means clustering, a core soft computing technique— were
used for the quantitative component, while qualitative content analysis was applied to participants’
narratives. Results revealed phishing (65%), malware (48%), and unauthorized access (32%) as the most
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frequent threats. Academically, 68% of students experienced interruptions, 45% lost data, and 32% reported
grade reductions. Psychologically, 72% reported stress, 54% anxiety, and 27.5% decreased participation in
online activities. These findings show that cyberattacks not only disrupt digital infrastructures but also
undermine pedagogical continuity and emotional well-being. The study proposes resilience-oriented
guidelines, including multi-factor authentication, advanced intrusion detection systems, institutional
cybersecurity policies, and psychological support protocols. This multidimensional approach demonstrates
how clustering and soft computing tools can enhance the understanding of vulnerability-resilience profiles,
offering a replicable model for global higher education. The study proposes resilience-oriented guidelines
including multi-factor authentication, advanced intrusion detection systems, institutional cybersecurity
policies, and psychological support protocols. This is the first study integrating technical, academic, and
psychological impacts of cyberattacks in higher education into a resilience-oriented framework supported by
soft computing techniques.

KEYWORDS: Cyberattacks, Cloud Computing in Education, Digital Resilience, Academic Impact,
Psychological Well-Being, Higher Education Security.
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1. INTRODUCTION

Digital transformation has driven higher
education institutions to migrate toward cloud
computing-based applications such as Google
Workspace, Microsoft Azure, or Moodle in
virtualized environments. These platforms enable
flexible management of academic and administrative
processes but have also increased the surface of
exposure to cyberattacks. Recent reports highlight
that the education sector is among the most
vulnerable to digital security incidents, particularly
in developing countries (ENISA, 2023; Antoninis et
al,, 2023).

In Ecuador and Latin America, cyberattacks
against cloud-based educational applications have
intensified, manifesting through theft of institutional
credentials, service interruptions, and denial-of-
service attacks. Universities are frequent targets of
phishing; an analysis of the content and trends of
these attacks revealed a growing predominance of
fraudulent emails simulating common academic
activities, such as job offers, using authority and
scarcity appeals (Morrow, 2024). This context poses a
significant challenge for universities that depend on
digital infrastructure to ensure pedagogical and
administrative continuity.

Cyberattack analysis in educational cloud
applications must go beyond the technical dimension.
It is also essential to consider the academic and
psychological consequences they generate for students
and faculty. Several studies report that disruptions of
digital services are associated with loss of motivation,
increased stress, and decreased institutional trust
(Manivel & Mridula, 2024; IBM Security, 2023). A
comprehensive understanding of this phenomenon is
key to designing resilient strategies.

Existing literature focuses mainly on the detection
and mitigation of cyberattacks from a technical
perspective. Applied Soft Computing has published
studies on artificial intelligence models to mitigate
intrusions; in this regard, recent research on deep
learning benchmarks for IDS in IoT environments
(Ahmad et al.,, 2022) offers a promising framework to

strengthen intrusion detection in educational
platforms, while Information and Software
Technology has addressed secure systems

engineering (Martinez-Monteagudo et al, 2019).
However, fewer studies integrate pedagogical and
psychological  dimensions. Journals such as
Computers & Education and Education and
Information Technologies emphasize the importance
of analyzing how digital security impacts teaching
and learning (Manivel & Mridula, 2024).

The aim of this article arises from the need to
understand the phenomenon from a
multidimensional perspective, where technical,
academic, and psychological aspects are jointly
analyzed. In the Ecuadorian context, where
investment gaps in educational cybersecurity are
notable, it is essential to provide an analytical
framework that highlights the real implications of
cyberattacks in higher education. The general
objective is to analyze the technical, academic, and
psychological impact of cyberattacks on educational
cloud computing applications to propose guidelines
that strengthen university digital resilience.

The study includes the identification of the main
types of cyberattacks in educational cloud
applications, the evaluation of their technical
consequences, the analysis of their academic impact
on pedagogical continuity, and the exploration of
their psychological effects on students and teachers.
Based on this comprehensive approach, preventive
and resilience strategies are proposed. The article is
structured as follows: Section 2 presents the
methodology; Section 3 reports the results of the
analysis; Section 4 discusses the findings in relation
to the state of the art; and finally, Section 5 presents
the conclusions and proposals for improvement.

2. METHODOLOGY

This study adopts a mixed research design (Yin,
2018), combining a systematic literature review with
an empirical analysis in higher education institutions.
The literature review was conducted in indexed
databases such as Scopus, Web of Science, and
ScienceDirect, covering the period 2020-2024.
Inclusion criteria considered articles related to
cyberattacks, cloud computing, and education,
prioritizing publications in Q1 and Q2 journals
according to the SClmago Journal Rank (SJR).
Documents without peer review and those that did
not provide empirical evidence or models applied to
the educational context were excluded. The literature
review was structured following the methodological
guidelines for systematic reviews in software
engineering proposed by Kitchenham and Charters
(2007), ensuring rigor in the identification and
selection of articles.

The search process followed a structured strategy
using Boolean operators and keywords such as
cyberattacks, cloud computing in education,
psychological impact, and academic resilience. The
final selection included 45 articles that served as the
basis for the state-of-the-art analysis and
comparative discussion.

In the empirical component, a structured survey
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was applied to students and faculty from Ecuadorian
universities that use cloud-based educational
platforms. The sample was determined intentionally,
reaching 1,320 participants, of whom 65% were
students and 35% of the faculty.

The questionnaire included variables on: (1)
frequency and type of cybersecurity incidents
experienced; (2) impact on access to platforms and
academic continuity; and (3) emotional effects
associated with the use of digital environments. The
instrument was validated through expert judgment in
cybersecurity and digital education. Reliability was
verified using Cronbach’s alpha coefficient (o« = 0.87),
indicating high internal consistency. Likert-type 5-point
scales (1 = never to 5 = always) were used to measure
incident frequency and perceived impact.

As a methodological limitation, it should be noted
that the sample was intentionally and non-
probabilistically selected, which restricts the
generalization of the results to the entire set of higher
education institutions in Ecuador. Likewise, the data
came from self-report questionnaires, which implies
the possibility of biases derived from subjective
perceptions or social desirability. Despite these
limitations, triangulation with scientific literature
and international reports strengthens the validity of
the findings.

Quantitative data were analyzed using
descriptive statistics and correlation analysis to
identify relationships between types of attacks and
their technical, academic, and psychological impacts.
Additionally, cluster analysis was applied to group
user profiles according to their level of vulnerability
and digital resilience. On the qualitative side, content
analysis was used to categorize perceptions and
experiences reported by respondents.

This methodological approach seeks to ensure the
validity of the results through the triangulation of
sources: scientific literature, empirical surveys, and
international reports on cybersecurity incidents. The
design ensures that the analysis is not limited to
technological  infrastructure  but incorporates
academic and psychological dimensions within the
framework of educational cloud computing.

The results of this study are projected across three
dimensions: technical, academic, and psychological.
In the technical dimension, the most frequent
cyberattacks in educational cloud applications are
expected to include phishing, ransomware, and
credential theft, with a direct impact on service
disruption and temporary data loss. It is expected
that at least 40% of participants experienced access
problems to platforms such as Moodle, Teams, or
Google Classroom during the last year, in line with

international reports (ENISA, 2023; IBM Security,
2023).

In the academic dimension, digital security
incidents are anticipated to have affected timely
assignment submissions, online assessments, and the
continuity of virtual classes. Previous studies suggest
that between 30% and 40% of students report
significant delays or interruptions due to failures in

digital platforms (Manivel & Mridula, 2024).
Likewise, a negative impact is expected on
institutional management and academic

accreditation processes, due to the loss of confidence
in the security of cloud-based educational systems.

In the psychological dimension, a significant
percentage of students and faculty are projected to
have experienced stress, anxiety, or demotivation as
a consequence of cyberattacks and digital failures. It
is estimated that around 45% of students and 30% of
faculty presented stress symptoms related to digital
insecurity, consistent with findings in international
literature (Zhang, Du & Liu, 2025; Martinez-
Monteagudo et al., 2019).

In summary, the findings are expected to confirm
that cyberattacks on educational cloud computing
applications generate a comprehensive impact that
transcends the technical domain and significantly
affects academic and psychological aspects. These
results will provide empirical evidence for the design
of institutional digital resilience strategies.

3. RESULTS

The results of this study reveal the technical,
academic, and psychological impact of cyberattacks
on educational cloud computing applications.

In the technical dimension, the study determined
that phishing was the most frequent attack with a 65%
incidence, followed by malware (48%), unauthorized
access (32%), social engineering (28%), and DDoS
attacks (12%). Likewise, 43% of students nationwide
failed to recognize fraudulent emails when they
presented an institutional-like visual identity,
increasing vulnerability to spoofing attacks. This
finding aligns with international reports (ENISA, 2023;
IBM Security, 2023). Although less frequent, watering
hole threats have also been reported, compromising
trusted websites to lure victims (Ismail et al.,, 2017).
Globally, Check Point Research (2024) reported that the
education sector registered an average of 3,086 weekly
cyberattacks per organization, with special emphasis on
Latin America. However, evaluating security in
educational environments remains a challenge due to
the difficulty of defining universal metrics and the
dynamic nature of threats (Pfleeger & Cunningham,
2010).
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Figure 1: Types of cyberattacks in HEISs.

In the academic dimension, results from regional
surveys revealed that 68% of students experienced
interruptions in their academic activities due to
cyberattacks, 45% lost data due to security breaches,
and 32% reported a decrease in grades after phishing
incidents  that Dblocked institutional access.
Furthermore, a significant negative correlation was
found between the frequency of cyberattacks and
students’ academic performance (GPA, on a 0-10
scale), r = -0.41, p < 0.01. This confirms that the
recurrence of digital incidents directly affects
academic performance.
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Figure 2: Academic impact of cyberattacks on
students.

In the psychological dimension, 72% of surveyed
students reported having experienced stress
associated with digital insecurity, while 54% showed
symptoms of anxiety, with a higher prevalence
among women. Likewise, 27.5% of students reduced
their participation in virtual activities due to mistrust

in platforms. In the case of faculty, the study showed
that 64% acknowledged having been affected by
cyberattacks, compromising teaching quality and
generating negative emotional effects.
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Figure 3: Psychological impact on students.

In summary, the findings establish that
cyberattacks on educational cloud computing
applications not only affect technological
infrastructure but also interrupt pedagogical
processes and generate considerable impact on the
emotional well-being of students and faculty. This
comprehensive approach reaffirms the need for
institutional policies on digital resilience.

Cluster Analysis

To identify differentiated profiles of vulnerability
and digital resilience, a cluster analysis (k-means
method) was applied to the variables reported in the
survey: frequency of cyberattacks experienced, level
of academic interruption, and perceived levels of
stress and anxiety. The optimal model was
established with three groups:

o Cluster 1 - High vulnerability (36% of the
sample): Students with high exposure to phishing
and malware, frequent academic interruptions,
and elevated levels of stress and anxiety.

o Cluster 2 — Intermediate resilience (42%): Users
who reported occasional incidents, with moderate
academic and emotional impact.

e Cluster 3 — High resilience (22%): Faculty and
students with low frequency of incidents and
strong command of preventive measures (use of
MFA, phishing recognition).

This analysis shows that digital resilience is not
homogeneous within the university population and
that a considerable group is in a high-vulnerability
condition, which should be prioritized in
institutional training and support programs.
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Table 1: Comparative Summary of Impacts by Dimension.
Dimension Study (Ecuador) Latin American Evidence Global Impact
. 65% phishing, 48% malware, 32% o . . 3,086 weekly attacks per institution
Technical unauthorized access 53% increase in attacks in 2024 (Check Point, 2024)
VR, - o — - - -
Academic 43% fail to detect fake emails 68% interruptions, 45% data loss, r =-0.41 negative correlation with
32% grade decreases GPA
Psvchological 64% faculty and 53% students 72% stress, 54% anxiety, 27.5% Impacts on student motivation and
sychologica affected distrust of platforms participation worldwide
securit best ractices. Meanwhile, the high-
4. DISCUSSION Y P 8

The results reflect the complexity of the impact of
cyberattacks on educational cloud computing
applications, confirming the need to address them
from a multidimensional perspective. From the
technical side, the high frequency of reported
incidents coincides with international studies that
highlight the education sector as a preferred target
for cybercriminals (ENISA, 2023). This suggests that
universities must strengthen their digital
infrastructure through risk management policies and
advanced monitoring systems. In this regard, formal
security analysis models, such as those proposed by
Bau and Mitchell (2011), allow for a structured
representation of the interactions among users,
attackers, and educational systems. Likewise,
research in the United States and Europe shows that
educational institutions have faced increasing
ransomware attacks, affected the availability of
sensitive data and compromised the security of their
operations (CISA, 2022; Ulven & Wangen, 2021).

The results show that cyberattacks on educational
cloud computing applications present a
multifactorial impact that should be interpreted
considering international studies. Technically, the
predominance of phishing (65%) and malware in the
context of HEIs aligns with the findings of ENISA
(2023), which identified phishing as the most
common attack vector in the European education
sector. Similarly, Check Point Research (2024)
reported a global average of 3,086 weekly attacks per
institution, confirming that the pattern observed in
Ecuador is part of a worldwide trend.

Cluster analysis identified three differentiated
profiles of digital resilience: high vulnerability (36%),
intermediate resilience (42%), and high resilience
(22%). This finding provides a more granular
perspective that complements general results. The
high-vulnerability group concentrated students
frequently exposed to phishing and malware,
suggesting the need for intensive institutional
training programs and immediate psychological
support. The intermediate-resilience cluster reflects
users with occasional incidents, who could benefit
from targeted interventions promoting digital

resilience cluster demonstrates the effectiveness of
preventive measures such as MFA use and early
detection of phishing attempts, which could serve as
a model for peer-to-peer training campaigns.

The use of k-means clustering, a core soft
computing technique, proved effective for profiling
digital resilience in HEIs. Future studies could
incorporate fuzzy clustering, neural-fuzzy hybrids,
or metaheuristic optimization to enhance predictive
resilience models. This confirms that soft computing
methods are not only relevant for intrusion detection
but also for understanding socio-technical
vulnerabilities in higher education.

When compared with international experiences,
the high-vulnerability profile identified among
Ecuadorian students partially coincides with studies
linking cybervictimization to emotional problems
such as anxiety and depression in university
populations (Jenaro, Flores & Frias, 2021). On the
other hand, the high-resilience cluster resembles
contexts in which measures such as multi-factor
authentication and institutional awareness programs
have helped reduce exposure to digital risks (Ulven
& Wangen, 2021). This comparison suggests that
although profiles may vary by context, the
segmentation of universities into groups with
different levels of vulnerability and resilience
appears to be a global phenomenon.

These typologies align with previous studies
indicating that digital wvulnerability is not
homogeneous across university communities (Lister,
Riva, Kukulska-Hulme, & Fox, 2022). Moreover, they
confirm that university cybersecurity programs
should be differentiated according to risk levels,
instead of implementing generic strategies for the
entire population. Optimization algorithms, such as
the backtracking search algorithm (Madasu et al,
2017), highlight the  utility of advanced
computational techniques for strengthening the
security of distributed systems. In this sense, the
cluster findings suggest that groups in high-
vulnerability conditions should be prioritized in
institutional digital resilience plans. Integrating
cybersecurity into the university curriculum is a key
step toward digital resilience, as noted by Ismail et al.
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(2024), who propose training activities oriented
toward curriculum design in this field.

Regarding academic impact, results show that
68% of students suffered interruptions in their
activities, while 45% lost academic data due to
security breaches. These figures are consistent with
Ferrhataj (2025), who highlights that digital
disruptions in LMS platforms affect pedagogical
continuity. Similarly, studies in Mexico and
Colombia have reported grade reductions in 32% of
cases due to cyberattacks blocking institutional
access (Ulven & Wangen, 2021). This scenario
demonstrates that academic performance is directly
conditioned by the robustness of university digital
infrastructure.

The predominance of phishing in Ecuadorian
universities is consistent with reports by ENISA
(2023) in Europe and Check Point Research (2024)
globally, confirming that the education sector is a
priority target for cybercriminals. Academically, the
evidence aligns with studies in Mexico and Colombia
(Ferrhataj, 2025), which report declines in teaching
quality associated with digital disruptions.
Regarding psychological impact, the high levels of
stress identified are consistent with findings from
Lister, Riva, Kukulska-Hulme, & Fox (2022), which
associate digital insecurity with anxiety and
decreased student motivation.

The evidence aligns with research in similar
contexts, where interruptions of digital platforms
have been shown to affect pedagogical continuity
and reduce efficiency in administrative processes
(Manivel & Mridula, 2024). This highlights the need
to include cybersecurity as a transversal axis in
university management and institutional
accreditation plans. Recent research in higher
education institutions reports that cyberattacks cause
significant losses in digital teaching quality,
exacerbating inequalities in access and use of
technology (Ulven & Wangen, 2021).

Concerning the psychological dimension, the
findings of this study —72% of students reported
stress and 54% anxiety— are consistent with recent
research in Latin America, which indicates that
exposure to cyberattacks creates a state of digital
insecurity and emotional deterioration (Flor-Unda,
2023). Similarly, Lister, Riva, Kukulska-Hulme, &
Fox (2022) reported that perceived vulnerability to
digital threats is associated with reduced motivation
and student participation. The 27.5% of students who
decreased their engagement in virtual activities
confirms that the effects of cyberattacks transcend
technical and academic domains, reaching emotional
well-being.

The projected levels of stress and anxiety among
students and faculty are consistent with previous
literature linking digital failures, online insecurity,
and adverse emotional effects (Zhang, Du & Liu,
2025). Studies in the United Kingdom have found
that perceived digital insecurity is closely related to
academic anxiety and reduced student motivation
(Lister, Riva, Kukulska-Hulme, & Fox, 2022).
Incorporating this perspective broadens the analysis
beyond technical aspects, positioning digital security
as an academic well-being factor.

In comparison with global studies, IBM Security
(2023) reported that the cost of a data breach in the
education sector includes not only financial losses
but also damage to institutional reputation and user
trust. In line with this, 64% of faculty in our study
acknowledged being affected by cyberattacks,
impacting both teaching quality and institutional
perceptions of security. These findings demonstrate
that digital resilience must encompass technical,
pedagogical, and psychological strategies.

In terms of contributions to the state of the art, this
article seeks to overcome the fragmentation of previous
research that typically focuses solely on technical or
pedagogical aspects. By integrating technical,
academic, and psychological elements into an analytical
framework, it offers a comprehensive vision that can
serve as a reference for the design of digital resilience
strategies in universities. Likewise, the results obtained
in the Ecuadorian context will enrich international
literature, providing data from a region where
empirical evidence on this topic remains scarce.

Finally, the discussion wunderscores the
importance of establishing institutional guidelines
that combine the implementation of advanced
technological solutions, the development of digital
competencies among students and faculty, and the
incorporation of psychological support protocols in
response to cybersecurity incidents. This holistic
vision will not only contribute to securing cloud
systems but also ensure the sustainability of
educational quality in digital environments. The
discussion reaffirms that cyberattacks in education
constitute a global problem with strong local
impacts. The evidence gathered in Ecuador connects
with studies in Latin America, Europe, and North
America, confirming the need for comprehensive
cybersecurity policies that incorporate technical
prevention, pedagogical continuity, and emotional
well-being programs.

5. CONCLUSIONS

This study confirms that cyberattacks on
educational cloud computing applications generate a
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comprehensive impact that transcends technical
dimensions and also affects the academic and
psychological domains of university communities.
The findings show that the most frequent attacks —
such as phishing, ransomware, and credential theft—
cause interruptions in critical services, delays in
teaching-learning processes, and increased levels of
stress and anxiety among students and faculty.

Based on these results, it is recommended that higher
education institutions implement a digital resilience
model that includes: (1).- The adoption of advanced
security technologies, including real-time monitoring
systems and multi-factor authentication. (2).-Continuous
training of faculty and students in digital skills and
cybersecurity. (3).- The incorporation of cybersecurity as
a cross-cutting component in academic and institutional
planning. (4).- The establishment of psychological
support protocols to mitigate the emotional impact
derived from cyberattacks.

These proposals contribute to strengthening
universities’ capacity to respond to and recover from
digital security incidents, ensuring not only the
protection of technological infrastructure but also
educational quality and the well-being of their
members. In this way, the study contributes to
building an integral resilience framework that can be
replicated in other regions with similar contexts.

From the results, the following digital resilience
recommendations are proposed:

a) Technical and organizational:

e Implement multi-factor authentication (MFA),
intrusion detection systems (IDS), and end-to-end
encryption.

Acknowledgments

e Establish incident
cybersecurity drills.

e Incorporate cybersecurity into accreditation and
institutional audit processes.

o Allocate a fixed budget for digital security.

response protocols and

b) Psychological and pedagogical:

e Develop cybersecurity training programs for
students and faculty.

e Foster psychological resilience through digital
counseling and emotional support programs.

e Promote a culture of digital trust that encourages
academic participation in virtual environments.
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