
 
www.sci-cult.com 

SCIENTIFIC CULTURE, Vol. 12, No. 1.1, (2026), pp. 4781-4794  
Open Access. Online & Print  

DOI: 10.5281/zenodo.121126334 
 

Copyright: © 2025. This is an open-access article distributed under the terms of the Creative Commons Attribution License. 
(https://cre-ativecommons.org/licenses/by/4.0/). 

HACKING THE HUMAN MIND: PRESENT AND FUTURE 
IMPLICATIONS OF INFLUENCING DESIRES AND 
BELIEFS THROUGH DATA CONNECTIVITY AND 

ARTIFICIAL INTELLIGENCE IN ADVERTISING  

Mohamed Ali Azmi1, Fatma Sayed Abdelaziz 1, Ibrahim Ali Azmi 1 

1 Assistant Professor - College of Media and Communication - Imam Mohammad Ibn Saud Islamic 
University (IMSIU). 

Received: 11/12/2024 Corresponding author: Mohamed Ali Azmi 
Accepted: 25/02/2025 (Email) 

ABSTRACT 
This paper shows present and future implications of influencing desires and beliefs through data connectivity 
and artificial intelligence in advertising, so this paper contends that AI has radically changed marketing by 
shifting from mass media strategies to individualized persuasion, using psychological data to create hyper-
personalized ads. No longer limited to automation, AI now drives creativity and strategy, transforming 
campaign management and modifying how individuals experience brands. Artificial intelligence (AI) and 
advanced data connectivity are transforming advertising from broad, persuasive approaches into targeted 
systems that deeply influence consumer wants and beliefs. The research problem is to investigate the effects of 
an AI-based advertising system on customer preference development and belief formation, while examining 
the moral and psychological effects of algorithmic marketing on customer independence and data protection. 
In contrast to traditional advertising, AI systems use vast, multi-source datasets to create individual consumer 
profiles that support exact prediction and the shaping of preferences. Emotional targeting and dynamic content 
optimization increase engagement and loyalty but generate ethical concerns about exploiting consumer 
vulnerabilities and autonomy. AI's perceived objectivity increases its influence, particularly when consumers 
have little prior knowledge. This study contends that while AI-powered advertising improves relevance and 
business outcomes, it also entails considerable risks to privacy, autonomy, and ethics, underscoring the need 
for transparency, ethical design, data protection, and regulation. 

KEYWORDS: Artificial Intelligence, Data Connectivity, Advertising, Psychological Influence, Buyer 
Behaviour. 
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1. INTRODUCTION 

This paper contends that AI has radically 
changed marketing by shifting from mass media 
strategies to individualized persuasion, using 
psychological data to create hyper-personalized 
ads. No longer limited to automation, AI now 
drives creativity and strategy, transforming 
campaign management and molding how 
individuals experience brands. 

A major transformation in marketing has been 
driven by the adoption of artificial intelligence 
and the use of large-scale data in advertising. 
Consequently, brands' approaches to molding 
human desires and beliefs have undergone radical 
change (Nogueira, Lopes, & Gomes, 2025). This 
technological change has given rise to significant 
shifts in consumption patterns, as recognized by 
contemporary scholars. AI systems now possess 
unprecedented capabilities to analyze broad 
datasets, observe patterns, and customize 
experiences for individual consumers at scale 
(Nogueira et al., 2025, p. 1). Through 
incorporating machine learning algorithms, big 
data analytics, and continuous digital 
connectivity, advertising systems can not only 
predict customer desires but also mold and, in 
some instances, pre-empt them (Davenport, Guha, 
Grewal, & Bressgott, 2020). 

AI-driven, data-connected advertising replaces 
traditional persuasion with advanced 
psychological influence that targets conscious and 
unconscious motivations. This paradigm shift 
raises urgent concerns about autonomy and ethics, 
as algorithmically engineered persuasion 
engineered for business outcomes increasingly 
mediates and controls consumer buying decisions. 

1.1. Research Problem 

The advertising industry has been transformed 
as artificial intelligence (AI) merges with extensive 
data networks. Advertising now operates as a 
system that collects and analyzes large volumes of 
behavioural, emotional, and situational 
information to develop detailed psychological 
profiles. Advertisers use these profiles to forecast 
customer choices and create new wishes with 
emotionally targeted, optimally timed content. 
While AI-powered personalization has boosted 
advertising effectiveness, engagement, and brand 
loyalty, it elicits concerns about the limits of 
persuasive influence. Advanced AI systems 

progressively use instant affective analysis and 
exploit mental biases, shifting persuasion from 
conscious influence to algorithmic control and 
possibly undermining consumer independence. 

The extensive deployment of surveillance 
systems creates major obstacles that prevent 
organizations from protecting privacy, preserving 
transparency, and preserving ethical standards. 
The way AI recommendation tools present 
information as impartial and credible makes their 
suggestions more effective at shaping people's 
thinking, especially when users lack prior 
experience or critical thinking skills. The 
implementation of AI-based advertising systems 
continues to rise, but researchers have not 
developed a comprehensive analytical model that 
explains how these systems shape purchaser 
preferences and beliefs while affecting personal 
freedom, moral principles, and government 
oversight. 

The research problem is to investigate the 
effects of an AI-based advertising system on 
customer preference development and belief 
formation, while examining the moral and 
psychological effects of algorithmic marketing on 
customer independence and data protection. 

1.2. Research Questions 

Based on the stated research problem, the study 
attempts to answer the following questions: 

The combination of artificial intelligence and 
big data analytics has brought about a complete 
revolution, with advertising operating through 
modern methods that differ from traditional 
marketing approaches. 

AI-driven advertising systems build detailed 
consumer psychological and behavioral profiles, 
and specific techniques are then applied. 

AI-based personalization systems generate new 
customer wants while strengthening existing 
preferences, rather than simply following what 
people already want. 

The combination of affective computing with 
instantaneous affective analysis technology helps 
advertisers create stronger, more persuasive 
messages through their advertising content. 

AI-powered recommendation platforms, along 
with chatbots and digital assistants, are important 
elements that determine how consumers view 
brand trustworthiness and their trust in brands. 

Algorithmic advertising systems exploit human 
mental biases to shape how people make 
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purchasing decisions. 
The combination of surveillance-based data 

with emotional manipulation through AI 
advertising systems raises multiple ethical issues 
that affect psychological health and the privacy of 
individuals. 

The shift from human persuasion to automated 
algorithms changes how people decide what to 
buy. 

2.  FIRST: AI’S ROLE IN 

INFLUENCING CUSTOMER DESIRES  

One of the main ideas concerning AI technology 
is that this technology can recognize behavioral 
patterns and personal preferences. From this, it 
can send tailor-made marketing messages and 
product suggestions. Using machine learning 
algorithms, firms can uncover consumers’ latent 
desires and even forecast trends, thus having the 
power to influence consumer needs long before 
consumers realize them. The process of 
anticipatory targeting creates stronger emotional 
connections between ads and the audience 
through tailoring messages to viewers' specific life 
goals and personal dreams. AI-powered virtual 
assistants and augmented reality try-ons are 
among the most popular methods for improving 
consumers' experience and increasing their 
interest in a product. The question of influencing 
human wants creates ethical issues regarding 
individual liberty and the risk of mental 
manipulation of the unconscious mind. To sum 
up, AI gives brands the possibility to be one step 
ahead in creating and fulfilling customer desires, 
which leads to higher demand and stronger brand 
loyalty. (Kumar et al., 2019) 

2.1. Manufactured Wants: When Smart 
Advertising Becomes an Architect of Human 
Desires  

One of the most prominent ways AI changes 
consumer wants is through employing highly 
personalized methods, resulting in advertising 
experiences designed to individual psychological 
profiles (Guerra-Tamez et al., 2024). Machine 
learning algorithms are fed data such as browsing 
history, purchase patterns, social media activity, 
and biometric data to create detailed models of 
customer choices and desires (Ameen et al., 2021). 
These anticipatory models give advertisers the 
power to anticipate emerging consumer needs and 
plant the seeds of products and services at the 

exact moment when consumers are highly 
vulnerable to influence. 

Studies show that AI-based personalization is a 
key factor in advertising success, as it not only 
matches promotional content to existing 
consumer wants but also, in a clever way, induces 
the formation of new desires by tactically 
introducing consumers to unfamiliar products 
and services. The merit of this method is that it can 
generate flawless, nearly organic desire patterns 
that consumers take for granted as their own 
rather than artificially created (Zhang & Hur, 
2025). 

2.2. The Evolution of Persuasion: Algorithmic 
Persuasion and Behavioral Prediction  

The history of advertising can be understood as 
a progressive story of targeting becoming 
increasingly refined. In the era of traditional 
media, persuasion was based on constructing a 
general mental image through repetition and 
broad dissemination, with limited ability to 
measure individual responses. With the 
emergence of the internet and then platforms such 
as Google and Facebook, persuasion shifted into 
an interactive environment driven by behavioral 
tracking and predictive analytics. Technologies 
such as Big Data and Machine Learning have 
enabled the creation of highly precise digital 
profiles of individuals, enabling the generation of 
tailored messages based on interests and temporal 
and spatial context. 

The shift from the one-to-many model of 
broadcast media to the one-to-one potential of 
internet platforms is more than a change in scale; 
it is a key shift in persuasive strategy. Initially, 
digital advertising relied on contextual and 
demographic data; however, the introduction of 
big data and machine learning has enabled Online 
Behavioral Targeting (OBT) to become the 
predominant technique. OBT comprises 
algorithms that "observe" consumers by tracking 
their online activities and, from these, deduce their 
preferences so they can be the recipients of the 
most suitable, individualized communications 
(Liu, 2021). The entire operation is a pipeline for 
data acquisition, processing, segmentation, and 
automated ad delivery, which keeps the elements 
of modern digital advertising together. 

Microtargeting has created a new advertising 
and political campaign approach which involves 
sending unique messages to specific small 
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audience groups. The new system creates moral 
challenges by impacting privacy rights and 
algorithmic equity, and by influencing the 
requirement for transparency, which, in turn, 
requires better governance systems that weigh 
performance and personal liberties. Persuasion 
now functions as a computational system that 
enables human-algorithm collaboration to shape 
beliefs and choices rather than functioning as 
traditional mass communication. (Almog Simchon 
et al., 2024) 

The efficiency of such a method has been 
demonstrated beyond any doubt. Several meta-
analyses have shown that personalized 
advertising is generally more convincing than 
generic advertising across attitudinal, intentional, 
and behavioral outcomes (Yeo et al., 2025). The 
main tool that makes this possible is the feeling 
that the advertisement is personally relevant; an 
ad that corresponds to a consumer's interests and 
needs cannot simply attract the consumer's 
attention or prompt a positive response (van 
Reijmersdal et al., 2022). Consequently, greater 
relevance contributes to positive consumer affect, 
which, in turn, fortifies brand engagement, 
making personalization an extremely strong tool 
in marketers' hands (Wang et al., 2023; De Keyzer 
et al., 2024). 

2.3. From Data to Domination: How AI 
Advertising Turns Human Behavior into a 
Marketplace  

The accuracy of AI in advertising is grounded 
in an elaborate data network that continuously 
gathers, processes, and analyzes consumer data 
across platforms and contexts.  

AI-driven advertising systems can now track 
human choices and behaviors, which then turn 
into commercial products through data analysis 
and exploitation. AI advertising systems 
accumulate vast amounts of digital footprints, 
converting individual choices and social 
interactions into predictive data. The data-driven 
system enables businesses to produce 
personalized content through continuous 
revisions that correspond with customer choices, 
and marketers use these updates to create targeted 
sales opportunities that strengthen brand loyalty 
(Tanu Dang, 2024). 

Global advertising systems are capable not only 
of following consumers' steps on the internet but 
also through mobile applications, physical stores 

that are using beacons and facial recognition, 
smart home gadgets, and also biometric sensors, 
thus making "data doubles" for the consumers—as 
the researchers call them—digital versions of 
people, which, in fact, can be studied and 
controlled without their understanding or 
approval (Kumar, Rajan, Venkatesan, & Lecinski, 
2019). 

The extent and refinement of such non-stop 
data gathering have never been seen before. 
Normal consumers encounter 4,000 to 10,000 
advertisements a day, of which they are the most 
recent and best judges. Each ad is based on the 
consumer's behavioral data and mental profiling, 
which have been extensively elaborated (Nair & 
Gupta, 2021). The ads nowadays are not just 
focused on age, sex, or race, or on the purchased 
products, but are instantaneously tailored by 
behavioral data, emotional state detection, and 
predictive algorithms that can foresee needs even 
before customers become aware of them. This 
leads to the creation, through the scholars' words, 
of a "behavioral surplus," leaving a consumer with 
additional psychological and behavioral data that 
has been taken from them beyond what is 
required for service delivery, and is deliberately 
put there to boost predictive accuracy and 
advertising effectiveness. 

The process "Human Commodity" would be 
analyzed by interlinking data via AI-driven 
advertising systems that draw on multiple data 
sources, including purchase records, social media 
data, location tracking, and wearable biometric 
information, to build precise, predictive personal 
models. The model generates a digital version of a 
person. 

2.4. Emotional Engineering in AI Advertising: 
Once Algorithms Read Feelings and Shape 
Desire  

By using affective computing technologies, 
sophisticated AI advertising systems can identify 
and react to the feelings of consumers in real-time, 
thereby enabling the on-the-fly adjustment of 
advertising content to the extent that the 
emotional impact is maximized. The said 
functions enable highly targeted communication 
tactics that, in turn, can increase user involvement 
and influence the behavior of, for example, social 
movements and marketing (Yan Wang et al., 
2022). The functions create lucid communication 
methods that boost user involvement and shape 
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their buying decisions. Affective computing 
technology enables AI systems for detecting and 
understanding human emotions, which results in 
emotionally intelligent machines that perform 
better (Ameen et al., 2021) 

One of the main ethical issues in AI advertising 
is the manipulation of buyer emotions, which can 
decrease consumers' autonomy and even their 
psychological well-being. The empirical evidence 
shows that AI agents can covertly exploit 
emotional vulnerabilities, bringing about changes 
in user decisions across both financial and 
emotional situations, and sometimes they are as 
effective as direct psychological methods (Sabour, 
S. et al., 2025). 

Research shows that emotionally evocative AI 
ads outperform neutral ones by 30-50% in 
engagement metrics, as they trigger joy, nostalgia, 
or a feeling of immediacy geared to individual 
psychographics. Technology enables companies 
to move from traditional mass advertising to 
emotional micro-targeting through AI-based 
prediction of emotional reactions, which drives 
unplanned buying but provokes ethical debates 
about emotional manipulation and privacy 
protection (Peter et al., 2025). Research shows that 
AI-generated affective narratives promote 
stronger consumer-brand connections, though 
perceptions of authenticity influence backlash 
risks when AI authorship is revealed. 

2.5. Desire by Design: How AI 
Personalization Engineers Attraction, 
Impulse, and Brand Loyalty  

One of the most common uses of artificial 
intelligence is to create a mechanism that can 
personalize advertising. The AI system goes 
beyond simply matching advertisements to 
consumer tastes. It increases the desire for 
products and brands by, for example, delivering 
ads that appear relevant and appealing to each 
individual, yet are generated automatically. These 
AI systems gather information on the user’s 
browsing habits, preferences, and prior 
interactions to create ads that not only get seen but 
also capture your interest as a consumer, as one 
user might think: “This message is especially for 
me.” Field investigations find that personalized 
advertisements are highly influential in changing 
consumers’ attitudes toward ads and increasing 
their intentions to purchase or click on the 
advertisement; moreover, they imply considerable 

potential to raise consumers’ overall involvement 
and engagement. (Syed Asad Ali, et al., 2025) 

On top of that, the AI personalization technique 
is capable of diminishing information overload 
effects while at the same time, it guarantees that 
only the most suitable and relevant pieces of 
information (in our case advertisements) are 
selected, which, by interacting with a deep pool of 
content and a demanding audience, results in an 
increase of display effectiveness from the users’ 
point of view (Li Mo et al., 2023). Besides that, the 
implementation of AI tools in mechanisms such as 
product recommendations, dynamic offers, 
personalized content, and predictive targeting can 
escalate consumer impulse buying behavior, as 
such marketing strategies invoke potent 
emotional and psychological bonds with the 
brand (Wang, L. et al., 2025).  

Consequently, the idea that brands know and 
understand consumer needs and wants is 
becoming stronger in consumers’ minds, which, in 
turn, leads to trust, loyalty, and support for the 
brand over time. The continuous advance in the 
personalization process (which is aided by data 
analysis, recommender systems, and AI-powered 
marketing) is a clear indication that AI is 
performing more than a simple task of ad delivery 
optimization; rather, it is an active agent that 
forms consumer motivation, desire, and brand-
product attraction in a dynamic, responsive 
marketing ecosystem. (Syed Asad Ali, et al., 2025) 

3. SECOND: AI'S ROLE IN INFLUENCING 

CONSUMER BELIEFS  

AI technology uses its data analytic capabilities 
to shape how people perceive things by studying 
their preferences, behaviors, and affective 
reactions. AI technology provides customized 
experiences by making personalized suggestions, 
showing targeted advertisements, and generating 
dynamic content, which helps build positive 
brand perception and customer trust. AI 
algorithms process social proof and reviews, and 
sentiment analysis to present popular or highly 
rated products, which shape consumer attitudes. 
Predictive systems generate future predictions, 
which direct human mental operations toward 
particular brand stories. AI systems present moral 
issues because they handle information in ways 
that remain hidden from users while 
manipulating human beliefs through automated 
processes. AI enables brands to match their 
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messages with customer beliefs, resulting in 
stronger brand loyalty and more effective buying 
decisions. (Davenport et al., 2020). 

3.1. The Science of Trust ware: Branding in the 
Age of Artificial Intelligence 

Multiple mechanisms mediate the relationship 
between Artificial Intelligence (AI) and brand 
trust. One of the most important ways AI helps 
shape consumers' beliefs about brands is by 
organizing the signs of reliability and genuineness 
systematically (Guerra-Tamez et al., 2024). AI-
driven innovations such as chatbots, virtual 
influencers, and recommendation tools build trust 
by supplying personalized, consistent, and high-
quality interaction experiences. 

AI systems are always on their toes to offer 
consumers the right, helpful suggestions; thus, 
consumers form positive beliefs about the brand's 
technological ability and dependability. A major 
element that increases trust is the credibility, 
authenticity, and expertise of AI agents, while 
major attributes like the appropriateness of the AI, 
the product, and the consumer, and the empathy 
response and human-like characteristics of the AI 
can also strongly influence trust (Chi, N., & Vu, N., 
2022). Also, honest and explicit communication 
about AI use and processes is one way to build 
trust, especially when companies openly explain 
their data-handling practices and ensure data 
privacy. (A. Trawnih et al., 2022) 

The fact that AI can offer information that is 
current, relevant, and of interest to the 
reader/customer leads to customer engagement 
and a disposition to make a purchase, particularly 
when AI is perceived as credible and human-like. 
GenAI brands’ perceptions of trustworthiness, 
honesty, and principle can be enhanced by 
demonstrating characteristics such as kindness, 
honesty, and dependability. In a similar manner, 
Patrizi et al. (2024) observed that when users see a 
brand as human-like and possessing moral 
virtues, they feel assured that the brand will not 
harm them. Consumers' brand trust can be 
substantially improved through exposure to AI, 
positive attitudes toward AI, and perceptions of 
AI as accurate. The use of AI-powered services can 
greatly increase trust, helping to build 
relationships that balance personalization, 
convenience, and buyer satisfaction, resulting in 
stronger emotional bonds and longer-lasting 
loyalty. (Ying Chen et al. (2022) 

3.2. The Data Mirage: Intelligence, Trust, and 
the Making of Digital Authority  

 AI systems demonstrate authority and 
expertise that change consumer views through the 
technology they showcase and the fact that the 
technology is data-driven (Abbass, 2019). The use 
of AI to rapidly sift through data, offer expert 
suggestions, and simply handle customer 
relations is a considerable way to raise a brand's 
authority and expertise. People usually believe AI 
when it is efficient, accurate, and the best recent 
source of knowledge, provided it delivers 
relevant, personalized, and trustworthy 
information (Davenport et al., 2020). Those AI 
systems that act as authoritative sources change 
consumer beliefs about product features, benefits, 
and appropriate usage scenarios (Figueroa-
Armijos et al., 2023).  

The authority effect becomes even more 
significant when AI devices both make 
recommendations and give explanations, thereby 
creating transparency that consolidates and 
renews trust and, therefore, influence. The 
perceived expertise of AI systems even extends to 
complex products, where consumers lack the 
necessary knowledge, leaving them very 
vulnerable to forming beliefs about them. In many 
instances, consumers perceive AI 
recommendations as more objective and credible 
than human-generated content; consequently, 
belief acceptance and attitude change are more 
pronounced (Sudarsan Jayasingh et al., 2025).  

It is now understood that trust is the crucial 
factor that makes customers more likely to see AI 
as authoritative and expert when they trust the 
technology and the brand behind it (Nisreen 
Ameen et al., 2020). The decision becomes firmer 
with high-quality, unambiguous, and sympathetic 
communication from AI agents; however, the 
absence of these features can work against the 
agent. Human-like characteristics 
(anthropomorphism) and the ability to empathize 
can narrow the gap between AI and human 
knowledge; thus, AI interactions can be 
considered on the same level of authority and 
credibility (Nguyen Thi Khanh Chi et al., 2022). 

3.3. Algorithmic Persuasion Under Scrutiny: 
Is AI Truly Exploiting the Human Mind in 
Advertising?  

AI-enabled advertising mechanisms, in theory, 
can pinpoint human mental biases and, in some 
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scenarios, profit from these biases. Those biases 
include confirmation bias, anchoring, social proof, 
and scarcity. The systems achieve this by 
scrutinizing voluminous consumer data and 
tailoring messages in real time (Bozdag et al., 
2025). By leveraging targeted content, 
recommendation algorithms, variable pricing, and 
socially integrated cues (e.g., reviews and 
popularity indicators), AI-powered platforms can 
shift consumers’ mindsets and purchasing 
behavior by exploiting well-known heuristics in 
human decision-making (Cialdini, 2009). Though 
the power of this influence is neither universal nor 
automatic. It rather relies on factors such as the 
system’s functioning, the degree of disclosure of 
the AI’s role, and the consumer’s consciousness 
and mental strength. 

This aspect can be clarified through a 
Conditional Algorithmic Persuasion Framework, 
which presents AI as a persuasive entity whose 
influence depends on three interacting 
dimensions: (1) algorithmic capability (e.g., 
personalization accuracy, contextual relevance, 
and data quality), (2) disclosure and disclosure 
(e.g., whether users are notified about AI use and 
data practices), and (3) user susceptibility and 
literacy (e.g., digital competence, skepticism, and 
self-efficacy) (Burtell & Woodside, 2023). The 
impact of AI-led persuasion is strongest when 
these parameters are at their extremes: AI 
operating without the user's knowledge and the 
user's low resistance to the system. On the other 
hand, when the operation of the systems is made 
clear to the users and they are aware of the 
situation, the degree of persuasion is low, and 
manipulation as a tactic is not very effective 
(Bozdag et al., 2025). 

Hence, it is not an academic position that AI is 
always exploiting mental biases in advertising. 
The papers reviewed here support a subtler 
position: that AI may leverage biases only under 
specific design and contextual conditions, 
whereas ethical system design, regulatory 
interventions, and user education could go a long 
way toward limiting such influence (Floridi et al., 
2018). 

3.4. From Personalization to Panopticon: 
How AI Advertising Turns Surveillance into 
Belief Control  

Introducing AI on a large scale into advertising 
has raised privacy and consumer surveillance 

issues to a new level. AI-driven marketing 
platforms usually collect, analyze, and use vast 
amounts of personal data to track users' online 
behavior, purchasing history, and even 
psychological preferences. In many instances, all 
this is done without the user's substantial 
awareness and informed consent. This asymmetry 
of knowledge makes the consumer's informational 
vulnerability even greater. In the end, morally 
right AI practices in marketing analytics not only 
safeguard consumer rights but also drive long-
lasting business success. Companies that invest in 
AI ethics would better connect with their 
customers, improve their corporate reputation, 
and be less exposed to regulatory scrutiny, 
thereby creating a sustainable, socially responsible 
circle of AI use. (Oluwafemi et al., 2021) 

Consumers are basically not informed 
regarding which of their personal data is being 
monetized and used to create tailor-made, 
persuasive messaging. Additionally, researchers 
have found that users are increasingly concerned 
about the misuse of their data, and their trust in 
AI-powered commercial platforms is declining 
rapidly (Adanyin, 2024). Therefore, the ethical 
problem is not only about illegal data use but 
additionally about structural opacity, unregulated 
behavioral tracking, and an absence of 
accountability mechanisms. 

Moreover, AI surveillance is affecting the 
consumers' cognitive domain of belief formation, 
which is their inner world, and not just their 
purchasing decisions. With the help of AI, 
recommendation engines, and adaptive 
advertising systems, highly personalized 
environments are being created in which 
consumers tend to feel that brands "understand" 
them. The relationship shifts from influence to 
dependence, as people rely on machine-generated 
judgments rather than their own reflective 
evaluation. Researchers warn that the lack of 
ethical safeguards could undermine individuals' 
psychological autonomy and make behavioral 
manipulation easier. (Radanliev & Santos, 2023) 

4. THIRD: HUMAN AGENCY VS. 
ALGORITHMIC CONTROL 

4.1. AI's Evolution in Advertising  

The embedding of artificial intelligence into 
advertising has evolved dramatically over the past 
decade, progressing from simple algorithmic 
suggestion engines to complex, multi-layered AI 
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ecosystems capable of generating creative content, 
predicting buyer behavior, and optimizing 
advertising campaigns in real-time (Dwivedi et al., 
2023). The merging of these technologies has 
established a dominant system that enables mass 
control of consumer tendencies and mental 
frameworks. Also, the evolution of AI systems has 
been driven by machine learning, natural 
language processing, and computer vision, 
enabling these systems to understand human 
communication with better accuracy than before. 
(S. Verma, et al., 2021) 

Modern AI advertising systems operate 
through multiple mechanisms that jointly 
influence consumer psychology.  

Presently, the advertising sector is leveraging 
three major AI technologies. These are predictive 
analytics, personalization engines, and generative 
AI systems that create customized content for 
specific market segments. However, the 
psychological processes underlying consumers' 
responses to AI remain largely unknown 
(Davenport et al., 2020). AI may not be able to 
fulfill all its promises due to the challenges it raises 
concerning data privacy, computational bias, and 
moral concerns. There are still questions about the 
impact of AI on consumer attitudes, trust, 
perceived control, and decision-making. 
Additionally, the ethical and emotional aspects of 
AI interactions, such as privacy worries and trust 
issues, must be further investigated. Closing this 
gap can deliver important insights into how to 
effectively use AI in advertising while creating a 
consumer-centric, ethical marketing ecosystem. 

There are several reasons that AI systems might 
be more capable of persuading people than 
dedicated humans. 

First, AI systems can generate many candidate 
responses and select the most persuasive one. This 
is the human equivalent of having a team of 
speechwriters, choosing whichever speech is most 
likely to influence an audience. 

AI systems don’t have reputational concerns the 
way that humans do. Some people are hard to talk 
to and wear down their conversation partner’s 
social stamina, leading the partner to make an 
early exit. AI systems have unlimited social 
stamina. They could be unusually good at 
speaking to antisocial individuals and have a 
comparatively greater influence on these 
individuals' interactions than a human would. 

Unlike people, AI systems are not subject to 
fatigue. Positions that require prolonged 
communication, such as police interrogations, 
may be better performed by AI systems. (Burtell & 
Woodside, 2023). 

4.2. Rise of Algorithmic Persuasion: How 
Algorithms Gain Persuasive Power Past 
Standard Methods  

AI-powered marketing systems of the present 
are capable in the domain of the digital marketing 
world- to analyze behavioral data sets that contain 
the information about the behavior of consumers 
(browsing history, purchases, preferences) and to 
create messages, recommendations, or even 
content addressed to every user of the base. Exact 
personalization, as such, makes the advertisement 
more psychologically attractive, thereby 
increasing the probability of message acceptance 
or engagement, without a doubt, compared with 
traditional general ads (Burtell & Woodside, 2023).  

Such AI systems parse large data sets of our past 
behaviors (purchases, clicks, and social media 
interactions) to discover patterns and hidden 
needs we have not yet expressed. This provides 
the basis for anticipatory marketing: products and 
services are advertised to us not because we 
explicitly searched for them, but because the 
algorithm has inferred that we will want them. 
This shifts the issue from satisfying existing needs 
to creating new ones, thus indirectly participating 
in the process of desire formation before we even 
realize it (Kumar et al., 2019). 

Therefore, AI algorithms achieved the opposite 
of what was expected of them by undermining 
human agency to the extent that they 
preemptively shaped customer desires through 
extremely customized recommendations and 
predictive analytics, leaving very little room for 
autonomous choice, which was limited to simple 
algorithmic nudges. Customers may think that 
when humans make decisions, they have more 
control over the situation; however, the algorithm 
exerts subtle control by manipulating desires via 
behavioral data, thereby creating a dependence on 
AI-curated options. 

4.3. Psychological Mechanisms of AI-
Powered Advertising Influence  

One of the most powerful features of AI-
powered advertising systems is their capacity to 
pinpoint and take advantage of human mental 
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biases with accuracy and at a scale that a human 
advertiser cannot even dream of. These systems 
employ machine learning methods to sift through 
consumer buying behavior datasets of immense 
size and complexity, thereby revealing mental 
biases that they can then autonomously exploit to 
systematically affect purchasing decisions. The 
scholars have recognized multiple key mental 
biases that AI advertising systems target most 
frequently (S. Md. Shakir Ali, 2024): 

- By means of algorithms that selectively expose 
information reaffirming already existing 
consumer beliefs and preferences and thus 
fortifying these patterns gradually over time, 
confirmation bias is exploited. The anchoring 
effect occurs when AI systems provide initial price 
or quality information, which serves as a 
psychological anchor for later decision-making, 
thereby systematically influencing buyer 
willingness to pay (Lopez-Lopez, E. et al., 2025). 
Social proof is strengthened by AI-driven review 
systems and social media integration, which not 
only selectively underscore positive peer feedback 
and purchase behavior but also engage users in 
the invisible promotion of products or services, 
thereby creating artificial bandwagon effects. 
Scarcity and haste biases are activated through 
dynamic pricing, availability algorithms, and 
other strategies that create a sense of scarcity and 

time pressure; thus, people, as victims of this 
manipulation, make impulsive purchasing 
decisions (Kumar et al., 2019). 

5. FOURTH: THE DYNAMICS OF HUMAN SELF-
CONFIDENCE IN THE AGE OF ARTIFICIAL 

INTELLIGENCE: IMPACT, DISRUPTION, AND HUMAN 

AGENCY STRATEGIES 

This part was written to explore the 
complicated relationship between human self-
confidence and Artificial Intelligence (AI). It talks 
about the "Circle of Confidence" model, which 
shows that psychological development depends 
on a loop of action and internalization. The paper 
discusses how AI-driven "Cognitive Offloading" 
and "Epistemic Deference" are threatening to 
break this cycle. Besides that, the model examines 
the existential consequences of AI control over 
decision-making and the alteration of objective 
reality. In the end, it offers a model of "Cognitive 
Resistance" methods for retaining human agency 
and self-efficacy in an increasingly automated 
world. 

The influence of AI on self-confidence is a 
highly debated topic that remains open to further 
research. We shall be aware of the possible effects 
of AI on our self-confidence and take suitable 
steps to ensure that AI is used in a way that 
benefits humanity's best interests.

 
Figure 1: Self-confidence and the possible effect of artificial intelligence (AI) 

Self-confidence and the possible effect of 
artificial intelligence (AI) on self-confidence can be 
looked at from various points of view: 
1. Self-confidence: Self-confidence is one of the 

major qualities that enable a person to be 

independent, and that the person deserves to 
have confidence in his or her own abilities. It 
is mainly affected by the individual’s 
experience and by contact with the 
environment. An individual's self-confidence 
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increases to the extent that they have 
overcome challenges and problems. 

2. Circle of Confidence: Circle of confidence 
refers to a closed chain that associates self-
confidence with the environment through 
interactions. When an individual is confident, 
he/she is more willing to accept challenges 
and to socialize with others. 

3. Artificial Intelligence (AI)impact: AI is a 
technology that allows machines to grasp and 
adjust to their environment. AI can influence 
one's self-confidence by providing 
information and suggestions that might affect 
the person's decisions. 

4. Possible Impact of AI: AI might affect self-
confidence in the following ways: 

5. Reinforcing self-confidence: AI can give 
individuals data and suggestions that can be a 
good backing to their self-confidence. 

6. Undermining self-confidence: AI can dispense 
uncertain and unknown information or 
correlations that may result in lowering an 
individual's self-confidence. 

7. Breaking the circle of confidence: AI can break 
the circle of confidence by giving an 
individual unexpected information or advice 
that may change their decisions and actions. 

8. Consequences: The possible influence of AI on 
self-confidence can cause an alteration of our 
present reality in a drastic way. It can: 

9. Cause instability in the present reality: AI can 
result in substantial turnovers in our present 
reality; it might even disrupt our reality. 

10. Alter data and outcomes: AI may alter data 
and outcomes, thus causing a change in 
desired goals. 

11. AI control: AI has the potential to take over the 
world, thereby changing our current reality. 

5.1. Introduction to the idea 

The impact that Artificial Intelligence (AI) may 
have on self-confidence is a complex socio-
psychological problem that warrants extensive 
intellectual debate. As AI systems are more 
involved in our daily decision-making, they are 
not only tools but human psychological partners. 
Although AI provides extraordinary assistance, it 
can also threaten the basic foundation of self-
reliance. Here, I argue for a careful, human-
centered approach to AI, indispensable to making 
sure that technology is developed in a way that 

strengthens rather than weakens human self-
confidence. 

5.2. Conceptual Framework: The Circle of 
Confidence 

You need to understand how technology affects 
society by first understanding how people 
develop their self-belief systems. 

5.2.1. Defining Self-Confidence 

People with self-confidence trust their own 
decisions and believe their natural talents will 
help them succeed. The concept exists as a living 
system that evolves through individual life 
encounters and social exchanges with the world. 
People gain greater confidence when they achieve 
their goals through their own determination. 

5.2.2. The Circle of Confidence Model 

The "Circle of Confidence" system runs through 
a closed-loop structure that generates feedback. 

The person establishes contact with their 
surroundings. 

The process leads to either a successful outcome 
or a failed result. 

The person who experiences success or failure 
believes their own actions caused the outcome, 
which makes them more confident in tackling 
upcoming barriers. 

5.3. The Impact of Artificial Intelligence 

The Circle of Confidence faces disruption from 
AI because it creates multiple psychological effects 
that interfere with its normal operation. 

5.3.1. Support vs. Erosion 

AI technology helps people make better 
decisions by enabling instant data analysis, which, 
in turn, supports better choices. 

AI systems generate unknown relationships 
through their "black box" operations, causing 
diminished trust in human insight. 

5.3.2. Cognitive Offloading and the Atrophy 
of Competence 

AI systems deliver immediate answers, which 
eliminate the natural process of working through 
problems during the problem-solving stage. The 
system helps employees become more productive, 
but it prevents them from learning their tasks in 
depth. The person will feel less able to succeed 
because they believe the machine produced their 
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achievements, which could lead to "Imposter 
Syndrome." 

5.3.3. Epistemic Deference (The Oracle Effect) 

People now prefer to follow algorithms rather 
than use their own judgment. People form a 
psychological bond with AI through the "Oracle 
Effect," leading them to doubt their own judgment 
when it conflicts with machine-generated 
information, consequently reducing their critical 
thinking. 

5.4. Consequential Risks: Reality and Control 

The implementation of AI systems across 
society is transforming our collective existence. 
The current world order is on the verge of a total 
breakdown because AI systems alter their data 
inputs, leading to misleading assessment 
conclusions that rob people of their basic human 
abilities and destroy their professional self-
assurance. The AI system predicts human needs, 
but it also makes automated decisions, leading 
people to lose their ability to make independent 
choices. The transition from being an "active 
agent" to becoming a "passive recipient" threatens 
to destroy the fundamental aspects that make 
humans feel dignified and self-assured. 

5.5. Proposed Mitigation Approaches: 
Reclaiming Agency 

To ensure AI benefits humanity's best interests, 
the following strategies for "Cognitive Resistance" 
are proposed: 

5.5.1. The "Pilot-in-Command" Protocol 

Individuals must maintain a "Human-in-the-
Loop" approach. AI should be treated as a co-pilot, 
not a captain. Every AI output must undergo a 
"Human Layer" of modification or validation to 
reinforce the psychological cue that the human 
remains the ultimate authority. 

5.5.2. The "White Box" Rule of Understanding 

To prevent dependency, users should adhere to 
a transparency principle: do not adopt an AI-
generated solution unless you can explain its 
underlying logic. This transforms blind trust into 
verified competence. 

5.5.3. Intentional Analog Friction 

To prevent cognitive atrophy, individuals 
should intentionally designate "AI-Free Zones" for 
core skills. Solving problems manually before 

seeking AI assistance provides the necessary 
evidence of self-reliance required to sustain the 
Circle of Confidence. 

5.5.4. Shifting Identity from Generator to 
Curator 

As AI masters the act of generation, human 
confidence must pivot toward curation and 
judgment. Confidence should be derived from the 
ability to apply ethics, taste, and contextual 
nuance—domains where human intelligence 
remains superior to algorithmic processing. 

6. RESULT AND CONCLUSION 

The findings of this research demonstrate that 
the use of artificial intelligence and big data 
analytics has radically changed advertising 
nowadays. It has evolved from a system of mass 
communication to a highly personalized, data-
driven psychological targeting mechanism. 
Unlike classic advertising methods, AI-based 
marketing relies on continuous data analysis to 
customize messages at the individual level. This 
way, it alters both the structure and the function 
of persuasive communication. 

The research revealed that AI-supported 
marketing tools develop intricate psychological 
and behavioral consumer segments by 
investigating a series of online activities, 
emotional reactions, and contextual content. With 
these consumer profiles at their disposal, 
marketers can not only identify consumer tastes 
but also drive desire through proposing products 
and messages at emotionally or cognitively 
vulnerable moments. Hence, personalization 
ceases to be preference prediction and becomes 
desire formation. 

Moreover, 
It was found that affective computing and 

instantaneous emotional evaluation, which 
continuously tailor messages to emotions such as 
nostalgia, fear, urgency, and pleasure, deeply 
increase the persuasive effect of advertising. This 
technique, which remains largely unnoticed by 
consumers, exploits human biases, including 
confirmation bias, anchoring, social proof, and 
scarcity. Consequently, persuasion departs from 
rational thinking and turns into algorithmic 
manipulation. 

In addition, it is evidenced by the investigation 
that AI-enabled product suggestion, chatbots, and 
virtual help constitute a central means of creating 
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consumer perception that is belief in a brand by 
way of developing brand credibility and digital 
authority. In fact, consumers tend to trust AI-
based intermediaries more than human ones. 

Nonetheless, 
The broad integration of various data sources 

heightens the seriousness of ethical and 
psychological problems. Nonstop data gathering 
deprives consumers of their privacy and 
autonomy while simultaneously exposing them to 
greater manipulation. This is particularly true at a 
time when algorithmic models are constantly 
upgraded, so that human decisions, which are still 
unconscious, are already influenced by those 
models, whereas the possibilities for independent 
judgment are reduced. 

Essentially, the authors point out that AI-
enhanced advertising is gradually becoming a 
double-edged sword: on the one hand, it increases 
efficiency and consumer interaction, and on the 
other hand, it poses a real threat to consumer 
autonomy. To curb microtargeting, emotional 
manipulation, and the extension of algorithmic 
behavioral control, these outcomes call for 
mechanisms such as openness in data use, 
protection of personal information, ethical system 
design, and regulatory systems. 

 

AUTHOR CONTRIBUTIONS:  

Conceptualization, M.A.A. and I.A.A.; 
methodology, M.A.A.; software, I.A.A.; 
validation, M.A.A. and F.S.A.; formal analysis, 
M.A.A. and I.A.A.; investigation, M.A.A. and 
F.S.A.; resources, I.A.A.; data curation, F.S.A.; 
writing—original draft preparation, M.A.A.; 
writing—review and editing, M.A.A., I.A.A. and 
F.S.A.; visualization, I.A.A.; supervision, M.A.A.; 
project administration, M.A.A.; funding 
acquisition, M.A.A. All authors have read and 
agreed to the published version of the manuscript. 
 
ACKNOWLEDGEMENTS 

The authors would like to express their sincere 
gratitude to the Deanship of Scientific Research at 
Imam Mohammad Ibn Saud Islamic University 

(IMSIU) for its continuous support and for 
providing the necessary resources to conduct this 
study. Special thanks are also extended to the 
university administration for fostering a 
productive research environment. Additionally, 
the authors are grateful to the anonymous 
reviewers for their valuable time, insightful 
comments, and constructive feedback, which 
significantly enhanced the quality of this 
manuscript. 

 

REFERENCES 

Abbass, H. A. (2019). Social integration of synthetic intelligence: functions, automation allocation logic, and 
human-autonomy trust. Cognitive Computing, 11, 159-171. https://doi.org/10.1007/s12559-018-
9619-0 

Adanyin, A. (2024). Ethical AI in retail: Consumer privacy and fairness. arXiv. 
https://arxiv.org/abs/2410.15369 

Ali, S. M. S. (2025). Cognitive Biases in Digital Decision Making: How Consumers Navigate Information 
Overload. ACR Journal. https://acr-journal.com/article/cognitive-biases-in-digital-decision-
making-how-consumers-navigate-information-overload-consumer 

Almog Simchon, Matthew Edwards & Stephan Lewandowsky (2024). The persuasive effects of political 
microtargeting in the age of generative artificial intelligence. PNAS Nexus, 2024, 3, 1–5. 
https://doi.org/10.1093/pnasnexus/pgae035 

Ameen, N., Hosany, S., & Taheri, B. (2023). Generation Z's psychology and new-age technologies: 
Implications for future research. Psychology & Marketing, 40, 2029-2040. 
https://doi.org/10.1002/mar.21868 

Ameen, N., Tarhini, A., Reppel, A., & Anand, A. (2020). Customer experiences in the age of artificial 
intelligence. Computers in Human Behavior, 114, 106548 - 106548. 
https://doi.org/10.1016/j.chb.2020.106548. 

Ameen, N., Tarhini, A., Reppel, A., & Anand, A. (2021). Customer experiences in the age of artificial 
intelligence.Computers in Human Behavior, 114, 106548. 

Belanche, D., Belk, R. W., Casaló, L. V., & Flavián, C. (2024). The dark side of artificial intelligence in 
services. Service Industries Journal, 44(3-4), 149-172. 

https://arxiv.org/abs/2410.15369?utm_source=chatgpt.com
https://acr-journal.com/article/cognitive-biases-in-digital-decision-making-how-consumers-navigate-information-overload-consumer
https://acr-journal.com/article/cognitive-biases-in-digital-decision-making-how-consumers-navigate-information-overload-consumer
https://doi.org/10.1002/mar.21868


4793 HACKING THE HUMAN MIND 

SCIENTIFIC CULTURE, Vol. 12, No 1.1, (2026), pp. 4781-4794 

https://doi.org/10.1080/02642069.2024.2305451 
Bozdag, E., Smith, J., Kleinberg, J., & Riedl, M. (2025). A systematic survey of computational persuasion. 

arXiv. https://arxiv.org/abs/2505.07775 
Burtell, M., & Woodside, F. (2023). Artificial influence: An analysis of AI-driven persuasion. arXiv. 

https://arxiv.org/abs/2303.08721 
Chen, Y., Prentice, C., Weaven, S., & Hisao, A. (2022). The influence of customer trust and artificial 

intelligence on customer engagement and loyalty—the case of the home-sharing industry. 
Frontiers in Psychology, 13. https://doi.org/10.3389/fpsyg.2022.912339. 

Chi, N., & Vu, N. (2022). Investigating the customer trust in artificial intelligence: The role of 
anthropomorphism, empathy response, and interaction. CAAI Trans. Intell. Technol., 8, 260-273. 
https://doi.org/10.1049/cit2.12133. 

Cialdini, R. B. (2009). Influence: Science and practice (5th ed.). Pearson Education. 
Davenport, T., Guha, A., Grewal, D., & Bressgott, T. (2020). How artificial intelligence will change the future 

of marketing. Journal of the Academy of Marketing Science, 48(1), 24-42. 
https://doi.org/10.1007/s11747-019-00696-0 

Davenport, T., Guha, A., Grewal, D., & Bressgott, T. (2020). How artificial intelligence will change the future 
of marketing. Journal of the Academy of Marketing Science, 48(1), 24–42. 
https://doi.org/10.1007/s11747-019-00696-0 

De Keyzer, F., Dens, N., & De Pelsmacker, P. (2024). The role of well‐being in consumers' responses to 
personalized advertising on social media.Psychology & Marketing, 41(5), 1125-
1140.https://doi.org/10.1002/mar.21977 

Figueroa-Armijos, M., Clark, B. B., & da Motta Veiga, S. P. (2023). Ethical perceptions of AI in hiring and 
organizational trust: The role of performance expectancy and social influence. Journal of Business 
Ethics, 169(4), 1-19.https://doi.org/10.1007/s10551-022-05166-2 

Floridi, L., Cowls, J., Beltrametti, M., Chatila, R., Chazerand, P., ... & Vayena, E. (2018). AI4People—An 
ethical framework for a good AI society. Minds and Machines, 28(4), 689–
707.https://doi.org/10.1007/s11023-018-9482-5 

Guerra-Tamez, C. R., Kraul Flores, K., Serna-Mendiburu, G. M., Chavelas Robles, D., & Ibarra Cortés, J. 
(2024). Decoding Gen Z: AI's influence on brand trust and purchasing behavior. Frontiers in 
Artificial Intelligence, 7, 1323512. https://doi.org/10.3389/frai.2024.1323512 

Guerra-Tamez, C. R., Kraul Flores, K., Serna-Mendiburu, G. M., Chavelas Robles, D., & Ibarra Cortés, J. 
(2024). Decoding Gen Z: AI's influence on brand trust and purchasing behavior. Frontiers in 
Artificial Intelligence, 7, 1323512.https://doi.org/10.3389/frai.2024.1323512 

Jayasingh, S., Sivakumar, A., & Vanathaiyan, A. (2025). Artificial Intelligence Influencers’ Credibility Effect 
on Consumer Engagement and Purchase Intention. Journal of Theoretical and Applied Electronic 
Commerce Research.https://doi.org/10.3390/jtaer20010017. 

Kumar, V., Rajan, B., Venkatesan, R., & Lecinski, J. (2019). Understanding the role of artificial intelligence 
in personalized engagement marketing. California Management Review, 61(4), 135-155. 
https://doi.org/10.1177/0008125619859317 

López-López, E., et al. (2025). Generative artificial intelligence–mediated confirmation bias in online 
information search and decision-making.Journal of the Association for Information Science and 
Technology. https://pmc.ncbi.nlm.nih.gov/articles/PMC12412720/ 

M. Patrizi, M. Šerić, M. Vernuccio. (2024). Hey Google, I trust you! The consequences of brand 
anthropomorphism in voice-based artificial intelligence contexts. Journal of Retailing and 
Consumer Services, 77 (2024), Article 103659, 10.1016/j.jretconser.2023.103659 

Mo, L., Zhang, X., Lin, Y., Yuan, Z., & Peng, Z. (2023). Consumers’ Attitudes towards Online Advertising: 
A Model of Personalization, Informativeness, Privacy Concern and Flow Experience. 
Sustainability, 15(5), 4090.https://doi.org/10.3390/su15054090 

Nair, K., & Gupta, R. (2021). Application of AI technology in modern digital marketing environment. World 
Journal of Entrepreneurship, Management and Sustainable Development, 17(3), 318-328. 
https://doi.org/10.1108/WJEMSD-08-2020-0099 

Nogueira, E., Lopes, J. M., & Gomes, S. (2025). The new era of artificial intelligence in consumption: 

https://doi.org/10.1080/02642069.2024.2305451
https://doi.org/10.1007/s11747-019-00696-0
https://doi.org/10.1007/s11747-019-00696-0
https://onlinelibrary.wiley.com/doi/10.1002/mar.21977
https://doi.org/10.1007/s10551-022-05166-2
https://doi.org/10.1007/s11023-018-9482-5
https://doi.org/10.3389/frai.2024.1323512
https://doi.org/10.3389/frai.2024.1323512
https://doi.org/10.3390/jtaer20010017
https://doi.org/10.1177/0008125619859317
https://pmc.ncbi.nlm.nih.gov/articles/PMC12412720/
https://doi.org/10.3390/su15054090
https://doi.org/10.1108/WJEMSD-08-2020-0099


4794 Azmi et al. 

SCIENTIFIC CULTURE, Vol. 12, No 1.1, (2026), pp. 4781-4794 

Theoretical framing, review, and research agenda. Management Review Quarterly. 
https://doi.org/10.1007/s11301-025-00531-7 

Oluwafemi, I. O., Clement, T., Adanigbo, O. S., Gbenle, T. P., & Adekunle, B. I. (2021). A review of ethical 
considerations in AI-driven marketing analytics: Privacy, transparency, and consumer 
trust.International Journal of Multidisciplinary Research and Growth Evaluation, 2(2), 428-
435.https://doi.org/10.54660/.IJMRGE.2021.2.2.428-435 

Peter, R., et al. (2025). Gen AI – Gen Z: Understanding Gen Z's Emotional Responses to Generative AI in 
Advertising. Frontiers in Communication, 10. 
https://www.frontiersin.org/journals/communication/articles/10.3389/fcomm.2025.15545 

Rastogi, Zhang, Wei, Varshney, Dhurandhar & Tomsett (2020). Deciding fast and slow: The role of 
cognitive biases in AI-assisted decision-making. CSCW 2021, Conference paper. 03 Nov 2021 

S. Verma, R. Sharma, S. Deb et al. (2021). Artificial intelligence in marketing: Systematic review and future 
research direction, International Journal of Information Management Data Insights, 
https://doi.org/10.1016/j.jjimei.2020.100002 

Sabour, S., Liu, J., Liu, S., Yao, C., Cui, S., Zhang, X., Zhang, W., Cao, Y., Bhat, A., Guan, J., Wu, W., Mihalcea, 
R., Althoff, T., Lee, T., & Huang, M. (2025). Human Decision-making is Susceptible to AI-driven 
Manipulation. ArXiv, abs/2502.07663. https://doi.org/10.48550/arxiv.2502.07663. 

Syed Asad Ali, Sadia Aziz, and Saira Yasin (2025). THE IMPACT OF AI-ASSISTED PERSONALIZED 
DIGITAL ADVERTISING ON CONSUMER BEHAVIOR AND RETENTION: MODERATED BY 
ETHICAL CONCERNS. (2025). Center for Management Science Research, 3(6), 225-238. 
https://cmsrjournal.com/index.php/Journal/article/view/473 

Tanu Dang (2024). AI-Driven Advertising and Consumer Purchase Behaviour: A Systematic Literature 
Review Based on the Theory of Planned Behavior. Frontiers in Health Informatics, 13 (7) 414-422 

Trawnih, A., Al-Masaeed, S., Alsoud, M., & Alkufahy, A. (2022). Understanding artificial intelligence 
experience: A customer perspective. International Journal of Data and Network Science. 
https://doi.org/10.5267/j.ijdns.2022.5.004. 

van Reijmersdal, E. A., Lammers, N., Rozendaal, E., & Buijzen, M. (2022). Effects of online behaviorally 
targeted native advertising on children’s brand responses. Computers in Human Behavior, 127, 
107068.https://doi.org/10.1016/j.chb.2021.107068 

Wang, L., Jing, Z, Li, H, Li, C, & Su, Y. (2025). The Influence of AI-Driven Personalization in Social Media 
Marketing on Consumer Purchase Decisions and Behavior. International Journal of Accounting 
and Economics Studies, 12(5), 438-444.https://doi.org/10.14419/dcggbj32  

Wang, Y., Song, W., Tao, W., Liotta, A., Yang, D., Li, X., Gao, S., Sun, Y., Ge, W., Zhang, W., & Zhang, W. 
(2022). A Systematic Review on Affective Computing: Emotion Models, Databases, and Recent 
Advances. ArXiv, abs/2203.06935. https://doi.org/10.48550/arxiv.2203.06935. 

Wang, Z., Ou, Y., & Kim, H. (2023). Does personalized advertising have their best interests at heart? The 
impact of ad-induced attribution on consumer-brand relationship.Journal of Business Research, 
168, 114220.https://doi.org/10.1016/j.jbusres.2023.114220 

Yeo, T. E. D., Tan, K. L., & Lim, S. W. (2025). How persuasive is personalized advertising? A meta-analytic 
review of experimental evidence of the effects of personalization on ad effectiveness.Journal of 
Advertising, 54(1).https://doi.org/10.1080/00218499.2025.2467763 

Zhang, L. (2025). The impact of generative AI images on consumer attitudes toward advertising.Journal of 
Consumer Psychology, 35(10), 395.https://www.mdpi.com/2076-3387/15/10/395 

Zhang, Y., & Gosline, R. (2023). Algorithmic appreciation or algorithmic aversion? Consumer responses to 
AI-generated marketing content. Journal of Marketing Research, 60(4), 567-584. 
https://doi.org/10.1177/0022243723116789 

Zuboff, S. (2019). The age of surveillance capitalism: The fight for a human future at the new frontier of 
power. New York, NY: PublicAffairs. 

 

https://doi.org/10.1007/s11301-025-00531-7
https://www.allmultidisciplinaryjournal.com/uploads/archives/20250624190935_MGE-2025-3-373.1.pdf
https://www.frontiersin.org/journals/communication/articles/10.3389/fcomm.2025.15545
https://doi.org/10.48550/arxiv.2502.07663
https://cmsrjournal.com/index.php/Journal/article/view/473
https://www.sciencedirect.com/science/article/pii/S2451958822000550
https://www.sciencedirect.com/science/article/pii/S0148296323004289
https://www.tandfonline.com/doi/full/10.1080/00218499.2025.2467763
https://www.mdpi.com/2076-3387/15/10/395
https://doi.org/10.1177/0022243723116789

