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ABSTRACT

The rapid growth of global internet users, surpassing 6 billion in 2025, alongside advancements in mobile and
Wi-Fi connectivity, has underscored the need for innovative wireless communication technologies.This study
investigates how Li-Fi and Wi-Fi can be combined in a hybrid network architecture, utilizing Wi-Fi's extensive
infrastructure and Li-Fi's built-in security and high-speed capabilities.The proposed HCK algorithm enhances
this hybrid system by implementing robust security measures, including RSA, AES, and ChaCha20 encryption,
alongside authentication and non-repudiation protocols. Simulation results demonstrate the HCK algorithm's
superior performance, achieving a throughput of 988.56, speed of 1468.68, bandwidth of 398.46, and a low
packet drop rate of 0.018%, significantly outperforming existing algorithms. The hybrid network ensures
scalability, energy efficiency, and security, addressing critical gaps in current systems, particularly for loT
applications. By combining Li-Fi's secure, interference-free transmission with Wi-Fi's mobility, this framework
offers a scalable and reliable solution for modern connectivity demands.
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1. INTRODUCTION

Recent data reveals a more connected world than
previously anticipated. The Cisco Visual Networking
Index (CVNI) forecast of 5.3 billion internet users by
2023 has been surpassed. As of early 2024, there are
5.35 billion internet users, representing over 66% of
the global population.By late 2025, the world had
over 6 billion internet users, representing roughly
74% of the global population, Looking ahead,It is
anticipated that the number of internet users will
continue its upward trend, reaching an estimated 5.52
billion in 2024. This indicates a slightly faster growth
trajectory than the 6% Compound Annual Growth
Rate (CAGR) projected from 2018. [1]

The proliferation of mobile subscribers has also
kept pace with predictions. According to the
projection, by 2023, 71% of people on the planet
would have mobile phone service. 69% of the world's
population, or 5.6 billion people, had a mobile service
subscription by the end of 2023. According to
Ericsson's projections, there will be 8.51 billion
mobile subscriptions globally in 2023, and by 2024,
that number is predicted to rise to 8.66 billion. [2]

The growth of public Wi-Fi hotspots has been a key
factor in expanding internet accessibility. While the
initial forecast predicted a fourfold surge to nearly
628 million hotspots by 2023, the actual numbers
show a varied landscape. In 2022, the global count of
public Wi-Fi hotspots reached 549 million, a
significant increase from 169 million in 2018. Market
analysis indicates continued growth in the public Wi-
Fi market, fueled by the growth of smart cities and
the rising need for connectivity. [3]

Mobile network speeds have seen remarkable
improvements, exceeding the projections for 2023.
43.9 Mbps is the anticipated average mobile network
connection speed has been left behind. In 2023,
mobile network speeds saw a significant leap, with
the average overall download speed in some regions
showing substantial increases. For instance, in the
Asia  Pacific (APAC) region, the average
improvement was 5.2 Mbps, with countries like India
seeing their average speeds more than triple due to
rapid 5G rollout. By the end of 2023, South Korea's
average download speed was a notable 140.2 Mbps.
Data from early 2024 shows that the global median
mobile download speed has continued to climb. In
the US, for example, one major carrier's users saw
average download speeds of 113.1Mbps in early 2024.

In a similar vein, Wi-Fi speeds have increased
dramatically. The estimate for the typical Wi-Fi network
connection speed to exceed 91.6 Mbps by 2023 appears
to be on track, with some regions even surpassing this.
The Asia Pacific region was correctly identified as a

leader, with South Korea enjoying particularly high
average mobile download speeds. For fixed broadband,
which includes Wi-Fi, global median download speeds
have also seen a dramatic rise. [4]

1.1. A Background Study on Li-Fi and Wi-Fi

Two technologies in the constantly growing field
of wireless communication are Wi-Fi and Li-Fi, offer
distinct approaches to data transmission. While Wi-
Fi has become a ubiquitous standard, Li-Fi presents a
compelling alternative, leveraging light to transmit
information. This background study explores the
fundamental principles, comparative advantages and
disadvantages, and future trajectories of both
technologies. [5]

Wi-Fi: The Established Standard of Radio-Based
Connectivity

The wireless networking technology known as Wi-
Fi, or Wireless Fidelity, uses radio waves to make it
easier for devices to share data. Wi-Fi allows gadgets
like smartphones, computers, and smart home
appliances to connect to the internet and to one
another via a wireless router or access point.2.4 GHz
and 5 GHz are its main operating frequency ranges.
Since its inception, the technology has come a long
way, and new standards offer increased capacity,
faster speeds, and improved efficiency. More recent
models, like Wi-Fi 6 (802.11ax) and the soon-to-be
released Wi-Fi 7 (802.11be), are designed to survive
congested areas and bandwidth-demanding
applications. [6]

1.2. Key Characteristics of Wi-Fi:

Mobility and Coverage: Wi-Fi's main benefit is its
broad coverage, as radio waves can pass through
barriers like walls. This makes it possible to move
more freely within a specified area.

Established Infrastructure: Wi-Fi is currently a
convenient and affordable alternative for the majority
of consumers because of its extensive and easily
accessible infrastructure, which has been the
consequence of its global proliferation.

Device Compatibility: Smooth interoperability is
ensured by a large network of devices with Wi-Fi
capabilities.

Security: Protocols like WPA3 (Wi-Fi Protected
Access 3) have improved Wi-Fi security by providing
stronger defense against unwanted access.

1.3. Limitations of Wi-Fi:

Spectrum Congestion:Since the radio frequency
spectrum is a limited resource, performance may be
impacted by congestion and interference brought on
by the growing number of Wi-Fi devices.
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Security Vulnerabilities: Despite advancements,
Wi-Fi networks remain susceptible to hacking,
especially if not properly secured. The broadcast
nature of radio waves means signals can be
intercepted outside of the intended physical area.

Interference: Interference from other electronic
devices using the same radio bands can reduce
performance. [7]

1.4. Li-Fi: Using Light to Transmit Data at
High Speed

A wireless communication technique called Li-Fi,
or Light Fidelity, uses the visible light spectrum in
addition to infrared and ultraviolet radiation to send
data. LED light intensity is modulated by the
technology at speeds that are invisible to the human
eye.These flickers are interpreted as data by a
photodetector on a receiving device. Professor
Harald Haas came up with this novel idea in 2011,
and it has several potential benefits over conventional
radio-frequency-based systems. [8][9]

1.5. Key Characteristics of Li-Fi:

Speed and Bandwidth: The whole radio frequency
spectrum that Wi-Fi uses is around 10,000 times
smaller than the visible light spectrum. Theoretically,
considerably faster data transfer speeds—possibly
hundreds of gigabits per second —are made possible
by this enormous capacity.

Enhanced Security:Li-Fi's intrinsic security is one
of its main advantages. The visible light spectrum is
approximately 10,000 times larger than the entire
radio frequency band used by Wi-Fi. This massive
capacity theoretically enables far quicker data
transfer speeds, potentially reaching hundreds of
gigabits per second. [10]

No Radio Frequency Interference: Li-Fi doesn't
interfere with radio frequency communications
because it uses light to function. This makes it perfect
for places like hospitals, airplane cabins, and
industrial settings where RF interference is an issue.

High Density: In densely populated areas, where
Wi-Fi can suffer from congestion, each Li-Fi-enabled
light source can act as a separate access point, offering
a more robust and interference-free connection. [11]

1.6. Limitations of Li-Fi:

Line-of-Sight Requirement: Li-Fi's need on a
direct line of sight between the light source and the
receiving device is its biggest drawback. The signal
may be blocked by any impediment. [12]

Limited Range: A single Li-Fi access point's
effective range is restricted to the region that the light
source illuminates. A dense network of Li-Fi-enabled
lights would be required for widespread coverage.

Infrastructure and Compatibility: While Li-Fi can
leverage existing LED lighting infrastructure, it
requires specialized transmitters and receivers. The
technology is still relatively new, and the ecosystem
of compatible devices is limited compared to Wi-Fi.

Ambient Light Interference: Strong light sources,
such as direct sunshine, may disrupt the Li-Fi signal.

(13]
The Future Landscape: Coexistence and
Integration

While Li-Fi offers compelling advantages in
specific scenarios, it is unlikely to completely replace
Wi-Fi will be available soon. Rather, a hybrid
approach is probably what wireless communication
will look like in the future, with Wi-Fi and Li-Fi
enhancing each other's advantages. Wi-Fi is still
evolving, with an emphasis on faster speeds, reduced
latency, and more capacity to accommodate the
expanding Internet of Things (IoT) ecosystem. For
seamless connectivity in a variety of settings, Wi-Fi
integration with 5G and upcoming 6G networks will
be essential.

Li-Fiis poised for significant growth in niche
applications where its unique benefits are
paramount. Real-world trials and applications are
already underway in various sectors:

Healthcare: Providing secure, interference-free
connectivity for medical devices.

Aviation: Offering in-flight connectivity without
RF interference.

Defense and Security: Ensuring highly secure
data transmission in sensitive environments.

Smart Cities: Utilizing streetlights to provide
public internet access.

Underwater Communication: Where radio waves
are ineffective, light can be used for data
transmission.

For widespread adoption, Li-Fi technology must
overcome challenges related to standardization,
manufacturing costs, and public awareness.The
development of Li-Fi-enabled devices will also be
critical for its integration into the mainstream
market.[14]

1.7. Research Gap

Current hybrid network schemes, while achieving
impressive handover efficiency with low latency, lack
comprehensive security frameworks, particularly in
implementing robust hybrid encryption (AES, RSA)
and authentication protocols to protect Wi-Fi
components from eavesdropping and data breaches.
Additionally, energy efficiency considerations for Li-
Fi access points integrated with lighting systems are
underexplored, limiting sustainable deployment.
Scalability issues for diverse IoT applications remain
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unaddressed, as do Quality of Service (QOS)
mechanisms for managing varied traffic types.
Furthermore, the potential benefits of emerging
technologies such as Al-driven optimization and
advanced modulation techniques like DCO-OFDM
have not been sufficiently integrated, leaving
significant gaps in performance enhancement and
network adaptability. Addressing these gaps is
essential to develop secure, scalable, energy-efficient,
and intelligent hybrid networks suitable for real-
world applications. [15][16]

2. LITERATURE REVIEW

This study suggests a GPS and GSM-enabled Li-Fi-
based V2V communication system for fleet
management.LEDs transmit speed and direction data
between vehicles at high speed, ensuring safe and
energy-efficient operation.When Li-Fi
communication is lost, GPS tracking and GSM alerts
provide the vehicle’s location to the leader and base
station.The system uses a low-power TI
MSP430F5529 microcontroller for efficient control
and reduced operating costs. Results show improved
reliability, eco-friendliness, and potential for scalable,
real-time intelligent transportation.17

This paper proposes a secure Li-Fi communication
system using a hybrid encryption approach that
combines ChaCha20 for fast symmetric encryption
and RSA for robust asymmetric key protection. The
system design integrates Li-Fi with Free Space Optics
(FSO) and fiber optic channels, employing simulation
via OptiSystem and MATLAB to validate
performance. The hybrid algorithm encrypts the data
with ChaCha20 and secures the ChaCha20 key with
RSA, achieving both speed and high security.
Experimental results show extremely low bit error
rates, high Q-factor, and rapid
encryption/decryption time of 0.036 seconds. This
approach strengthens Li-Fi’s inherent security against
cyber threats while ensuring reliability for high-
speed, sensitive data transmission.18

By creating a hybrid encryption method that
combines RSA for secure key exchange with
ChaCha20 for quick data encryption, this work
improves the security of Li-Fi connection..The system
integrates Li-Fi with Free Space Optics and fiber optic
channels, simulated using OptiSystem and MATLAB
for performance validation. ChaCha20 encrypts the
message while RSA secures the ChaCha20 key,
ensuring confidentiality and integrity. Results show a
very low bit error rate, high Q-factor, and an
execution time of only 0.036 seconds. The approach
significantly =~ strengthens Li-Fi against cyber
threats,making it appropriate for transmitting
sensitive data at fast speeds.19

In order to address the growing cybersecurity
threats in Industrial Control Systems (ICS), such as
False Data Injection (FDI) attacks, this study suggests
anovel Li-Fi technology-based solution. According to
the authors' architectural model, Li-Fi is used to
communicate the most crucial data links, such as
those between the Interface between the Human and
Machine (HMU) and the master terminal unit (MTU).
The system incorporates a two-factor authentication
procedure using specialized hardware dongles and
IEEE 802.1X standards to increase security and ensure
that only authorized devices and users may access the
network. This method uses Li-Fi's built-in physical
security to prevent common threats like MitM and
eavesdropping because light signals are restricted to
a physical area.In the end, the study shows that
network forensics can be facilitated while ICS data
security and integrity are preserved by utilizing a
secured Li-Fi architecture.20

This study investigates the use of Light Fidelity (Li-
Fi) as a safe and efficient alternative to Wi-Fi in
Internet of Things applications to enhance audio data
transfer. The researchers constructed a simple Li-Fi
circuit that transforms audio into optical signals and
uses solar cells to transmit them in order to show that
it is feasible. The results demonstrated that Li-Fi
performed better because it can withstand radio
frequency interference, particularly in networks with
high traffic. This study demonstrates how Li-Fi could
improve audio quality and security as a proof-of-
concept. Although more research is required to fully
realize its potential, the study concludes that Li-Fi is
a promising and practical approach for future IoT
data transfer.21

This study investigates a safe and efficient Wi-Fi
alternative for Internet of Things applications.
Application of Light Fid The approach for handling
the handover process in 5G networks with Visible
Light Communications (VLC), commonly referred to
as Li-Fi, is presented in this paper. Li-Fi has been
suggested as a possible substitute when the radio
frequency spectrum becomes more saturated as a
result of the expansion of IoT and IoE. The project's
goal is to guarantee users' uninterrupted connectivity
and smooth mobility in an indoor setting.The
proposed framework utilizes steerable Access Points
(APs) to manage the handover process when a user
moves between coverage areas. This work aims to
enhance handover performance and minimize
connection loss, thereby tackling a significant
challenge for the practical deployment of Li-Fi in
mobile settings.22

This paper investigates Li-Fi technology as a secure
alternative to Wi-Fi for high-speed data transmission,
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addressing the security vulnerabilities and spectrum
limitations of traditional radio-frequency networks.
The authors discuss the inherent security of Li-Fi,
which stems from the line-of-sight nature of light,
preventing data leakage through walls.The article
compares LS and MMSE channel estimation
techniques and examines the Bit-Error Rate (BER)
performance using a simulation employing OFDM
modulation.

The results demonstrate Li-Fi's potential for
significantly higher data rates and improved security
over Wi-Fi. The paper concludes that Li-Fi is a more
secure and reliable communication method,
summarizing its security advantage as simply
"shutting the door" to external threats.23

This study presents Light-Fidelity (Li-Fi), a fast and
safe substitute for traditional Wi-Fi in wireless data
transfer.

It highlights the security weaknesses of Wi-Fi,
which is susceptible to interception and attacks, and
contrasts this with Li-Fi's inherent security due to its
use of light waves that cannot penetrate walls. The
study's objective is to showcase Li-Fi's capability to

create highly secure network zones with significantly
faster data transfer rates, proven by lab tests
achieving speeds far exceeding Wi-Fi. It reviews Li-
Fi's applications, particularly where security and RF
interference are major concerns, such as in medical
and military settings. The paper concludes that Li-Fi,
using Visible Light Communication (VLC), offers a
more reliable and secure architecture, effectively
addressing the data leakage and hijacking risks
associated with Wi-Fi.24

This paper details the implementation of a basic Li-
Fi system to demonstrate Visible light is used to
convey data between two computers. A silicon
photodiode serves as the system's receiver, and a
high-brightness LED serves as its transmitter.,
managed by a simple circuit. Data from the sending
computer is converted into byte format, which then
modulates the LED's light signals in rapid on-off
patterns. The photodiode on the receiving end detects
these light signals, and a reverse process retrieves the
original data. This project successfully showcases the
fundamental working principle of a simple, secure,
line-of-sight Li-Fi communication system.25

Table 1: Comparative analysis

Ref. Year Author Name Input Data Available
Text Image Video

28. 2022 Sanket Salvi et al. [} 4]

29. 2022 Hamis Hesham et. al M

30. 2020 K.MD et al. 4]

31. 2018 Pardeep Kumar et al. [} 4]

49. 2012 Min Xing et. al [
Proposed 2025 HCK Algo [} [} [}

Comparative Analysis of Existing and Proposed dataset as Input

FP-Growth
2020)

ANN-ISM

(2022)

HEFSPDM

(2022

EH-HL
2018)

Image

Video
Image
Text

Li-Fi(VLC
2012)

Proposed HCK
Algorithm
(2025)

mVideo

Figure 1: Comparative analysis of existing and proposed dataset as input
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Table 2: Comparative Analysis: Li-Fi vs.Wi-Fi [26][27]

Feature Li-Fi Wi-Fi
Transmission Medium Visible Light, Infrared, Ultraviolet Radio Waves
Spectrum Vast, unregulated visible light spectrum | Limited, regulated radio frequency spectrum (2.4GHz, 5GHz, 6GHz)
Speed Theoretically much higher (up to 224 Up to several Gbps with latest standards
Gbps reported)[12]
Bandwidth Very High High, but susceptible to congestion
Security High; signal confined by walls Moderate to High; requires robust encryption, vulnerable to
external interception
Interference Immune to RF interference Susceptible to interference from other RF devices
Range Shorter; requires line-of-sight Longer; penetrates walls and obstacles
Infrastructure Requires LED lighting with Li-Fi Widespread existing infrastructure of routers and compatible
transmitters and compatible devices devices
Maturity Emerging technology Mature and widely adopted technology

2.1. Types of dataset

Video

> image

Figure 2: Types of Dataset

2.1.1. Text Dataset

The text dataset in the simulation represents
structured or unstructured information transmitted
across the hybrid Li-Fi and Wi-Fi network. Using this

documents, chat messages, or text logs produced by
sensors are simulated. The RSA technique, which
offers robust public-key encryption, non-repudiation,
and resistance to brute-force attacks, is used to

dataset, scenarios like transferring private =~ €Ncrypt the text data in order to guarantee security.
@) Doc 18 €2 ] Doc 32 | '] Docs
) Doc 19 & | Doc 33 [ ] Doc6
@] Doc 20 B | Doc 34 [ ] Doc7
2] Doc 21 3] Doc 35 [ ] Doc8
3] Doc 22 & ] Doc 36 [ ] Doc9
@) Doc 23 ] Doc 37 [ ] Doc10

Figure 3: Text Dataset icons

The dataset helps assess how the framework
manages sensitive textual communication in real time
by enabling testing of network parameters such as
speed, jitter, and packet delivery ratio under various
encryption loads.

2.1.2. Image Dataset

The image dataset is made up of static visual data
that is sent over a hybrid network, like pictures,

security camera snapshots, or scans from medical
equipment. The CSITA technique, which offers
strong secrecy and integrity and guarantees little
distortion during encryption and decryption, is used
by the simulation to secure visual data. Analyzing the
framework's capacity to manage big files and
preserve quality after transmission is made easier
with the help of this dataset.
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~ images (39) =" images (53) ~ images (67)
~ images (40) =" images (54) ~ images (68)
" images (41) =" images (55) " images (69)
" images (42) =" images (56) ~ images (70)
" images (43) =" images (57) " images (71)
" images (44) =" images (58) " images (72)

Figure 4: Image Dataset icons

When sending high-resolution images over Wi-Fi
and Li-Fi channels, it makes it easier to assess
throughput, error rate, and delay performance. [30]

2.1.3. Video Dataset

The video dataset includes continuous media
streams, such as live conference feeds, security

cameras, or multimedia content, that require high
bandwidth and low latency. In the simulation, video
data is protected using a hybrid AES + RSA
encryption approach — AES ensures fast and efficient
bulk encryption of large files, while RSA secures the
encryption keys for additional protection.

[ ] video 1 [ ] video 15 [ ] video 29
[ video 2 [ video 16 [ video 30
[ ] video 3 [ ] video 17 [ ] video 31
[ video 4 [ video 18 [ video 32
[ | video 5 [ ] video 19 | | video 33
[ video 6 [ video 20 [ video 34

Figure 5: Video Dataset icons

This dataset is crucial for assessing the network’s
performance in handling time-sensitive and high-
volume data, focusing on parameters such as frame
drop ratio, playback smoothness, and
encryption/decryption delay. [31]

3. METHOD

Hybrid Li-fi/ Wi-fi Security: A hybrid Li-Fi and Wi-
Fi system improves security by integrating the two
technologies for data transfer, according to the
document that was provided. In this system, the
downlink data (from the network to the user) is
typically provided through Li-Fi, while the uplink
(from the user to the network) is supported by Wi-Fi.
[32][33]

This method improves security by leveraging the
inherent physical security of Li-Fi for receiving data;
since light cannot pass through opaque surfaces like
walls, it prevents eavesdropping from outside the
room. While the uplink uses Wi-Fi, which is more
susceptible to interception, the overall security of the
system is increased by protecting the typically larger
volume of downloaded data. To achieve high security
in this hybrid model, the document suggests
implementing several security methods in unison,
such as encryption, O-OFDM or CSK, MAC address
filtering, access control, and quantum cryptography.
[34][35]

3.1. Proposed Methodology
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( start )
Network Graph
creation
Ne I.Iuﬂotwom ves ' Use Network X to construct a
i v X . >
Alternative method for Network
graph creation Creates nodes (Li-fi, Wi-fi, Hybrid)
v
l L Define Connection Probability J
| e RS e
;'- - Video (Hybrid
l | Hash data using SHA-256 AES+RSA)
Simulate data Transmission with —
securlty & Performance Employ Password for
Authentication
| Use digital signature for

| Ensure dataset capture

PDR Jitter, ,.;_.'.\. . > rity and performance
Bandwidtn T e
\\__,/
Figure 6: Proposed Methodology. [35][36][37][38]

Proposed Algorithin [39]
Algorithm : HCK(Hybrid Communication Key)
Step 1: Network Graph Creation Using NetworkX Library
Node types: LiFi, WiFi, Hybrid.
Create a Node with Attributes (device type, speed, range)
Add the Node to the Graph G
Step 2: Connection Establishment

Define a connection probability
conn_prob = base connection probability (0..1) used after distance check
Step 3: Data Transmission
For Each Data Transmission:
a. If the Data Type is Text:
Encrypt the Data Using RSA Algorithm
If the Data Type is Image:

SCIENTIFIC CULTURE, Vol. 12, No 1.1, (2026), pp. 4036-4052
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Encrypt Image Using Hash-LSB Technique.
If the Data Type is Video:
Use Hybrid AES+RSA Algorithm
b. Hash the Data Using SHA-256 for Integrity Checks
c. Use Passwords for Device Authentication
d. Apply Digital Signatures for Non-Repudiation
Step 4: Network Visualization
Visualize the Network Using a Spring Layout
Represent Li-Fi Nodes in Green and Wi-Fi Nodes in Blue,Hybrid Orange.
Step 5: Dataset Generation
Initialize an Empty Dataset
For each node in G:
Generate Attributes (speed, range, PDR, jitter, throughput,Bandwidth)
Add the Attributes to the Dataset
Dataset Captures Security and Performance Parameters apply.

3.2. Hybrid Framework Parameters

Jitter

Bandwidth

/Hybrid Framework ™
. Parameters

Authentication

Figure 7: Performance Standards for hybrid Wi-Fi/Li-Fi networks. [39]

3.2.1. Performance Parameters

Range - The maximum physical distance over
which the network can transmit data effectively
without significant loss in quality.

Jitter-In real-time communications, such as
sound or video, jitter—a variation in packet
arrival times—can result in delays or uneven
playing.

Speed-Speed is the pace at which information is
transferred; it is commonly expressed in Mbps or
Gbps and shows how quickly information
moves.

Bandwidth- which is commonly expressed in
bits per second, is the maximum amount of data
that can be sent over a network link in a specific
amount of time.

Throughput: The actual amount of data that is
successfully transmitted over the network in a
given period of time is known as throughput;
because to delays or losses, this amount is

typically less than the maximum bandwidth.
Packet Drop Ratio: The percentage of data
packets lost or destroyed during transmission is
known as the packet drop ratio, and it indicates
problems with network reliability. [40]

3.2.2. Security Parameters

Confidentiality is a basic information security
principle that ensures data is safe from unwanted
access or disclosure and available only to
authorized users. It entails adopting strategies
like encryption, access controls, and secure
authentication to protect sensitive data,
including financial, personal, and classified
information. Confidentiality in communication
systems preserves privacy and mutual trust by
preventing eavesdroppers from deciphering
intercepted messages. [40]

Integrity is an essential information security
principle that guarantees data accuracy,
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consistency, and unalteredness when it is being
processed, stored, or transmitted. It ensures that
unauthorized parties cannot alter, remove, or
tamper with information. Techniques such as
cryptographic hash functions, checksums, and
digital signatures are commonly used to verify
integrity. Maintaining integrity ensures that the
received data is exactly the same as the original,
preserving reliability and trust in systems. [41]

Authentication Before allowing access to
resources or services, authentication is the
process of confirming the identity of a user,
device, or system. It guarantees that the
organization making the access request is
actually who or what it says it is. Passwords,
PINs, digital certificates, security tokens, and
biometric scans (facial recognition, fingerprint)
are examples of common authentication

techniques. Strong authentication is frequently
the first step in creating secure communication,
helps stop unwanted access, and safeguards
sensitive data. [42]

Non-repudiation: A security principle known
as non-repudiation guarantees that a party to a
communication or transaction cannot contest the
legitimacy of their signature, message, or action
later. It provides proof of origin and delivery,
preventing either sender or receiver from falsely
denying involvement. This is commonly
achieved through cryptographic techniques like
digital signatures and timestamps, which
provide undeniable evidence of the transaction
or communication. Non-repudiation is essential
in legal, financial, and secure communication
systems to maintain trust and accountability. [43]

Table 3: Simulation parameters [10]

Simulation Parameters Value
Area needed for a transmission room 15m,15m,10m

Quantity of LED lights 40
The LED lamps' height 3m
The device's height 1m

Power from LED emissions 55mW
View angle at the receiving end 750

Photodiode (I*b) Approx1(cm*cm)

Data Confidentiality

Simulation results based on the HCK (Hybrid Communication Key) algorithin

Device Authentication

Figure 8: Data Confidentiality, Integrity,‘ Device Authantication, Non-Repudiation
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The above pictures present a number of
simulations on a hybrid network made up of hybrid,
Wi-Fi, and Li-Fi nodes, each of which focuses on a
distinct core cybersecurity concept. The behavior and
structure of the network are shown in these
simulations as the number of connecting nodes rises,
highlighting the growing difficulty of maintaining
security in a diverse wireless setting. In order to
guarantee that data is only available to authorized
users, the first simulation, "Data Confidentiality,"
probably investigates ways to stop information from
being disclosed without authorization. In order to
prevent unwanted access, the second, "Device
Authentication," focuses on confirming the identity of
any node trying to join to the network.To prevent any

10 nodes Confidentiality Speed,
Throughput, Bandwidth
1429.59

1600
1400
1200
1000

800

Hybrid

Speed M Throughput

50 Nodes Confidentiality
Speed, Throughput, Bandwidth

1450.85

963.74 985.83
799.52

65.13
57.27

Wi-fi Hybrid
Speed M Throughput

Bandwidth

Bandwidth

node from disputing its involvement in a
communication, the third simulation, "Non-
Repudiation and Data Transmission," tackles the
necessity of establishing a secure record of data
transmission. In order to guarantee that the
information supplied and received is identical, "Data
Integrity" lastly looks at the safeguards put in place to
prevent data from being changed or distorted during
transmission. When taken as a whole, these
simulations  simulate the scalable security
architecture of a network that combines Wi-Fi and Li-
Fi, illustrating the difficulties and solutions involved
in preserving a reliable and safe communication
environment as the network expands in size and
complexity.
25 Nodes Confidentiality Speed,
Throughput, Bandwidth

1600 135373
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0
Hybrid

speed M Throughput

100 Nodes Confidentiality Speed,
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1600 1493.65
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Figure 9: Data confidentiality,Speed, Throughput Bandwidth flow graph

This series of bar charts illustrates a performance
comparison between a standard "Wi-Fi" network and
a "Hybrid" network under increasing loads of 10, 25,
50, and 100 nodes, focusing on confidentiality speed,
throughput, and bandwidth. A consistent trend is
evident across all four graphs: the Hybrid network
architecture  consistently = and  significantly
outperforms the Wi-Fi network in all three metrics.
As the number of nodes increases, the Hybrid system
maintains its superior speed (around 1400-1500), high

throughput (near 1000), and robust bandwidth (over
350), showcasing excellent scalability. In contrast, the
Wi-Fi  network delivers considerably lower
performance that shows limited improvement with
scale, particularly in its stagnant throughput and
bandwidth figures. This visual data strongly suggests
that the Hybrid network is a more capable and
scalable solution for maintaining high-performance,
confidential communications in increasingly dense
network environments.
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Figure 10: Output Number of Nodes Range and Jitter

Based on the data presented across the four graphs,
a clear performance distinction emerges between the
"Wi-Fi" and "Hybrid" systems as the network scales
from 10 to 100 nodes. The "Hybrid" system
continuously shows a notable advantage in terms of
network reliability, even if both systems eventually
reach a comparable maximum communication range
of roughly 49 meters. Specifically, the jitter of the
Hybrid system consistently remains low, averaging
roughly 19 milliseconds across all node counts. The
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"Wi-Fi" system, on the other hand, has jitter that is
consistently around 39 milliseconds, which is about
twice as much as the Hybrid system. It is also much
more variable. This implies that although the two
technologies can travel a comparable physical
distance, the hybrid system provides a far more
dependable and stable connection, which is an
essential feature for applications that are especially
susceptible to delays and disruptions in the delivery
of data packets.

25 Nodes (PDR)

0.0600

0.0485%

0.0500

0.0400

0.0300
0.0194%
00200
0.0100
0,0000
Hybrid
50 Nodes (PDR)
0.0600 A
0.0%00 0.0482%
0.0400
0.0300
0,0194%
0.0200
0.0100
0.0000 +— e
Wi-Fi Hybrid

Figure 11: 10,25,50,100 nodes SNR output
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When comparing the "Wi-Fi" and "Hybrid" systems
across a range of network densities, the
accompanying figures demonstrate a consistent trend
in Packet Drop Rate (PDR). The hybrid system has a
substantially lower PDR than the Wi-Fi system in all
cases, ranging from 10 to 100 nodes. Specifically, as
the number of nodes increases, the PDR for the Wi-Fi
system shows a slight increase, ranging from 0.045%
t0 0.049%. In contrast, the hybrid system consistently
maintains a much lower and more stable PDR,
staying below 0.02% and ranging from 0.0180% to
0.0197%. This suggests that the Hybrid system is
significantly more dependable than the Wi-Fi system,
losing fewer data packets. This performance
advantage is sustained as the network gets more
congested.

4. DISCUSSION

An analysis of the provided data reveals that the
proposed 2025 HCK (Hybrid Communication Key)

algorithm represents a substantial advancement in
performance compared to preceding algorithms
developed between 2019 and 2022. The most striking
improvement is in throughput, where the HCK
algorithm achieves 988.56, significantly
outperforming the next best algorithm, the 2022 PSO,
which had a throughput of 725. Beyond this key
metric, the HCK algorithm is distinguished by a more
comprehensive performance evaluation, providing
crucial data across several dimensions not detailed
for the other methods.With a low Packet Drop Rate
(PDR) of just 0.018%, it possesses remarkable
reliability in addition to its high speed of 1468.68 and
bandwidth of 398.46. It is also a reliable and efficient
connectivity option, maintaining a 49.29-meter
communication range with a low jitter of 19.89 ms.
The HCK algorithm outperforms its predecessors in
terms of speed, robustness, and comprehensiveness,
as demonstrated by this intricate performance profile.

Table 4: performance comparison between the proposed hybrid system and hybrid systems from previous
research. [44][45][46][47][48]

Year Algorithm’s Throughput Speed Bandwidth PDR Range Jitter
2019 Optimized Algo 72 | - e I —
2020 Fuzzy Logic 400 | - | — | -
2020 RL j /-7 It I — — | e
2020 RL Method 11069 |  ——— | — | -
2022 PSO Algo 725 | | e I e
Proposed Algorithin 2025 HCK 988.56 1468.68 398.46 0.018 49.29 19.89
Performance of the Hybrid System
o - Throughput
1600 1408.CF 398.46
1400 0.018
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Figure 12: Comparison with Existing Algorithm

The performance of various algorithms, such as the
"Optimize Algorithm," "Fuzzy Logic," "RL," "RL
Method," and "PSO Algorithm," is contrasted in this
3D bar chart with a newly proposed "HCK Proposed"
technique. The "HCK Proposed" approach beats all
others with a throughput of 988.56, followed by the

"PSO Algorithm" at 725. The main metric used to
compare all methods is throughput. With its high
speed of 1468.68, bandwidth of 398.46, range of 49.29,
and jitter of 19.89, the graph further illustrates the
"HCK Proposed" approach's overall performance.By
outperforming the other algorithms in throughput
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and demonstrating exceptional performance across a
range of other crucial performance metrics, the
graphic highlights the benefits of the "HCK
Proposed" technique and positions it as a superior
alternative.

4.1. Technical Explanation of the HCK Algorithm

The HCK encryption algorithm workflow is made
by taking into account the size, type, and security
needs of different types of data, such as text, images,
and videos. Different cryptography methods are
chosen to find the best balance between security
strength and computational efficiency because one
encryption method doesn't work well for all types of
data.

RSA Algorithm: The RSA algorithm is used for
text data. Text files are usually small, but they often
have very sensitive information in them, like
commands, authentication data, or private messages.
RSA is an asymmetric cryptographer algorithm that
uses public and private key pairs to provide strong
security. It is especially good for managing keys and
sending data securely. It keeps things private and
stops people from getting in without permission, so
it's good for protecting text-based datasets.

Hash-LSB Technique: The Hash-LSB (Least
Significant Bit) method is used for image data. Image
files have a lot of pixel data, and traditional
encryption can be very expensive in terms of
computing power. The Hash-LSB method puts
encrypted hash values in the least significant bits of
image pixels. This keeps the data private while
keeping the quality and format of the image intact.
This method cuts down on processing time and is

| Lakuld '
g T

|V

great for sending images securely, especially when
bandwidth is limited.

Hybrid AES+RSA Algorithm: A combination of
AES and RSA encryption is used for video data.
Video data consists of continuous, high-volume
streams that need to be encrypted quickly and with
little delay. AES is a symmetric encryption algorithm
that works well for encrypting video because it is fast
and doesn't need a lot of processing power. RSA is
used to encrypt and securely send the AES secret key
to solve the problem of distributing keys with
symmetric encryption. This hybrid strategy uses the
speed of AES and the strong key security of RSA to
protect video data in real time.

4.2. Analyzing the Frequency of the Algorithm
from Lower to Higher Output

This frequency chart uses a number of increasingly
complex strategies to show the shift from "Lower
Output" to "Higher Output," offering an intriguing
visual narrative of algorithmic progress. A waveform
that increases in complexity and volume along the
horizontal axis is used to depict the performance.
Starting with the "Optimized Algo," which produces
a minimal and stable output, the waveform
progressively becomes more dynamic through the
"Fuzzy Logic," "RL Method," and "RL" stages,
exhibiting continuous improvements. The "PSO
Algo" significantly improves performance, as shown
by the waveform's amplitude rapidly increasing.
"HCK" Hybrid Communication Key algorithm,
which displays the most powerful and complex
waveform on the chart, marks the conclusion of the
development and proves that it is the most effective
algorithm in the series.

Figure 13: Algorithin’s Frequency Evaluation
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4.3. Comparative analysis between the Proposed
Algorithm (blue) and Existing Algorithms

With a balancing scale metaphor, this info-graphic
compares a "Proposed Algorithm" with "Existing
Algorithms" in a simple and succinct manner,
demonstrating superiority. The scale clearly tilts in
the Proposed Algorithm's favor, demonstrating its
improved performance on a number of important
metrics. Each metric for the Proposed Algorithm,
shown in blue on the left, is contrasted with its
counterpart for Existing Algorithms, shown in green
on the right. The Proposed Algorithm is depicted as
having higher throughput (symbolized by a flowing

river), faster speed (a cheetah), wider bandwidth (a
multi-lane road), a longer range (a lighthouse), and
lower jitter (calm water). In contrast, existing methods
are associated with lower throughput, slower speed
(a tortoise), narrower bandwidth, a shorter range (a
desk lamp), and higher jitter (choppy water). The
chart also indicates a "Lower PDR" (Packet Delivery
Ratio) for the proposed algorithm, which, when
paired with an icon of clear air versus a stormy cloud
for higher PDR, suggests it represents a more
favorable, lower packet drop or error rate.
Collectively, the visual elements strongly convey that
the Proposed Algorithm is a more robust and efficient
solution.

Figure 14: Algorithim Evaluation

5. CONCLUSIONS AND FUTURE WORK

With a throughput of 988.56, speed of 1468.68,
bandwidth of 398.46, range of 49.29 meters, jitter of
19.89 ms, and a low packet drop rate of 0.018%, the
hybrid Li-Fi and Wi-Fi network, driven by the HCK
algorithm, is a major breakthrough in wireless
communication. By combining the safe, fast, and
interference-free transmission of Li-Fi with the
widespread infrastructure and incorporating
advanced encryption (RSA, AES) and security
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optimization and advanced modulation techniques
like DCO-OFDM, and developing robust QoS
mechanisms to manage diverse traffic types, ensuring
scalable, secure, and intelligent hybrid networks for
real-world deployment.
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