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ABSTRACT

As hospitals increasingly adopt digital infrastructures, security, efficiency, and cleanliness have become major
factors in choosing authentication systems. Common methods such as passwords, PINs, and fingerprint
scanners are still subject to the same limitations of usability, hygiene, and security when applied in healthcare.
Among these approaches, MFA stands out as the most secure, as it requires validating a user’s identity with
more than one factor. However, the current technical implementations are lacking when it comes to operation
without touching surfaces or working through the time restrictions of hospital environments. The present
research investigates the use of touchless multi-factor authentication for hospital infrastructure through the
pairing of smart cards as a means of possession factor with cardio-biometric signals as a physiological
biometric factor. This study examines the use of smart cards for staff identification and access, the feasibility
of cardio-biometric signals for liveness-aware authentication, and the development of secure, user-friendly,
and privacy-preserving technology through appropriate design considerations. This paper presents and
discusses the system architecture, authentication workflow, and practical considerations for deployment in
clinical settings. The main contribution of this research is filling a void in the existing literature on hospital
authentication systems by introducing a carefully structured framework that merges touchless interaction,
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high-assurance authentication, and healthcare-specific usability needs. This project lays down a conceptual
basis from which secure, large-scale, and hygienic authentication solutions can be developed, thus facilitating
both theoretical comprehension and real-world applications in contemporary hospital settings.

KEYWORDS: Multi-Factor Authentication; Touchless Authentication; Hospital Infrastructure; Smart Cards;
Cardio-Biometric Signals; Healthcare Security; Biometric Authentication.
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1. INTRODUCTION

The swift digitalization of  healthcare
infrastructure has led to a complete change in
hospital operations, more efficient management of
patient data, clinical workflows, and access-
controlled facilities. Hospitals are increasingly
interlinked with information systems and smart
technologies that facilitate medical decision-making
and patient care. These advancements, while
certainly very positive, not only enhance the
efficiency of operations and quality of care but also
increase the risk of unauthorized access, data
breaches, and identity fraud. Thus, it goes without
saying that strong authentication mechanisms are
inevitable to protect patients’ safety and support
healthcare professionals’ access to clinical systems
and secure areas, thus ensuring compliance with
regulations. Authentication is the procedure of
asserting a person’s identity before granting access to
digital or physical resources. Conventional
authentication practices in healthcare settings mainly
depend on knowledge-based credentials, such as
passwords and PINs, or touchless biometric systems,
such as fingerprint and palm scanners. However,
these techniques have significant drawbacks when
used in clinics. Knowledge-based credentials can be
lost through unauthorized access, reuse, or social
engineering attacks, while contact-based biometric
systems can raise hygiene concerns and slow down
workflows, particularly when healthcare staff need
to wear personal protective equipment (PPE) or
require quick access during emergencies. In the era
of the Internet of Healthcare Things (IoHT),
authentication solutions must be more advanced and
match the evolving threats and operational needs of
healthcare providers, thus enhancing the necessity
for multi-factor authentication. (MFA) (Suleski et al.,
2023). Multi-Factor Authentication utilizes a series of
independent proof factors that are usually grouped
as knowledge (something the wuser knows),
possession (something the user has), and biometric
(something the user is) to increase the reliability of
authentication and lower the risk of unauthorized
access. The use of MFA has been the subject of
extensive research as a security measure in various
areas, such as cloud computing and critical
infrastructure, with results showing that the methods
have become more resistant to impersonation and
credential compromise (Ganmati et al., 2025).
However, existing MFA systems are not often
tailored to the specific needs of medical
environments, where no-touch, clean, and smooth
solutions are progressively required. Smart cards,
among the possession-based factors, have been used

in the medical sector to handle the identities of
workers and provide access to restricted areas
because of their ability to securely store information
and perform cryptographic operations. However, if
smart cards are used alone, there is still a risk, for
example, of losing the card or sharing the card, which
means that the use of additional authentication
factors is necessary to achieve a higher level of
assurance. Biometric authentication provides a
support security level with the most common
methods, which are based on the use of physiological
characteristics that are difficult to copy or forge.
Newer biometric methods, especially cardiovascular
signals such as electrocardiogram (ECG) and
photoplethysmography (PPG), have shown their
capability for safe and liveness-aware authentication
in medical and IoHT situations, with the coming
together of different modalities proving to have
better accuracy and being more resistant to spoofing
(Ahamed et al., 2022). Although there have been
advancements in the fields of smart cards and
biometrics, the adoption of touchless MFA systems
that merge smart cards with heart biometrics has not
yet been explored in the field of health research. This
unoccupied area has led to speculation as to what
extent these combined touchless authentication
systems adhere to both the strictest security measures
and the practical difficulties of the hospital setting.

2. BACKGROUND AND RELATED WORK

Authentication is a very important step in the
process of keeping hospitals' digital and physical
assets safe, where sensitive patient information
and restricted access areas must be controlled.
Hospitals, as well as other sectors, have relied on
traditional single-factor authentication, such as
passwords or personal identification numbers
(PINs), because they are very simple and do not
require a lot of time or resources for
implementation. Despite that, it is still the case that
single-factor authentication is not sufficient for
such environments that have very strict security
requirements. The two-factor authentication that
combines a knowledge factor with either an
ownership or biometric factor, on the other hand,
has been able to add a significant layer of security
through verification. In the healthcare sector, two-
factor methods dependent on touch-based
biometrics can slow down the workflow and
efficiency in the case where the staff is required to
wear personal protective equipment (PPE) or
needs quick access to several systems (Vale et al.,
2022). The wuse of multi-factor authentication
(MFA), which combines knowledge, ownership,
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and biometric factors, provides a very secure
model and has been adopted in banking and
critical infrastructure (Ganmati et al., 2025).
Despite these developments, traditional MFA
systems are seldom configured for touchless
operation, which is a requirement in healthcare to
maintain hygiene and reduce the risk of
contamination. Hospitals offer very different
authentication challenges: the medical team must
easily access systems and places with limited entry
without endangering patient safety or being a
nuisance to the workflow. Fingerprint and keypad
systems rank hygiene lowest among the factors
and are difficult to use in sterile places or during
emergencies. Although there are non-contact
biometric methods, such as iris and facial
recognition, that can be implemented in the
healthcare sector, their performance can be easily
outweighed by environmental conditions, the use
of PPE, and user compliance (Vale et al., 2022). In
hospitals, smart cards have become a dependable
authentication method based on ownership. Smart
cards, which store encrypted user credentials and
enable contactless verification through RFID or
NFC technologies, grant medical personnel access
to e-health records, restricted zones, and non-
contact operation of medical equipment. However,
smart cards, by improving the user experience and
supporting the practice of 'no-contact' procedures,
are still prone to certain security issues, such as
theft, loss, or unintentional sharing. Therefore, the
security of the system can be significantly
improved by introducing biometric factors along
with smart cards. Cardiobiometric signals, such as
electrocardiography (ECG) and
photoplethysmography (PPG), offer a
physiological perspective for identification, as they
reveal distinctive patterns of heart activity. These
signs can be gathered without the person having to
be present, thus providing liveness detection and
the possibility of continuous verification of
medical personnel (Ahamed et al., 2022). The
endorsement of cardio-biometrics as a key
authentication technology in clinical settings has
been growing, despite the hurdles of movement or

stress causing signal variations, the necessity for
precise sensors, and careful data management.
Simultaneously, the combination of ownership
elements and biometrics has been investigated
with applications in finance and government;
however, the combination of smart cards and
cardio-biometrics for non-contact multi-factor
authentication in clinics has been left mostly
unexplored. Current hospital systems use either
touch biometrics or smart cards but never both,
resulting in a significant gap in research. This gap
needs to be addressed to develop authentication
systems that provide security, are hygienic,
facilitate clinical workflows, and comply with
privacy regulations. The present study aims to
improve this neglected area by suggesting a no-
touch MFA framework that fits into the hospital
infrastructure, where smart cards and cardio-
biometric signals would come together to create
strong, hygienic, and productive authentication for
healthcare professionals.

3. AUTHENTICATION PROCESS AND
WORKFLOW

The workflow of a contactless multi-factor
authentication system in hospitals is constructed in
such a way that it not only supports clinical
activities but also secures and hygienically
maintains the environment. The first step is the
enrollment of healthcare professionals in the
system. At this point, the person receives a non-
contact smart card that keeps their identity
credentials encrypted, and at the same time, the
person’s bio-signal is captured. ECG or PPG is
captured using non-invasive sensors, and a secure
biometric template is created by extracting unique
features (Ahamed et al.,, 2022). This template is
linked to the smart card credentials, and using
privacy-preserving encryption, the hospital
authentication server stores it in such a way that it
cannot be accessed or leaked due to the security
measures taken against unauthorized access or
sensitive physiological data being leaked (Nguyen
et al., 2020).
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Touchless Multi-Factor Authentication Workflow
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Figure 1: Touchless Multi-Factor Authentication Workflow.

Enrolling comes first, and the verification phase
occurs every time a staff member wants to enter a
restricted area or use a restricted system. After the
smart card is shown to the contactless reader, the
system initiates a secure handshake with the card to
obtain the encrypted ownership credentials.
Simultaneously, the cardio-biometric sensor acquires
a live physiological signal from the person without
the need for physical contact. Then, the advanced
signal processing algorithms pick out the relevant
features of the heart, and these are compared with the
stored template to find a match. The system applies
adjustable decision thresholds to cater to the natural
variability of cardiac signals while achieving high
accuracy and maintaining low false acceptance and
rejection rates (Gao et al., 2021). The access decision
is the product of combining the results of the
ownership and biometric factors. The system allows
access only after both factors are successfully
verified, thus providing a high level of authentication
assurance. In cases where biometric verification fails
because of temporary anomalies or sensor
malfunctions, an alternative knowledge factor, such

as a secure PIN, could allow limited emergency
access as a last resort, and would thus maintain
operational continuity with no security compromise
(Vale et al., 2022). In conclusion, every authentication
event is documented in an audit log that serves
monitoring and compliance purposes. This practice
enables hospital supervisors to recognize access
trends, pinpoint questionable activities, and compile
reports to adhere to regulations. By linking
enrollment, authentication, and logging into a
smooth workflow, the suggested system ensures that
contactless multi-factor authentication is both
convenient for daily hospital activities and strong
against security threats (Ometov et al., 2018).

4. CARDIO-BIOMETRIC SIGNAL
PROCESSING AND MATCHING

Authentication using cardio-biometry is based on
the individual’s heart activity, which is unique to
him/her and can be detected using methods such as
electrocardiography (ECG) or
photoplethysmography (PPG). The signals have a
very high assurance of authentication, as they
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possess several inherent advantages, such as liveness
detection and resistance to reproduction or forgery
(Ahamed et al.,, 2022). Nevertheless, the effective
application of cardio-biometric data in a hospital
context is difficult wunless signal acquisition,
preprocessing, feature extraction, and matching are
carefully performed to accommodate the dynamic
environment and variances in the physiological
states of the staff. Signal acquisition may be
performed through wearable devices or ambient
sensors that are strategically positioned to obtain
cardiac signals without any physical contact, thus
maintaining hygiene in a clinical setting. ECG traces,
for example, show the electrical activity of the heart,
while PPG indicates changes in blood flow volume,
both producing patterns that are unique to each
person (Nguyen et al, 2020). The unprocessed
signals frequently have noise from different sources,
such as a person's movement, the muscles around the
sensor, or the electrical activity in the environment.
Hence, preprocessing techniques such as bandpass
filtering, baseline correction, and motion artifact
removal are necessary for good signal quality and
reliability (Gao et al., 2021). After preprocessing,
relevant features are extracted to form a biometric
template. The most common features include the
time intervals between heartbeats, variations in
amplitude, and shapes of ECG waveforms
or PPG pulses. These features provide a compact and
discriminative representation of a person's heart
signature (Ahamed et al., 2022). Machine learning
models or statistical classifiers can then be used to
match the incoming signals against the stored
templates, considering the intra-user variability
caused by stress, physical activity, or health
conditions. Adaptive thresholding and continuous
template updates make it possible to improve
accuracy while reducing the rates of false acceptances
and false rejections (Vale et al.,, 2022). The last
conclusion combines the outcomes of cardio-
biometric matching with ownership confirmation
from the smart card. This combination guarantees
that both methods of authentication, something you
have “something you have” and “something you
are” are validated simultaneously, making it a very
strong authentication process that is suitable for
sensitive hospital environments (Ometov et al., 2018).
The cardio-biometric signals that would support
smart card authentication with great reliability are
those resulting from careful signal processing, secure
template storage, and adaptive matching techniques,
thus allowing the creation of a practical, touchless
multi-factor system that provides both security and
operational efficiency.

5. PRIVACY, SECURITY, AND

COMPLIANCE CONSIDERATIONS

The deployment of touchless multi-factor
authentication (MFA) into hospital infrastructure
raises important privacy and security issues, as
sensitive personal, physiological, and institutional
data are processed and stored all the time. Cardio-
biometric signals, while providing a high level of
confidence, are still treated as personally identifiable
and health-related information. Hence, it is
imperative to take strong action to guarantee that
data collection, storage, transmission, and processing
are in accordance with legal regulations and ethical
standards (Nguyen et al., 2020; Ahamed et al., 2022).
The safeguarding of biometric templates is one of the
basic foundations on which security is built. The
system should not only hold the ECG or PPG signals,
but also draw discriminative features from them and
encode them in templates that are sufficiently secure,
preferably through a one-way transformation or
encryption scheme. The use of methods such as
template hashing or homomorphic encryption can
make it impossible for attackers to recreate the
original cardiac signals, thus reducing the chances of
identity theft or unauthorized cloning (Gao et al,,
2021). In addition, the system should create secure
communication paths between smart card readers,
biometric sensors, and authentication servers using
protocols such as Transport Layer Security (TLS) to
block interception or replay attacks. Another main
point is user consent and minimization of data.
Hospitals must set policies that enable personnel to
be aware of the data being gathered, how it is
handled, and for what reasons it is used. Keeping
data for the shortest possible time reduces the risk of
exposing it and makes the organization comply with
regulations such as the General Data Protection
Regulation (GDPR) and Health Insurance Portability
and Accountability Act (HIPAA) (Vale etal., 2022). In
addition, conducting audits and logging who
accesses what are the main tools to determine
potential breaches, keep track of unauthorized
attempts, and provide the necessary information for
compliance reporting. Moreover, operational policies
should consider fallback and emergency situations,
along with the security of the system. For example, if
the capture of a cardio-biometric signal becomes
unreliable because of a temporary health issue or a
malfunctioning sensor, then an alternative method
for authentication, such as a secure PIN or an
emergency override, can be used. These mechanisms
must be strictly controlled and supervised to avoid
misuse (Ometov et al., 2018). By including high-end
template protection, secure communication, data
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minimization, and compliance-oriented auditing, the
proposed touchless MFA system enables hospitals to
use  high-assurance  authentication = without
sacrificing privacy or regulatory compliance. Such

iy
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Figure 2: Authentication Method.

6. EVALUATION METHODOLOGY

The technical performance and practical usability
of a touchless multi-factor authentication system for
hospital infrastructure should be evaluated using a
comprehensive  and  methodical  approach.
Evaluation metrics for authentication precision,
system reliability, technology integration, and ability
to withstand security attacks were included in the
evaluation process, thus confirming that the solution
is both efficient and practical for deployment in the
real world (Ometov et al., 2018; Vale et al., 2022). The
performance metrics were the false acceptance rate
(FAR), false rejection rate (FRR), and overall
authentication accuracy. The FAR indicates the
likelihood of an wunauthorized person being
mistakenly granted access, whereas the FRR
indicates how many times a lawful user has been
denied access because of biometric inconsistency or
system error. These metrics are more important in the
case of cardio-biometric signals, which can be
affected by different physiological conditions, such
as stress, movement, or even the patient's health
(Ahamed et al., 2022). Continuous evaluation
performed over various sessions allows not only to
test the intra-user consistency but also to determine
the temporal stability of the authentication system.
However, usability and workflow assessment is of
utmost importance because medical staff in hospitals
work in fast-moving and stressful situations. The

evaluation considered the authentication speed,
convenience of using touchless sensors, and
influence on the clinical workflow. User feedback
and task analysis can pinpoint possible bottlenecks,
issues with sensor placement, or ergonomic
challenges, ensuring that the authentication process
does not interfere with patient care (Nguyen et al,,
2020). The security analysis considers the most
common threat vectors, such as credential theft,
impersonation, replay attacks, and spoofing of
cardio-biometric signals. Scenario-based attacks,
penetration testing, and adversarial experiments can
not only validate the resistance of the system but also
identify the areas that require more protection, such
as encryption, safe storage of templates, and multi-
factor fusion strategies (Gao et al., 2021). Ultimately,
the evaluation protocol incorporates a comparative
study of the different existing authentication
mechanisms, that is, password-based, card-only, or
traditional two-factor systems. In this way, the
comparison will be able to show the merits of
touchless MFA, especially regarding hygiene, user-
friendliness, and liveness-aware security. The
combination of quantitative metrics and qualitative
observations creates a holistic assessment of the
system's suitability for deployment in hospitals (Vale
etal., 2022).
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7. DISCUSSION

One of the notable advantages to the
implementation of  touchless multi-factor
authentication (MFA) in hospitals is the significant
gain in patient privacy, still, on the other hand, there
are obstacles that need to be evaluated thoroughly.
The system integrates the use of smart cards as the
ownership factor with cardio-biometric signals as the
physiological factor, thereby addressing the major
issues of security, hygiene, and usability, which are
always associated with the healthcare workflow
(Ometov et al., 2018; Vale et al., 2022). The major
benefit is the security of the system, which is greatly
enhanced by the combination of the two different
authentication factors. Authorized sharing, theft, and
loss are some of the ways smart cards are
compromised; however, with the inclusion of cardio-
biometric verification, only authorized personnel can
access the area; hence, impersonation and fraudulent
usage risks are significantly reduced (Gao et al,
2021). In addition, cardio-biometric signals are
associated with liveness detection, which is a feature
that prevents spoofing attacks that often occur in
conventional biometric systems, such as fingerprints
or facial recognition, where the systems are very
vulnerable (Ahamed et al, 2022). Touchless
technology used in authentication factors is an asset
from a wusability viewpoint, as it minimizes
disruptions to hospital workflows. Hospital staff can
quickly perform authentication without contact,
reducing the chance of cross-contamination in
sensitive clinical areas. This has even greater
significance in already difficult situations where
emergency rooms, intensive care units, or infectious
disease wards are crowded and hygiene along with
speedy access is the utmost concern (Nguyen et al.,
2020). However, practical deployment also presents
technical and operational challenges. A person's
cardio-biometric signals may change if they are in a
different physical condition, performing physical
activity, or if the sensor is placed differently. This
necessitates adaptive algorithms and excellent
preprocessing methods to maintain the same level of
accuracy (Ahamed et al, 2022). Integrating with
current hospital information systems might require
some alterations and take into account the issue of
interoperability, which involves secure
communication protocols and compliance with legal
requirements such as HIPAA and GDPR (Vale et al.,
2022). Another aspect that must be evaluated is the
trade-off between security, cost, and complexity. On
the one hand, the use of smart cards along with
cardio-biometrics undoubtedly increases the security
level; however, on the other hand, it involves buying

sensors, server infrastructures, and maintenance,
which also occupy a large part of the budget.
Hospitals would need to weigh these costs against
the operational and security advantages, and at the
same time, ensure that the deployment is both
scalable and sustainable. Overall, the proposed
touchless MFA framework provides a convincing
solution for authentication assurance elevation in
hospitals. By behaving the same way with
healthiness, security, and usability, it lays down the
groundwork for the future acceptance of high-
assurance, user-friendly authentication systems in
healthcare environments (Ometov et al., 2018; Gao et
al., 2021).

8. FUTURE RESEARCH DIRECTIONS

The creation of touchless multi-factor
authentication = (MFA) systems for hospital
infrastructure, which will involve smart cards as well
as cardio-biometric signals, is a major step towards
future research geared at securing, easing, and
scaling up processes in hospitals among other things,
thereby opening up several avenues. One of the
directions that arise from this is to check for
continuous and adaptive authentication. The
continuous monitoring of cardio-biometric signals
can provide real-time assurance that the
authenticated user is still present and is still
authorized, thereby providing even more protection
for sensitive hospital areas and systems over the
traditional time-point verification, which usually
involves stopping the process to authenticate or
verify the user (Ahamed et al., 2022). Another area
that can be focused on is Al-based signal processing
and feature optimization. For example, the
application of machine learning models will lead to
the accuracy of the cardiac signal being identified to
significantly increase, as they can consider the
variations that are specific to the user over time, that
is, they can compensate for physiological changes
that occur due to stress, fatigue, or health conditions.
In addition, Al can also dynamically adjust the
decision thresholds, which would lead to a reduction
in the number of false rejections but at the same time
maintain a very low level of false acceptance, which
is critical for high-paced healthcare environments
(Gao et al,, 2021). The clinical validation and actual
use of touchless multi-factor authentication systems
in different hospital environments should be the
main focus of future studies. Although laboratory
assessments or trials prove feasibility, longitudinal
studies in operational healthcare settings will tell the
story of the reliability, acceptance, and emergency
performance of the system. The system's
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investigation will include the how's and why's of
cardio-biometric signals in high-stress clinical
situations, such as surgery and emergency response,
where physiological variability might impact the
authentication accuracy. Along with the above
considerations, the question of and need to weigh the
ethical, privacy, and regulatory implications related
to continuous cardio-biometric monitoring arises.
Future research should include creating statistical
protection for  privacy-preserving  biometric
templates, managing consent, and setting up
compliance mechanisms according to healthcare
regulations, such as the HIPAA and GDPR.
Moreover, human-centered design studies are
important for evaluating clinician usability,
workflow integration, and accessibility as part of
security enhancements that do not create cognitive or
operational burdens. Finally, research on
interoperability and standardization will facilitate
the design of touchless MFA that works across
different hospital information systems and medical
devices, allowing for the gradual adoption of
security, usability, and regulatory compliance across
multi-vendor healthcare infrastructures.

9. CONCLUSION

This study delves into the design and
implementation considerations for a contactless
multi-factor authentication (MFA) system developed
for hospital infrastructures, where the identity factor
is a smart card as the ownership factor and cardio-
biometric signals as a physiological authentication
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