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ABSTRACT 
The safety of Electronic Health Records (EHRs) has risen to the forefront of healthcare providers' minds as they 
embrace the digital age. Security and privacy of EHRs have arisen as major problems in the quickly developing 
field of healthcare digitization. Innovative and strong solutions are required to overcome these obstacles. This 
study aims to present a fresh method for bolstering EHR security by employing Genetic Algorithm-Driven 
Blockchain Encryption (GADBE). The suggested method creates a dynamic and secure encryption strategy for 
EHRs by fusing the immutability and decentralized aspects of blockchain technology with the adaptive and 
optimization features of genetic algorithms. Extensive simulations and comparative analyses show that the 
GADBE approach is effective in addressing the critical challenges related to EHR security in modern healthcare 
systems, allowing for a high level of confidentiality, integrity, and access to electronic health records. 

KEYWORDS: Electronic Health Records (EHRs), Security, Privacy, Blockchain Encryption, Genetic Algorithm, 
Healthcare Digitization, Integrity, Confidentiality. 
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1. INTRODUCTION 

The formation of the healthcare sector was 
prompted by growing expenditure on chronic 
diseases, including cancer, diabetes, and 
hypertension, in both general and specialist medicine 
[1]. Electronic health records, or EHRs, are a digital 
representation of a patient's paper medical chart 
maintained by a healthcare provider throughout 
treatment [2]. These records contain information such 
as the patient's demographics, current symptoms, 
past medical history, current medications, vital signs, 
immunization records, laboratory results, and X-ray 
images. Because of the massive paper trail created by 
healthcare facilities and organizations' reliance on 
paper health records, several of these institutions are 
considering switching to electronic health records [3]. 
EHRs are superior to paper records in several ways, 
including cost savings, higher levels of patient 
satisfaction with their care, greater uptake of the best 
available medical research, and easier access to 
medical history. Complete data, resilience to failure, 
high availability, and security policy consistency are 
all necessary features of an effective electronic health 
record system [4]. For developing nations like India, 
which is experiencing rapid economic growth, the 
EHR System is an innovative new tool for medical 

records management. The EHR in a national health 
system connects all the hospitals using Electronic 
medical records (EMRs) from various networks. With 
the help of EHR, doctors and hospitals can easily 
communicate and organize patient information. 
Healthcare providers are high on hackers' hit lists 
because they store so much sensitive patient 
information [5]. 

EHRs are crucial because they allow doctors and 
other medical staff to view patient records at any 
time, from any location. It is recommended that a 
cloud-based strategy be incorporated by healthcare 
institutions into the adoption of EHR at all levels of 
the healthcare system so that patient data can be 
accessed in real-time and without restriction. Using a 
cloud-based electronic health record system 
facilitates communication between medical staff at 
various facilities regarding individual patients. The 
cloud benefits the healthcare ecosystem by 
facilitating communication between healthcare 
facilities and supporting institutions like laboratories, 
pharmacies, medical billing services, etc [6]. A cloud-
enabled architecture, including capabilities for 
exchanging patient data without restriction across 
many geographical locations, is built based on an 
analysis of the current healthcare system in India, as 
seen in Figure 1.

 
Figure 1: Architecture of Cloud-Based EHR System [7] 

1.1. Security Framework in Electronic Health 
Records 

The EHR system shown in Figure 2 [8] safeguards 
EHR data during its creation, storage, and 
maintenance phases. Developers of healthcare 
applications might benefit from its ability to guide 

them through a well-defined security procedure that 
helps them assess risks and devise solutions. The 
confidentiality, integrity, and security of the 
electronic health record system are guaranteed by the 
inclusion of security standards in the framework, 
such as administrative, physical, and technical 
safeguards [9]. 
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Figure 2: Block Chain Security Framework of EHR [8] 

Since their inception, blockchains have been a 
fascinating topic for academic study, and many 
other sectors have begun to experience the benefits. 
Blockchain's security, privacy, confidentiality, and 
decentralization are all major selling points in the 
healthcare industry as well. However, EHR systems 
have issues with storage, management, and the 
security of patient data [10]. The adoption of 
blockchain technology to revamp EHR systems 
offers hope for resolving these problems. Data can 
be handled, communicated, saved, and displayed in 
a form that can be read by specialized software on 
the blockchain. In its initial form, a blockchain block 
would have a header, a timestamp, transaction data, 
and a reference to the prior Block [11]. The possible 
infrastructure for EHR blockchain adoption in the 
healthcare industry [12]. Blockchain is a 
decentralized database system that was born out of 
the world of digital currencies [13]. 

To ensure the safety of its network nodes, 
blockchain technology relies on cryptographic 
operations. 

The hashes saved to the blocks are encrypted 
using the SHA-256 technique. These hashes, known 
as Secure Hashing Algorithm (SHA) hashes, protect 
the authenticity of data on the blockchain and, thus, 
its security. Strong one-way functions, known as 
cryptographic hashes, generate an unrecoverable 
checksum of digital data. Because of the 
cryptographic safeguards built into the blockchain, 
it is a viable alternative for use in applications where 
user privacy is paramount [14]. 

1.2. Challenges Faced by Blockchain 
Technology in HER 

• Scalability and Storage Capacity: Two major 
issues arise when information is stored on the 

blockchain: privacy and scalability. The 
patient's medical history, records, lab results, X-
ray reports, MRI reports, and many other 
reports would all be saved on the blockchain, 
and this massive amount of data would have a 
significant impact on the blockchain's storage 
capacity [15]. 

• Lack of Social Skills: Few individuals 
understand how blockchain technology 
operates. The development and refinement of 
this technology are ongoing processes. 
However, it will take some time for hospitals 
and other healthcare institutions to fully 
transition to blockchain technology from 
established EHR systems [16]. 

• Lack of Universally Defined Standards: Since 
this technology is continuously developing and 
changing rapidly, there is currently no accepted 
norm for it. The healthcare industry will need 
additional time and effort to fully deploy this 
technology due to the need for approved 
standards from the international bodies 
responsible for monitoring the standardization 
of all technologies [17]. 

• Infrastructure and Adoption: To facilitate 
blockchain's widespread use in healthcare, a 
need to build a solid infrastructure and work 
together across disciplines. Blockchain adoption 
could be slowed by the healthcare industry's 
historical reluctance to embrace new 
technologies [18]. 

• Technical Complexity: Implementing and 
maintaining a blockchain system calls for expert 
technical knowledge. Healthcare practitioners 
and administrators may lack the expertise 
essential to manage and debug blockchain 
systems successfully [19]. 
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1.3. Security in Electronic Health Records 
Using Genetic Algorithm (GA) 

In the broadest sense, EHRs are clinical 
information systems that gather, archive, and 
present electronic data in a longitudinal format 
during the provision of health care [20]. The majority 
of EHR usage at the user level is still concentrated 
on the billing process despite the widespread 
adoption of EHRs in hospitals and ambulatory care 
facilities. The primary purpose of most EHRs in the 
United States is billing, followed by clinical 
workflow and, increasingly, research [21]. The 
confidentiality and integrity of patient information 
make protecting EHRs a top priority in the 
healthcare industry. Due to the ever-changing 
nature of healthcare data and the ever-evolving 
nature of cyber threats, traditional encryption 
methods may not be able to keep up. This research 
suggests using GAs to increase EHR security and 
thereby address these issues. The goal of this study 
is to create a comprehensive solution for managing 
EHRs that uses GAs to optimize the trade-off 
between security and computing performance, 
considering evolving security needs. The study's 
novel methodology aids in the improvement of EHR 
security and further ensures the confidentiality of 
patient's medical records in today's increasingly 
digital healthcare system. Medical applications 
require efficient, safe, and adaptable access to 
healthcare resources. This makes it possible for 
devices with very dissimilar hardware and software 
features to communicate with one another in a way 
that is completely invisible to the user [22]. The 
diagnostic processes in healthcare revolve around 
medical pictures. They've given doctors a non-
invasive way to see patients and assess their 
diagnosis and treatment progress by looking at 
cross-sections of organs, tissues, bone, and other 
features [23]. With the advancements in ICT, it is 
now common practice to do tele-diagnostics, -
surgeries, and -consultations via the Internet. It is 
now crucial to protect sensitive patient information 
in medical photographs by ensuring their privacy, 
authenticity, and integrity [24]. 

There are many problems in this field. One of 
them is the technology known as cloud computing 
offers service assistance for the storing and 
analyzing of large amounts of data. The cloud is 
being used to store an increasing amount of data and 
apps, which enables access and exchange in real 
time. During the same period, a multitude of data 
protection and cloud data leaking vulnerabilities 
have been exposed. There are generally three 

significant trust hazards associated with using cloud 
computing platforms: 
• Loss of control- Users that save their 

information, code, and processes in the cloud 
would no longer have control over such items 
once they have uploaded them to distant 
servers. 

• Lack of transparency- Users of cloud computing 
has concerns about the manipulation of their 
privacy since they are unaware of the 
fundamental working mechanics of the service. 
This makes cloud computing seem to them like 
a black box. 

• Lack of clear security assurance- Even though 
most cloud service providers publish their 
Service Level Agreements (SLAs), in which they 
seek to demonstrate a certain level of adherence 
to service dependability, security, and privacy, 
the definitions included in SLAs are usually 
ambiguous and general.  

Hence, in this research, a novel model is designed 
for storing and managing healthcare data on cloud 
computing using blockchain technology and an 
optimized Genetic Algorithm (GA). The results that 
are obtained are quite promising. The following are 
the objectives of the research:  
• Evaluate the effectiveness of encryption 

techniques in securing electronic medical data 
by comparing encryption methods based on 
strength, efficiency, and resistance to potential 
attacks. 

• Enhance the security and integrity of medical 
data stored in a blockchain model through the 
implementation of advanced cryptographic 
algorithms.  

• Investigate the scalability and performance of 
the proposed system for handling electronic 
medical data to assess its ability to manage 
increasing data access requests and storage 
requirements.  

Assess the privacy and access control mechanisms 
of the proposed system, analyzing the effectiveness 
of authentication processes and access control 
measures to restrict access to authorized parties 
only. 

2. RELATED WORK 

This section presents a review of literature related 
to the topic of “Enhancing Security in Electronic 
Health Records using Genetic Algorithm-Driven 
Blockchain Encryption”. 

Hajian et al. (2023) [25] aimed to add to the 
existing body of knowledge by investigating the 
potential of blockchain to impact patients' 
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engagement with EHR systems. In addition, the 
endogeneity issues were tackled by employing a 
two-stage least-squares regression approach in this 
study. Both statistical and mathematical methods 
were used to arrive at these conclusions. The 
findings demonstrate how blockchain-based 
information systems might give patients more 
agency by giving them a sense of ownership over 
their medical records. 

Chelladurai et al. (2022) [26] stated that the goal of 
developing smart contracts on the blockchain is to 
meet the regulated needs of patients, doctors, and 
healthcare providers. The suggested solution 
intends to construct a smart e-health system by 
exchanging health information over a blockchain 
network. The suggested system's results reveal that 
blockchain technology boosts throughput and 
speed, reduces latency in the network, and requires 
fewer resources. 

Pang et al. (2022) [27] offered both attribute-based 
and multi-keyword encryption schemes for EHRs. 
To stop the Byzantine nodes from inserting 
themselves into the consortium blockchain, authors 
have created a Practical Byzantine Fault Tolerance 
consensus method (sc-PBFT) that can verify the 
status of each node. The experimental evidence 
demonstrates the superior handling capacity and 
decreased consensus delay of the proposed sc-PBFT 
method. 

Kaur et al. (2021) [28] provided a framework for 
utilizing the Internet of Things (IoT) in e-health that 
is both secure and energy-efficient. The 
experimental results show that the proposed 
method is superior to the current best practices in 
picture encryption. For this reason, the suggested 
framework can be utilized to safeguard data transfer 
in environmentally friendly IoT networks by 
encrypting and decrypting images at a much faster 
rate. 

Xiao et al. (2021) [29] introduce this study to 
improve model prediction accuracy. The authors 
propose mapping aspects of procedures, 
medications, and diagnoses from EHRs to Purified 
Protein Derivative (PPD) tensors and then training a 
convolutional neural network on those features. It is 
considered how these medical aspects interact with 
one another. Based on testing results, it appears to 
be able to greatly improve the efficiency of 
traditional machine learning-based models. 

Parah et al. (2020) [30] stated a method of 
concealing EHRs in medical photos that is both 
computationally efficient and safe is described for 
use in an IoT-driven healthcare system. The system 
is predicated on modular arithmetic and the Pixel 

Repetition Method (PRM). Based on the results of 
the experiments, the suggested system can provide 
a secure and large embedding capacity while 
preserving reasonable imperceptibility. 

Enaizan et al. (2020) [31] suggested an evaluation 
methodology for individual, security, and privacy 
factors that affect EMR adoption and use. The 
suggested paradigm is grounded in a multicriteria 
viewpoint developed with input from Malaysian 
healthcare experts. Findings from this study can aid 
makers of electronic medical record software by 
revealing areas of improvement. 

Guo (2020) [32] provides a hybrid architecture 
that utilizes both blockchain and edge nodes to 
improve EHR administration. Specifically, the 
author deploys a multi-authority attribute-based 
encryption (ABE) strategy to protect EHR data at the 
edge node and an attribute-based multi-signature 
(ABMS) scheme to verify user signatures without 
disclosing private information. The results 
demonstrated that the signature and verification 
times are constant at roughly 32 ms and 243 ms, 
respectively, regardless of the attribute length. 

Sun et al. (2020) [33] study reported that they 
developed a system for secure storing and effective 
distributing of electronic medical records in an IPFS 
storage environment using an attribute-based 
encryption system based on the ciphertext policy 
and blockchain technology. The selective security 
proof for the choice keyword attacks demonstrates 
that the technique is secure. The system is efficient 
and practical, as demonstrated by performance 
studies and simulated tests using real data sets. 

Tith (2020) [34] creates a method for EHRs to 
readily share patient information without the need 
for a centralized monitoring system. Use a 
consortium blockchain built on Hyperledger Fabric 
to create a distributed system that incorporates 
preexisting. The EHR address book is stored on a 
shared ledger amongst peer nodes. The outcomes 
proved the system's viability, showing how doctors 
can access patient records and ensure they have their 
patients' permission to do so. Medical history from 
other facilities can be transferred to a patient 
without any fuss. For auditing purposes, the ledger 
stores the access log in a transparent and immutable 
format. 

Nguyen et al. (2019) [35] presented a new 
framework for exchanging EHRs that utilizes 
blockchain technology and the distributed 
interplanetary file system (IPFS) in a mobile cloud 
environment. Build a reliable access control 
mechanism based on smart contracts to enable the 
safe exchange of EHRs between patients and their 
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respective healthcare providers. The empirical 
findings confirm that the idea offers a viable method 
for secure data transfers in mobile clouds, protecting 
personally identifiable health information from 
prying eyes. Lightweight access control design, low 
network latency, and high security and privacy 
levels are only some of how the current data-sharing 
models are shown to be outperformed by the system 
assessment and security analysis. 

Chen et al. (2019) [36] suggested A searchable 
encryption system for electronic health records 
(EHRs) based on the blockchain. For a data user to 
search for EHRs, an index is built using complicated 
logic expressions and stored on the blockchain. The 
data owners retain complete control over who has 
access to their EHR data, as only the index is 
transferred to the blockchain to permit propagation. 
Evaluations of the proposed scheme's performance 
and security have indicated its viability and efficacy. 
The confidentiality of patient's health information 
and other personal details stored in EHRs is at risk 
if data leaks occur. 

De Oliveira et al. (2019) [37] presented a 
blockchain-based method for securing EMR in 
healthcare applications with a focus on individual 
patients' sovereignty over their own data access. The 
plan encrypts EMRs in the blockchain, and the 
patient gives the decryption key only to reliable 
medical personnel. In a distributed peer-to-peer 
network, blockchain enables untrusted nodes to 
connect correctly and verifiably without the need for 
a trusted third party. Through simulations, 
researchers explore the scalability of the method. 
Since the quantity of the stored chain grows linearly 
with the total number of nodes within the network, 
the results suggest that it scales well. The results also 
show that, despite a rise in the total number of 
nodes, the time required to add a new EMR to the 
blockchain is surprisingly constant. 

Ying et al. (2018) [38] stated that the study is based 
on the proposal on CP-ABE to preserve the EHR 
system. The authors developed an algorithm that 
conceals the complete access policy and then 
recovers the concealed characteristics via the access 
matrix. The system was able to preserve policies and 
restore attributes with minimal overhead, as 
demonstrated by the evaluation results. 

Ramani et al. (2018) [39] provide a method for 
patients and healthcare providers to share data 
using easily and safely blockchain technology. The 
proposed method is secure enough to safeguard 
patients' personal information as well. The security 
research demonstrates that the method not only 
protects the system from common assaults but also 

prevents those attempts from succeeding. In 
addition, the suggested system's viability has been 
tested using an Ethereum-based implementation. 

3. RESEARCH METHODOLOGY 

The concept of designed architecture is examined 
in the context of research methodology. Initially, the 
electronic medical records are transformed into 
cipher text using GA. Then, the cipher text was 
chunked and stored in the Block and formed a 
blockchain model. Whenever a doctor or a patient 
sends a request to access the data, the authentication 
process is performed in which the public key of the 
doctor/ patient is verified, and if the identity is 
successfully verified, then the encrypted text is read 
and decrypted using the private key, and finally, the 
machine learning model is applied for the 
classification of the data, and then performance 
evaluation is performed for evaluating the 
performance of the designed architecture. 

3.1. Techniques Used 

In this section, various techniques are discussed 
which are used in the designing of the proposed 
architecture. 

 3.1.1. Blockchain  

Understanding a blockchain is like understanding 
state machines. In this design, a service oversees 
maintaining a certain state while clients perform 
operations to modify that state and provide results. 
A blockchain might mimic a "trusted" computing 
service by using a decentralized protocol 
maintained by nodes linked across the Internet. Each 
node has a vested interest in the output of the 
service, which it either generates or represents [40]. 

All the nodes want to keep the service running, 
but they don't have complete confidence in one 
another to do so. A permissionless blockchain, such 
as the one that underpins the Bitcoin 
cryptocurrency, allows anybody to run a node and 
join the network by providing proof of work and 
spending computing resources. A public blockchain 
is open to the public. Moreover, permissioned 
blockchains can employ their authentication and 
protocol, and they frequently function as a 
consortium with established identities. Blockchains 
that function under the public paradigm is unable to 
wield this control [41]. Figure 3 shows the workings 
of the blockchain. 

Using a GADBE system, blockchain technology 
can be used to improve the security of EHRs. The 
following scenarios call for this strategy: Immutable 
Tamper Resistant, Data Privacy, and Genetic 
Algorithm-Driven Encryption.
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Figure 3: Working on Blockchain [42] 

The following scenarios call for this strategy: 
• Immutable Tamper Resistant: There can be no 

changes made to blockchain data. The 
impossibility of tampering with or erasing data 
stored on a blockchain protects the accuracy of 
patient medical records. This is especially 
important in healthcare, where the repercussions 
of tampering with patient records could be 
devastating. 

• Data Privacy: In terms of data privacy and 
security, blockchain can be configured to meet a 
variety of needs. By using encryption and 
permission-based systems, authors may restrict 
access to health records and ensure that only 
authorized individuals or organizations have 
access to private patient information. 

• Genetic Algorithm-Driven Encryption: 
Encryption methods can be optimized with 
genetic algorithms for specific criteria like data 
safety and computing efficiency. As a result, it 
can be assured that the system employs a secure 
encryption method appropriate for medical 
records. 

Blockchain technology is based on a digital ledger 
or record of transactions that is maintained by itself 
rather than by any one person or group. This 
decentralized database maintains track of a growing 
list of data blocks that are all cryptographically 
linked. Depending on the contest regulations, each of 
these pieces might be considered a distinct 
submission [43]. 
3.1.2. Hyperledger 

Hyperledger Fabric is a blockchain platform 
designed for enterprises. It is a private network that 

only those with access to it may use. A user-defined 
smart contract might be run on its modular structure, 
which includes pluggable consensus mechanisms. 
There are also full security and authentication 
solutions available. Their basis is built on open-source 
software and industry-recognized standards. To 
promote blockchain technology, which has the 
potential to transform worldwide corporate 
operations, an open system architecture for 
distributed ledgers that can be utilized across sectors 
is being sought after and deployed [44]. 

The use of Hyperledger technology to increase the 
safety of Electronic Health Records (EHR) using 
Genetic Algorithm-Driven Blockchain Encryption 
provides several benefits and solves certain problems 
plaguing the healthcare sector:  

i. Decentralization: Hyperledger offers a 
distributed and decentralized framework. This is 
critical in the healthcare industry since it removes 
a potential vulnerability and safeguards sensitive 
information. Because every node in a network 
has a copy of the full blockchain, there is 
redundancy and resistance to attacks. 

ii. Interoperability: Hyperledger facilitates the 
sharing of data between various medical 
networks. This is crucial for EHR since it 
facilitates the safe transfer of information 
between various healthcare organizations 
without jeopardizing the accuracy of the data. 

iii. Data Privacy and Security: Hyperledger is a 
widely used open-source blockchain platform 
with a stellar reputation for safety. Hyperledger's 
use in EHR systems helps guarantee that 
sensitive patient information is kept safely out of 
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the wrong hands. The blockchain's immutability 
guarantees that information cannot be altered 
after it has been recorded, offering a robust 
safeguard against manipulation.  

The Linux Foundation's goal with the Hyperledger 

platform is to create a network in which commercial 
and corporate members collaborate on the 
development of blockchain infrastructure for use in 
global, real-time applications [45]. Features of 
Hyperledger are shown in Figure 4.

 
Figure 4: Hyperledger-based Enterprise Solutions [45] 

For a transaction to be processed on a platform 

that employs hyperledgers, the nodes must be able 

to communicate with one another securely and 

update their ledgers independently [46]. No 

information other than the amount transferred is 

available to a third party during a trade. 

3.1.3. Genetic Algorithm (GA) 

The term "block encryption" refers to the method 

by which equal-sized chunks of the input text are 

encrypted using a random selection mechanism. 

The length of the blocks is determined by the chosen 

length of the secret key, which in turn is determined 

by the selection of the secret key. Before beginning 

the encryption process, the client is given the option 

of selecting a key length size. This option controls 

how encryption keys are generated and how blocks 

are encrypted. In the absence of a user-specified key 

length size, a value determined by the parameters is 

used [47].  

The usage of a GA in combination with blockchain 

encryption to increase the safety of EHRs is a prime 

example of the potent combination of these two 

technologies. The use of GAs to improve EHR 

security using blockchain encryption involves 

several important considerations. Using the 

principles of natural selection as a model, GAs can 

optimize many encryption parameters, including 

key length, encryption algorithms, and settings, to 

strike a fine balance between security and 

performance [48]. By using GAs for key generation 

and administration, a new dynamic paradigm is 

introduced in which encryption keys evolve, making 

them more secure and resistant to attacks such as 

brute force. The overall safety of EHRs is improved 

by this method. 

Furthermore, GAs can improve blockchain 

transaction security by improving the transaction 

validation process, creating efficient consensus 

algorithms, and maintaining the blockchain's 

integrity and reliability to prevent tampering. 

Network intrusion detection systems built using 

GAs can learn and adapt to spot unusual activity on 

a network, protecting sensitive EHR data from 

prying eyes. In addition to improving the blockchain 

network's security, scalability, and efficiency, GAs 

can also be used to optimize consensus mechanisms, 

block validation algorithms, and network protocols, 

which further strengthens the network's ability to 

protect EHR data. 

As soon as the key length is established, the 

plaintext is transformed into binary and split into 

two halves, the right and left sides. Then, the local 

information-based method is used to produce the 

Encryption Key. Finally, the binary representation of 

the text is ciphered using the encryption key and GA 

operators. The ciphertext is created by recombining 

all the encrypted blocks. The steps in this procedure 

are as follows [49]: 
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Start 

1. Input text  
2. Optimal Key Size for Encryption.  
3. Limiting the size of the Block to the length of the 

Encryption Key.  
4. Change Text to Binary.  
• Letters in plaintext are translated into their 

corresponding ASCII codes.  
• Conversion into binary values of corresponding 

ASCII values utilizing the division remainder 
method.  

5. Separate the binary code into two halves.  
6. Create a key for encryption.  
7. With the Encryption key created in Step 6, 

combine the Right half generated in Step 5.  
8. Use Genetic Algorithm operators on the 

combined result from the previous stage. 

9. Combine this with the left side, which is made in 
Step 5.  

10. Ciphertext is the result. 

End 

Cryptographic hash functions are the source of the 
SHA definition. The suggested technique employs 

the robust SHA-384 in conjunction with the 384-bit 
block cipher algorithm, in which the intermediary 

hash value is encrypted utilizing a message block 
with a key obtained using the GA [50]. The hash 

function takes in the Block, and the keys, and the most 
recent hash value is tied to the one before it in a chain 
[51]. 

3.2. Proposed Methodology 

Figure 5 shows the designed architecture of the 

proposed model. 

 
Figure 5: Designed architecture of the proposed framework 
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3.3. Proposed Algorithm 

Start 

Input: 
Step 1: Data encryption for patients' electronic health 
records 
• Assume D represents a patient's electronic 

medical records. 
• Let it denote by E(D) the encrypted version of D, 

generated using a secure encryption technique. 
• Put E(D) in a secured place. 
Step 2: Apply the Genetic Algorithm and SHA-384 for 
EHR data encryption. 
Genetic Algorithm Loop: 
• Generate the initial population using 

`generate_population`. 
• Iterate through a specified number of generations 

(`num_generations`). 
• In each generation, evaluate the fitness of 

everyone using the fitness function. 
• Select the fittest individuals (F1, F2……. Fn) for 

reproduction using the selection function. 
• Create new child individuals (N1, N2……. Nn) 

through crossover and mutation. 
• Replace the old population with the new 

population. 
• Repeat the process for the specified number of 

generations. 
• Return Fittest Individual (F): 
• After all, generations are processed 
• Select the fittest individual (F) from the final 

population based on the fitness score calculated by 
the fitness function. 

Pass the Fittest Individual (F) to SHA-384: 
• Convert the fittest individual to a string 

representation using `str(token)`. 
• Encode the string as bytes using the UTF-8 

encoding (`encode('utf-8’) `). 
• Compute the SHA-384 hash of the bytes using the 

`sha384` function from the hashlib module. 
• Get the hexadecimal representation of the hash 

using `hexdigest () ` as the key. 
Step 3: Implement the Blockchain EHR system. 

• Key encryption Elliptic Curve Integrated 
Encryption Scheme using the recipient's public 
key. 

• Create a new block and include the encrypted key 
and any other necessary information. 

• Include the verified Block in the Blockchain 
ledger. 

Step 4: Data access request, verification, and 
authorization 
• Consider the request to be the user's request to 

access the data. Allow the user to be the logged-in 
user. 

• Go on to the subsequent stage. 
Output: 
Step 5: Verification of Authentic Person by Various 
Factors of Authentication 
• If any of the authentication Factors fail, terminate 

the algorithm. 
Step 6: Assuming the user is legitimate, decrypt the 
record. 
• Find the user's encrypted medical file and read it. 
Step 7: Information can be stored and retrieved. 
• Give the user a safe place to save and handle 

decrypted Data. 
• Allow users with varying degrees of access to 

search for and get the appropriate medical 
records. 

End 

4. RESULT AND DISCUSSION 

To evaluate the effectiveness of the EHRs sharing 
model with the anticipated access restriction, the 
author provides two use cases: one with allowed 
access and one without. The framework's purpose is to 
prevent unauthorized users from accessing the cloud-
stored EHRs while facilitating quick and easy retrieval 
by authorized users (such as medical staff). 

4.1. Signup Page 

The intuitive program makes it possible for anyone, 
even doctors who wish to access their patients' cloud-
based electronic health information, to create an 
Ethereum account and register with their information 
to interact with the blockchain (see Figure 6).

 
Figure 6: Signup Page 
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4.2. EHRs access results of an authorized user 

Once the cloud EHR administrator approves his 
request, he will launch a transaction to gain access to 

the EHRs by providing the patient's address, which 
will include the AreaID and PatientID, as shown in 
Figure 7.

 
Figure 7: Detail Entry 

The results of data access would subsequently be 
made available on the EHR system's interface (Figure 
7), which would be regularly updated. The doctor is 
then able to examine the patient with all their medical 

history at their fingertips and provide the best care 
possible. The cloud miner will now append the EHR 
access method to the blockchain, making it visible to 
all parties involved in the network.

4.3. Transaction record of authorized EHR access (see Figure 8 

 
Figure 8: Transaction record of authorized EHR access 

4.4. EHRs access results of an unauthorized user 

To establish if an unauthorized user has gained 

access, the smart contract will consult the access 

protocol's built-in policy list. Unauthorized requests 

of this nature are immediately blocked, and the 

offending records are deleted from the EHRs 

database; the requester is then notified via a warning 

notice (see Figure 9).
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Figure 9: Unwanted access 

4.5. Transaction record of unauthorized EHR access (see Figure 10) user 

 

Figure 10: Transaction record of unauthorized EHR access

4.6. Comparison Analysis 

Table I demonstrates the model's viability in real-
world usability settings; here describes and evaluates 

the proposed EHRs sharing system using several 
performance measures.

Table 1: The model's viability in real-world. 

 

Features Ying et al., [50] Ramani et al., [51] HER Sharing System 
Flexibility N N Y 
Availability N N Y 
Decentralized Access N Y Y 
Identity Management Y N Y 
User Authentication Y Y Y 
Integrity Y Y Y 
Data privacy Y Y Y 



33 ENHANCING SECURITY IN ELECTRONIC HEALTH RECORDS USING GENETIC ALGORITHM-DRIVEN 

SCIENTIFIC CULTURE, Vol. 12, No 4, (2026), pp. 21-35 

 

5. CONCLUSION 

In conclusion, there is significant potential in using 
a Genetic Algorithm-Driven Blockchain Encryption 
system to increase the safety of EHR. The results 
demonstrated the efficiency of the proposed strategy 
in maintaining confidentiality, trustworthiness, and 
simplicity of access to EHR data, which was 
emphasized in the introduction. Future steps in this 
investigation include perfecting the genetic algorithm 

for optimizing encryption processes, delving into 
other cryptographic methods, and designing a 
friendly interface so that this solution can be easily 
integrated into healthcare infrastructure. In addition 
to improving EHR security, expanding the 
framework to include cutting-edge technologies like 
the Internet of Things (IoT) and artificial intelligence-
based analytics creates the basis for a more complete 
and effective healthcare ecosystem. 
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