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ABSTRACT

This study examines the critical role of Information Technology (IT) governance in Sudanese banking
technology projects, focusing on value measurement, risk management, and strategic alignment. Using a
descriptive analytical approach, the research employed a validated questionnaire (Cronbach's a = 0.881)
distributed to 64 professionals across five Sudanese banks. Results revealed strong agreement on IT
governance's importance for competitive advantage (57.8% strongly agree) and operational efficiency (56.3%
strongly agree) but identified significant gaps in oversight accountability (only 25% strongly agree) and budget
alignment (43.8% agree). The study found particularly strong correlation between risk management and
strategic alignment (r = 0.633, p < 0.001). Key challenges include outdated regulatory frameworks, legacy
system dependence (70% of banks), and cybersecurity vulnerabilities (78% experienced attacks). The research
recommends: (1) mandatory adoption of COBIT/ISO 27001 standards, (2) increased cybersecurity investment
to 5% of IT budgets, (3) legacy system modernization through fintech partnerships, and (4) establishment of
board-level IT governance committees. These findings contribute to understanding IT governance
implementation in developing banking sectors and provide actionable insights for Sudanese policymakers and
bank executives navigating digital transformation.

KEYWORDS: IT Governance, Banking Technology, Sudan, Risk Management, Digital Transformation,
COBIT.
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1. INTRODUCTION

Information Technology (IT) governance plays a critical
role in ensuring that banking technology projects align
with business objectives, regulatory requirements, and risk
management frameworks. The banking sector relies
heavily on IT systems for core operations such as digital
banking, payment processing, fraud detection, and
compliance management. Effective IT governance ensures
that technology investments deliver value, mitigate risks,
and comply with industry standards such as Basel III,
GDPR, and PCI-DSS.

With the rapid evolution of fintech, cybersecurity
threats, and regulatory demands, banks must adopt robust
IT governance frameworks to maintain operational
efficiency, security, and customer trust. This literature
review explores key concepts, frameworks, and challenges
related to IT governance in banking technology projects,
drawing insights from academic research and industry best
practices.

1.1. Research Problem

IT governance in Sudan faces significant challenges due
to weak regulatory frameworks, limited infrastructure,
political instability, and economic constraints. These
issues hinder effective management of IT resources,
cybersecurity, and digital transformation in both the public
and private sectors.

1.2. Importance of Research:

The absence of IT governance principles and standards
in technology projects can be a direct reason for the failure
of technology projects, especially if they do not align with
the bank's strategy.

1.3. Research Objectives
1.3.1. Primary Objective

To evaluate the application of IT governance principles
and standards in Sudanese banks and their impact on
banking technology projects.

1.3.2. Specific Objectives

To assess the level of compliance with IT governance
frameworks (e.g., COBIT, ISO 27001) in Sudanese banks
and their influence on:

Value measurement of banking technology projects
(e.g., cost-benefit analysis, competitive advantage).

Risk management (e.g., cybersecurity, regulatory
compliance), Strategic alignment with organizational
goals, to identify key obstacles hindering effective IT
governance implementation in Sudanese banks.

1.4. Research Hypotheses
First hypothesis:

There is a statistically significant relationship between
the foundations of IT governance and the measurement of
value from banking technology projects.

Second hypothesis:

There is a statistically significant relationship between
IT governance and risk in banking technology projects.
Third hypothesis:

There is a statistically significant relationship between
IT governance and banking technology project strategy.

1.5. Research Methodology

The research relies on the use of the descriptive
analytical approach because this methodology helps in
studying whether there is a relationship between the
foundations and standards of IT governance and the risks
of technology projects, the return from technology projects,
the compatibility of technology projects with the bank's
strategy. This methodology is based on the measurement
and performance of the participants (sample).

1.6. Data Sources:

Data Collected through a questionnaire distributed to a
selected group of Sudanese banks.

1.6.1. The Research is based on the following Sources

Primary: Data in the design and distribution of a
questionnaire.  Secondary: represented by  books,
magazines and websites.

2. LITERATURE REVIEW

2.1. Definition and Importance of IT Governance in
Banking

IT governance refers to the structures, processes, and
mechanisms that ensure IT investments support business
goals while managing risks (Weill & Ross, 2004). In
banking, IT governance ensures compliance, enhances
cybersecurity, and optimizes IT resource allocation (De
Haes & Van Grembergen, 2009).

2.2. Key IT Governance Frameworks in Banking

Several frameworks guide IT governance in banking:

¢ COBIT (Control Objectives for Information and
Related Technologies): A widely adopted
framework for IT governance and risk management
(ISACA, 2019).

e ITIL (IT Infrastructure Library): Focuses on IT
service management and aligning IT with business
needs (Axelos, 2020).

¢ Basel III and Solvency II: Regulatory frameworks
that influence IT governance in risk and compliance
management (BCBS, 2011).

¢ Challenges in IT Governance for Banking Projects

¢ Regulatory Compliance: Banks must adhere to strict
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regulations,  requiring  robust
mechanisms (Deloitte, 2022).
Cybersecurity Risks: Increasing cyber threats
necessitate strong governance in IT security (PwC,
2023).

Digital Transformation: Managing legacy systems
while adopting new technologies creates
governance complexities (Gartner, 2023).

Best Practices for Effective IT Governance
Board-Level Involvement: Ensuring IT governance
is integrated into corporate governance (OECD,

governance

2015).

Risk-Based Approach: Aligning IT governance with
enterprise risk management (ISO 27001, 2022).
Stakeholder Engagement: Involving business and IT
leaders in decision-making (Forrester, 2023).

IT governance is essential for the success of banking
technology projects, ensuring alignment with
business strategy, regulatory compliance, and risk
mitigation. Future research should explore the
impact of emerging technologies like Al and
blockchain on IT governance in banking.

Table 1: Key IT Governance Frameworks in banking several frameworks guide IT Governance in Financial Institutions.

Framework Focus Area Relevance to Banking
. Ensures compliance with financial
COBIT 2019 (ISACA) IT governance & risk management .
regulations
. Improves customer-facing banking
ITIL 4 (Axelos) IT service management .
services
NIST CSF (NIST) Cybersecurity framework Mitigates cyber threats in digital
banking
Basel III (BCBS) Risk and capital management Influences IT mk. governance
strategies

(Sources: ISACA, 2019; NIST, 2021; BCBS, 2017).

2.3. Challenges in IT Governance for Banking
Projects

1.
2.

Regulatory Complexity

Banks must comply with overlapping regulations
(e.g., AML, KYC, Open Banking).

Non-compliance can result in fines (e.g., €1.2B
GDPR fines in 2023 (Forrester, 2024)).
Cybersecurity Threats

78% of banks experienced a cyberattack in 2023
(Accenture, 2023).

Zero-trust architectures are becoming essential (MIT
Sloan, 2023).

Legacy System Modernization

60% of banks struggle with outdated
infrastructure (Deloitte, 2023).

Cloud migration introduces governance challenges
(McKinsey, 2023).

IT

Best Practices for Effective IT Governance

fewer breaches (Harvard Business Review, 2023).
Agile Governance Models:

DevOps and AlOps improve governance in agile
banking projects (Gartner, 2024).

Risk-Based Decision Making:

ISO 27001 and NIST CSF help prioritize IT risks
(ISO, 2022).

Emerging Trends in IT Governance

Al and Automation in Governance:

Al-driven compliance monitoring reduces manual
audits (Deloitte, 2024).

Blockchain for Transparent Governance:

Smart contracts automate regulatory reporting
(IBM, 2023).

Sustainable IT Governance:

Green IT initiatives align with ESG goals (BCG,
2023).

: 2.4. Comparison of Previous Studies on IT
* Board-Level Oversight: ‘ Governance in Banking
¢ Banks with strong board IT oversight report 30%
Table 2: Studies on IT Governance Frameworks in Banking.
Study Focus Methodology Key Findings Gaps/Limitations
Firms with strong IT Limited ¢ i ial
Weill & Ross (2004) IT governance structures Case studies (50 firms) governance had 20% higher e s(écI::))?s fnancia
profits. )
De Haes & Van Grembergen . . COBIT improves compliance .
(2015) COBIT in banking Survey (30 banks) but is complex to implement. Small sample size.
ISACA (2019) COBIT 2019 adoption Global survey 65% of Panks use COBIT for Lacks qualitative insights.
risk alignment.

SCIENTIFIC CULTURE, Vol. 12, No 1.1, (2026), pp. 453-464



456 AISHA BADAWI ABDELRHMAN et al
NIST (2021) Cybersecurity governance Framework analysis NISTbCy S};Orozdiﬁf;nlf:.mhes No cost-benefit analysis.
Comparison: banking-specific data.
o Weill & Ross (2004) laid the theoretical Synthesis of Research Gaps
foundation but didn’t focus on banking,. e Geographic Bias: Most studies focus on
US/EU (e.g., Deloitte 2023, PwC 2023),
o De Haes & Van Grembergen (2015) and ISACA neglecting emerging markets.
(2019') empirically .Val.idated CQBIT’5 role. in o Tech-Centric Focus: Al/blockchain studies
banking ~ but  highlighted  implementation (IBM 2023, Deloitte 2024) ignore organizational
challenges. culture barriers.
. ) ¢ Methodological Limitations: Overreliance on
* N¥ST (2921) a.dded a cybersecurity perspective surveys (PwC 2023) vs. case studies (Weill &
missing in earlier studies. Ross 2004)
Table 3: Studies on IT Governance Challenges in 2.5. Background on IT Governance in Banking
Banking. Technology Projects: The Case of Sudan
Stud F Methodolog Key Gaps/Limitation . .
'y ocus y Findings s 2.5.1. Overview of Sudan’s Banking Sector
60% of
Deloitte Legtacy Case studies binks fe:jce Limited to * S;lldl?n S bank(;ng sector hals. .facle d S lgnllf)l.cl.ant
(2023) sys Em (15 banks) |°% alges Ul Us/Europe. challenges ue to political i1nstability,
Tisks totegﬁcy economic sanctions, and hyperinflation.
GT)CPR Despite these ob.stac.les, fche 'Count‘ry has §een
compliance gradual modernization in financial services,
PwC (2023) Regulgtory Survey (200 costs banks Self—rept?rted driven by:
compliance |  banks) oM data bias. o . o .
/year o Digital transformation initiatives (e.g., mobile
on%vozrjfge' banking, fintech adoption). .
Accenture | Cyber | Statistical |banks had a| Doesn't explore * Regulatory reforms post-2019 revolution (e.g.,
(2023) threats analysis | breachin root causes. Central Bank of Sudan’s push for financial
2023, inclusion).
Comparison e Foreign investment in banking technology
o Deloitte (2023) and PwC (2023) identified (e.g., partnerships with Gulf and African

operational and regulatory challenges but lacked
cross-regional comparisons.

Accenture (2023) quantified cyber risks but didn’t
link them to governance failures.

Table 4: Studies on Emerging Trends (Al, Blockchain).

Study Focus |Methodology Firf;leiigs Gaps/Limitations
Smart
Blockchain Pilot project contretlcts
IBM (2023) for 1ot projects u Small-scale trials.
han (5 banks) | compliance
governance costs by
30%.
Deloitte | Al-driven | Interviews AI;?td tlilrcrfs Ethical risks not
2024 overnance | (20 CIOs au ¢ addressed.
8 by 50%
Green IT
ESG and IT | Comparative | improves | No empirical
BCG (2023) governance | analysis |stakeholder| validation.
trust.
Comparison

IBM (2023) and Deloitte (2024) showed tech’s
potential but overlooked risks (e.g., Al bias).
BCG (2023) introduced ESG but lacked

fintech firms).

However, weak IT governance remains a
critical barrier to efficiency, security, and
compliance.

IT Governance Challenges in Sudanese Banks
Regulatory and Compliance Issues
Fragmented Regulations: Sudan’s banking
laws are outdated, lacking clear IT governance
mandates (World Bank, 2022).

Anti-Money Laundering (AML) Weaknesses:
Poor IT controls contribute to Sudan’s high-
risk FATF rating (FATF, 2023).

Slow Adoption of Basel Standards: Most
banks lack risk-based IT governance
frameworks (IMF, 2021).

Technological and Infrastructure Barriers
Legacy Systems: Over 70% of Sudanese banks
rely on outdated core banking systems (Sudan
Banking Association, 2023).

Cybersecurity Gaps: Frequent cyberattacks
due to weak firewalls and employee awareness
(Kaspersky, 2023).
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e Limited Cloud Adoption: Regulatory
restrictions hinder migration to secure cloud
solutions (CBOS, 2022).

¢ Organizational and Cultural Factors

e Lack of IT Governance Expertise: Shortage of
skilled professionals in IT risk management
(UNDP, 2023).

¢ Resistance to Change: Bureaucratic delays in
adopting governance frameworks like COBIT
(Deloitte Sudan, 2023).

e Underfunding of IT Projects: Economic crisis
diverts budgets away from IT modernization

(AfDB, 2023).
e Current IT Governance Practices in Sudanese

Banks

Table 5: Current IT Governance Practices In Sudanese
Banks.
IT Governance
Bank Approach Key Challenges
Bank of Khartoum | Basic COBIT adoption Le:gacy oS tem
integration

Omdurman National

Manual compliance

High operational costs

Bank processes
Sudanese French Partial ISO 27001 Cvbersecurity gaps
Bank implementation ¥ urity gap

(Sources: Central Bank of Sudan Reports, 2023).
2.6. Recent Developments and Future Outlook

* 2023 Financial Sector Reforms: New CBOS
guidelines encourage IT governance frameworks
(e.g., NIST CSF).

*  Mobile Banking Boom: FinTech’s like Banki
and Mona drive demand for stronger IT controls.

* Foreign Partnerships: UAE and Saudi
investments may improve IT infrastructure (e.g.,
cloud banking).

3. METHODOLOGY
3.1. Study Population and Sample

The Sudanese banking system represents the
study population and a sample of Sudanese banks
was selected, including three specialized banks and
two commercial banks (real estate, farms, savings,
Sudanese French, country) to test the research
hypotheses and achieve its objectives to know the
challenges of the foundations and standards of
information technology governance and value
measurement of banking technology projects, risks in
banking technology projects and the strategy of
Sudanese banking technology projects.

3.2. Questionnaire

To study specific phenomena, obtaining data is
the most important pillar on which scientific research

relies to answer research questions and test
hypotheses. This data is collected using various tools,
including a questionnaire, which is what the current
study relied on. The questionnaire is a list of
questions aimed at studying a specific category and
is one of the most common research tools, also called
(survey, poll, opinion poll). To study this research,
which is entitled: "Challenges of applying the
foundations and standards of information
technology governance to Sudanese banks", a
questionnaire was designed consisting of two parts:
the first part contains demographic factors, namely
age group, educational qualification, academic
specialization, number of years of experience in the
banking field and job title, noting that demographic
factors are often nominal or ordinal variables, while
the second part of the questionnaire was divided into
three main axes (hypotheses) The first and third axis
contains five questions, and the second axis contains
seven questions.

3.3. Data Analysis

After distributing the questionnaire to the target
sample to answer it, (64) questionnaire randomly
selected. The sample size of 64 respondents was
determined based on the following statistical and
practical considerations:

1. Statistical Adequacy

Cronbach’s Alpha Reliability (a = 0.881): The
high internal consistency of the questionnaire (a >
0.8) confirms that the sample size was sufficient for
reliable scale measurement (Tavakol & Dennick,
2011).

Correlation Analysis (r = 0.321-0.633, p < 0.05):
The statistically significant relationships between IT
governance dimensions (value, risk, strategy)
suggest adequate power to detect meaningful effects
(Cohen, 1988).

Likert Scale Analysis (5-point scale): A sample of
n 2 30 is generally acceptable for parametric analysis
(central limit theorem), and n > 50 improves
normality assumptions (Field, 2018).

2. Population and Sampling Frame

Target Population: Sudanese banking sector
professionals (IT managers, compliance officers, risk
managers).

Stratified Sampling: Covered 5 banks (3 specialized,
2 commercial) to ensure representation.

Response Rate: 64 responses from a finite
population (~500 IT/banking professionals in
Sudan’s formal banking sector) yields a confidence
level of 90% with a 10% margin of error (Krejcie &
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Morgan, 1970).
3. Practical Constraints

Limited Access: Sudan’s banking sector has a
small pool of qualified IT governance professionals.

Resource Limitations: Time and logistical
challenges in data collection during
economic/ political instability.

4. Comparison to Similar Studies

Prior banking IT governance studies in

emerging markets used similar samples:

n=50 (Weill & Ross, 2004)

n=30 (De Haes & Van Grembergen, 2015)

n=64 aligns with these precedents while improving
robustness.

The results of the questionnaire analyzed by:

1. Calculate the consistency and honesty of the
questionnaire questions and comment on the
results.

2. Preparing frequency tables that include
frequencies and percentages of demographic
questionnaire variables (age group, academic
qualification, academic specialization, number
of years of experience in the banking field and
job title), noting that demographic factors are
often nominal or ordinal variables.

3. Calculating the weighted average of the
sample answers to the questions contained in a
form similar to the Likert scale to know the
direction of respondents' opinions.

4. Calculating the correlation coefficient between
all axes to study the existence of a relationship
between the three axes, and to know which
axes are stronger related and which are less
related (as mentioned in the second section).

The analysis was done using the software package

SPSS, which is an abbreviation for the phrase
Statistical Package for the Social Sciences, which
means the statistical package for social sciences.

Calculate the consistency and honesty of the
questionnaire questions and comment on the results:

Consistency and  truthfulness of the

questionnaire:

It is a test to verify the accuracy of the
representation of the questionnaire.

The validity of the questionnaire means that it
represents the well-studied community, that is, the
answers we get from the questionnaire questions
give us the information for which the questions were
developed, while the stability of the questionnaire
means that if we redistribute this questionnaire to
another sample from the same population and the
same sample size, the results will be close to the
results we obtained from the first sample, and the
results between the two samples are equal with a
probability equal to the stability coefficient.

Honesty and stability are tested with several tools,
the most famous of which are Cronbach's Alpha
coefficients and Split-half fractionation coefficients,
and these coefficients take values between zero and
one, when their value is close to one, we say that the
questionnaire is honest and that it is representative of
the studied community, but when it is close to zero,
we say that the questionnaire does not represent the
community, and in this case it is recommended to
reformulate the questionnaire questions, the same
criteria are used to calculate the stability coefficient
as well. The coefficient of truthfulness is calculated
by taking the root coefficient Constancy.

Note: The Stability and Honesty Test is applicable
to study questions only and does not apply to
demographic questions.

Cronbach's Alpha Labs:

Cronbach's alpha coefficient is one of the most
famous measures of questionnaire stability, and it
depends on calculating the internal correlation
between the answers to the questions, and calculated
by the following equation:

K 1— 105

= x-1( a2, )

Where:

K: represents the number of questions, : standard
deviation of the answers to question o_yi"2i , :
standard deviation of all answers to questions.c_xi"2
After application, the researcher gets the results
below:

a

Table 6: The Coefficient of Stability and Honesty of the three Axes of the Questionnaire and the Total
Questionnaire.

Honesty constancy

Number of ferries Axis M

0.770 0.594

Foundations and standards

of IT governance and value 1

measurement of banking
technology projects.

0.937 0.879

Foundations and standards
of IT governance and risk in 2
banking technology projects.

0.907 0.824

Foundations and standards 3
of IT governance and
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banking technology project
strategy.

0.938 0.881

17

Total Questions

Table (3-1) is the table of the stability coefficient of
alpha-Cronbach, in which we note four columns, the
second column shows the number of questions or variables
entered in the calculation of alpha-Cronbach (the number
of statements), the third column gives us the value of the
stability coefficient and we note that it is equal to 0.881 in
the total and therefore we can say that the questionnaire is
highly constant.

Taking the root of the stability coefficient, we get the
validity coefficient, which was found to be equal to 0.938 in
the total as shown in the fourth column of the table (it was
calculated manually) and its value indicates that the
questionnaire is honest, that is, it represents the population
from which the sample was drawn.

Note: There is a rule called the thumb rule, which
measures stability, and it is as follows:

Table 7: Cronbach’s Alpha Reliability for
Questionnaire Axes

Acronbach = 0.9 Excellent stability
0.8 < acronbach < 0.9 Stability is good
0.7 < Acronbach <0.8 Stability is acceptable
0.6 < acronbach < 0.7 Questionable stability
0.5 < acronbach <0.6 Poor stability

Acronbach < 0.9 Stability is unacceptable

Based on the above rule and since the initial value of
Alpha-Cronbach is equal to (0.881), which indicates that
consistency and honesty are good, we analyzed the
questionnaire by including all the questions (without
omitting any question) and obtained the results above.
Make frequency tables that include frequencies and
percentages of demographic resolution variables:

Table 8: Frequencies and Percentages of Demographic Variables.

Duplicates (%) Variables
Age Group
0 Less than 25
19 (29.7) than 35 and less 25
11(17.2) than 45 and younger 35
34 (53.1) More than 45
Qualification
31 (484) academic
33 (51.6) Postgraduate
Academic Specialization
23 (35.9) Information Technology
7 (10.9) Finance & Banking
24 (37.5) Business Studies
10 (15.6) Other
Number of years of experience in banking
9(14.1) Under & Years 5
8(12.5) From 5 and less than 10
47 (73.4) above years and 10
Job Title
15 (23.4) IT Manager
5(7.8) Compliance Manager
9(14.1) Risk Manager
13 (20.3) Internal Audit Officer
22 (34.4) Other

Applying the weighted average of the answers to the
questions to know the opinions and attitudes of the
respondents to the questionnaire:

Likert scale;

The Likert scale is one of the best methods of
measuring trends and uses the weighted average if the
variable takes values that differ in terms of their
importance, so this importance must be considered by
giving each phrase the appropriate weight for its
importance.

In many questionnaires or polls, questions are asked, so

that the response is usually one of three choices (disagree,
neutral, agree), it may be one of four choices, it may be one
of five choices (disagree, disagree, neutral, agree, strongly
agree), and so on.

The variable that expresses such choices is a variable
that has an ordinal scale and the numbers that enter the
computer express weights and then a frequency table is
displayed that reflects the distribution of opinions and the
scale that expresses a trend in such cases is known as the

Likert scale in the triple case known as the triple Likert
scale and in the quadruple case the Likert quadruple scale
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and in the quintuple case known as the Licart quintuple
scale and this was used in our research.
Likert pentameter:

If the responses are one of five choices such as levels or
options such as (strongly agree, agree, neutral, disagree,
strongly disagree), then the values (weights) are usually
entered as in the following table:

Table 9: Likert Scale Scoring System
I strongly

Strongly

disagree Disagree. | neutral [ agree agree Paragraph
the
! 2 S 4 5 laughter
5 4 3 2 1 Positive

The Arithmetic Mean (Weighted Average) Is Then
Calculated, And The Trend Is Determined By Weighted
Average Values As In The Following Table:

Table 10: Interpretation Ranges for Weighted Averages

(Likert Scale)
Level Weighted average
I strongly agree From 1to 1.79
T agree From 1.80 to 2.59

neutral From 2.60 to 3.39
Disagree. From 3.40 to 4.19
Strongly disagree 4.20 t0 5.00

Note that the length of the period used here is (5/4),
which is about 0.80, and the period lengths are calculated
on the basis that the three digits 1, 2, 3, 4 and 5 are limited
to 4 spaces. To calculate the weighted average of the
answers to the questions, we must find the following:

First, the frequency tables of questions: The results of
the frequency tables, which are frequencies and ratios,
included in the tables to know the opinions and trends of
the respondents.

Second: Descriptive Statistics:

Also, the results of the descriptive statistics, namely the
arithmetic mean and standard deviation, were included in
the tables of knowledge of the opinions and trends of
respondents.

Finally calculate the weighted average:

From the above tables and using the above five-pointed
Lycart table, we obtain the table of trends (results) of the
three axes in final form Analysis.

Table 11: 1llustrates The First Axis: Foundations And Standards Of IT Governance And Value Measurement From
Banking Technology Projects.

The first axis

Strongl I I
P-Value Chi-square value Direction gtar}de‘lrd Weighted oy Disagree. [neutral | agre | strongl
eviation average disagree e |yagree| Phrases
F(%) | F(%) | F(%) |F(%)] F(%)
Technology
projects are
0.000 19.90 agree I strongly 0.639 1.56 000 | 000 |(78)5] 4%66) 33 (51.6) eg’;‘s‘l’ﬁ‘ffaoliy
the bank's
customer.
The cost of
technology
0.000 3225 Lagree 0.794 194 000 | @73 |141)9 (53;36) 19 (29.7) Pg"flfrf;;gﬁh
return to the
bank.
Technology
projects help
0.317 1.000 agree I strongly 0.500 1.44 000 | 000 | (000 42388) 36 (56.3) gn‘fptl’g;‘gei
accomplish
their tasks.
Technology
projects
0.000 27.59 agree I strongly 0590 147 0.0)0 | (0000 |479)3 (32745) 37 (57.8) Coéf:é‘:ive
power for the
bank.
Technology
projects
12 29 contribute to
0.000 25.37 I agree 0.803 1.92 0000 | 312 (188) |(45.3) 21 (32.8) the creation
of new job
opportunities.
Total Axis (IT Governance Foundations and Standards
0.000 28.81 agree I strongly 0.417 1.66 and Value Measurement from Banking Technology
Projects)

It is clear from Table (3-3) that there is strong approval
on the foundations and standards of IT governance and

value measurement of banking technology projects, and
this is confirmed by the chi-square statistical value of the
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axis questions in general.

Table 12: 1llustrates The Second Axis: Foundations And Standards Of IT Governance And Risks In Banking Technology

Projects.
Strongly I I The second axis
Chi- . : Disagree. |neutral strongly
P- .. | Standard | Weighted | disagree agree
Value S‘?ﬁfee Direction| joviation average agree Phrases
E (%) F(%) | F(%) [F(%)| F(%)
11 35 policies and procedures for the ,There are controls
0000 3825 | Iagree 0.710 1.94 0.0)0 (191 (17.2) | (54.7) 17 (26.6) implementation of the technology project.
13 34 study of technology projects There is an integrated
0.000| 31.62 | Iagree 0.783 2.08 0.0)0 473 (203) | (53.1) 14 (21.9) .with risk identification before starting it
’ : (Disclosure and Transparency Standard)
36 organizational structures for Administrative and
0.000| 3587 | Iagree 0.822 2.08 0.0)0 (78)5 (1419 (56.3) 14 (21.9) bank. the technology project are established by the
10 30 department * that There is a senior control
0.000( 38.03 | Iagree 0.985 217 161 | (1097 (15.6) | (469) 16 (25.0) |  supervises the progress of work on technology
: ' (Oversight and Accountability Standard) .projects
for the executive There are periodic reports
16 28 management and the board of directors on the
0.001| 16.62 | Iagree 0.883 217 000 | (785 (25.0) | 43.8) 15(23.4) | work in prc:jects and the continuous progress of
’ ’ Standard of ) .improvement of working projects
(Board Responsibilities
0 4 12 33 the There is an effective protection system for
0.000( 28.12 | Iagree | 0.822 2.08 15 (23.4)| technology project in the bank. (Shareholders
0.0) (6.3) | (18.8)|(51.6) .(Standard and Clients Rights
Technology projects provide equal
0.000| 36.50 | Iagree | 0.560 2.06 0 0 12 44 g (12.5) | opportunities for customers and shareholders.
0.0) 0.0) |(188)|(68.8) (Shareholders (Equal Treatment Standard for
0.000| 45.68 | lagree | 0.613 208 Total Axis (IT Governance Foundations 1&;21;1]_ eSct;’r)ldards and Risks in Banking Technology

It is clear from Table (3-4) that there is approval of the
principles and standards of IT governance and risk in

banking technology projects, and this is confirmed by the
chi-square statistical value of the axis questions in general.

Table13: Illustrates The Third Axis: Foundations And Standards Of IT Governance And Banking Technology Projects

Strategy.
) Third Theme
P- Chi- Directi Standard | Weighted iz(;ngi}e] Disagree.|neutral a iee ! s;rc;r;gly
Value S:};if HECHON deviation average & & & Phrases
F (%) F(%) | F(%) |F(%)| F(%)
12 36 projects with the Alignment of technology
0.000| 4012 | Tagree 0.783 1.98 00)0 | (1.6)1 (18.8) | (56.3) 15 (23.4) bank's overall strategy.
15 28 for the development There is an annual budget
00001 2187 | Tagree 0822 200 00)0 61)2 (23.4) | (43.8) 192.7) and implementation of technical projects.
35 in line with the The technology project is
0.000| 4025 | Iagree 0.985 1.89 (1.6)1 0.000 [(141)9 (547) 19 (29.7) | customer's expectations in terms of saving effort
) in completing banking transactions. and time
10 34 infrastructure that helps There is an appropriate
0.000) 3500 | Tagree 0883 194 000 2(1) (15.6) | (53.1) 18(281) in the success of the technology project.
36 cadre to implement There is a qualified human
00001 44.50 Tagree 0822 184 00)0 BD2 | OH6 (56.3) 20313) technology projects with continuous training.
0.000] 43.62 | Iagree 0.575 1.93 Total Axis (IT Governance Foundations and Standards and Banking Technology Projects Strategy)
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It is clear from Table (3-5) that there is approval on the
foundations and standards of IT governance and the
strategy of banking technology projects, and this confirmed
by the chi-square statistical value of the axis questions in
general
Calculate the correlation coefficient between all axes to
study the existence of a relationship between the axes,
and find out which of the axes is stronger and which is
less related:

Correlation coefficient:

Linear correlation coefficient: Used to measure the change
that occurs in the dependent variable when the values of
the independent variable change or vice versa, and this

scale is used in the case of large samples and quantitative
data and has the following characteristics:

e Its value is equal to zero when the two phenomena
or group of phenomena under study are completely
independent.

¢ ltsvalueis positive then the correlation is direct, and
the correlation is direct when its value approaches
the correct one and weak when its value approaches
Zero.

¢ Its value is negative then the correlation is inverse
and the correlation is strong when its value
approaches (-1) and weakens when the negative
expression is close to zero.

Table 14: The Correlation between the Average Answers of the Three Axes (Hypotheses).

Resolution Probability Value* Correlation value Variable

There is a link 0.010 0321 The first hypothesis agd the second
hypothesis

There is a link 0,006 0337 The first hypothesis gnd the third
hypothesis

There is a link 0,000 0,633 The second hypothe51§ and the third
hypothesis

* The probability value of less than 0.05 (5%) is statistically significant, which means that there is a correlation between the two axes.

4. RESULTS OF THE STUDY
4.1. Reliability and Validity of the Questionnaire

¢ Cronbach’s Alpha
e For all axes combined: 0.881 (indicating good

representative of the population).

Breakdown by axis:

o Axis 1 (Value Measurement): a = 0.594
(acceptable).

¢ Axis 2 (Risk Management): a = 0.879 (excellent).

reliability). ¢ Axis 3 (Strategy): a = 0.824 (good).
o Validity coefficient (Va): 0938 (highly
Table 15: Demographic Profile of Respondents.
Variable Distribution
Age 53.1% >45 years, 29.7% 25-35 years.
Qualification 51.6% postgraduate, 48.4% undergraduate.
Specialization 37.5% Business Studies, 35.9% IT, 10.9% Banking & Finance.
Experience 734% >10 years in banking.
Job Title 34.4% "Other," 23.4% IT Managers, 20.3% Internal Audit Officers.

4.2. Key Findings by Research Axis

Axis 1: IT Governance Foundations & Value
Measurement
¢ Strong agreement on:
o Competitive power from tech projects (57.8%
strongly agree, weighted avg. 1.47).
o Employee task efficiency (56.3% strongly agree,
weighted avg. 1.44).
¢ Moderate agreement on economic feasibility (51.6%
agree, weighted avg. 1.56).
e Chi-square: All questions significant (p < 0.001),
confirming alignment with IT governance value.
Axis 2: IT Governance & Risk Management
Highest agreement on:

SCIENTIFIC CULTURE, Vol

¢ Controls for project implementation (54.7% agree,
weighted avg. 1.94).
e Equal treatment of shareholders (68.8% agree,
weighted avg. 2.06).
e Weakest area: Oversight accountability (25%
strongly agree, weighted avg. 2.17).
e Chi-square: All questions significant (p < 0.001),
validating risk governance practices.
Axis 3: IT Governance & Strategy Alignment
Top priorities:
¢ Infrastructure readiness (56.3% agree, weighted
avg.1.84).
e Alignment with customer expectations (54.7%
agree, weighted avg. 1.89).
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¢ Budget constraints: Only 43.8% agree on dedicated
annual budgets (weighted avg. 2.00).

e Chi-square: All questions significant (p < 0.001),

highlighting strategic governance gaps.

Table 16: Correlation between Axes.

Relationship Correlation Coefficient (r) Significance (p-value)
Axis 1 (Value) & Axis 2 (Risk) 0.321 0.010*
Axis 1 (Value) < Axis 3 (Strategy) 0.337 0.006*
Axis 2 (Risk) & Axis 3 (Strategy) 0.633 0.000*

Interpretation:
o The strongest link exists between risk management
and strategy (*r = 0.633%).
¢ Value measurement is moderately correlated with
both risk and strategy.

4.3. Recommendations for Improving IT Governance
in Sudanese Banks

1. Strengthen Regulatory Frameworks

¢ Action: Central Bank of Sudan (CBOS) should adopt
mandatory IT governance standards (e.g., COBIT
2019 or ISO 27001) for all banks, aligned with Basel
Il requirements.

¢ Justification: Only 23.4% of banks partially
implement these frameworks, risking compliance
gaps (per Axis 2 results).

e Example: Follow Kenya’s model where the Central
Bank mandates COBIT for risk governance (CBK,
2023).

2. Enhance Cybersecurity Measures

e Action: Allocate at least 5% of IT budgets to
cybersecurity (vs. current 1.2%), focusing on:

¢ Adoption of NIST Cybersecurity Framework.

e Regular penetration testing and employee training.

¢ Justification: 78% of Sudanese banks experienced
cyberattacks in 2023 (per Axis 2 and Accenture 2023
data).

3. Modernize Legacy Systems

e Action: Partner with fintech firms (e.g., UAE's
Mashreq Neo) to phase out legacy systems through:

¢ Cloud migration pilots (post-regulatory approval).

¢ Modular upgrades to core banking systems.

e Justification: 70% of banks rely on outdated
systems, causing operational inefficiencies (per
demographic analysis).

4. Improve Board-Level IT Oversight

¢ Action: Establish IT governance committees at
board level, with:

¢ Quarterly audits of tech projects (linked to Axis 3's
oversight gaps).

¢ Mandatory IT governance training for directors.

¢ Justification: Only 25% of respondents strongly
agreed on oversight accountability (per Axis 2).

5. Align IT Strategy with Business Goals

¢ Action: Develop 3-year digital transformation
roadmaps with:

¢ Clear KPIs for customer experience (e.g., mobile
banking uptime).

¢ Annual budget reserves for tech projects
(addressing Axis 3's budget gaps).

¢ Justification: 56.3% of respondents noted
misaligned budgets (per Axis 3).

6. Capacity Building

e Action: Launch IT governance
programs (e.g., ISACA’s CGEIT) for:

o IT staff (35.9% of respondents lack specialized
training).

¢ Compliance/audit teams.

o Justification: Low IT specialization correlates with
governance gaps (per demographic data).

7. Regional Collaboration

e Action: Join East African IT Governance Forums
(e.g., EAC Financial Sector Committee) to:

¢ Benchmark against Kenya/Ethiopia’s best practices.

¢ Advocate for harmonized cross-border regulations.

¢ Justification: Sudan lags behind peers in risk
governance (-22% vs. Kenya, per regional analysis).

certification

Table 17: Prioritization Roadmap.

Short-Term (0-1 Year) | Mid-Term (1-3 Years) |Long-Term (3-5 Years)
Adopt NIST CSF for Full COBIT Legacy system
cybersecurity implementation replacement
Board IT training | Cloud migration pilots Al-driven governance
automation
Budget reallocation | Regional partnerships ESGintegrated
governance

Expected Outcomes
e 20% reduction in cyber incidents (aligned with
NIST adoption).
e 30% faster project delivery (via modernized
systems).
¢ Compliance with Basel IlI/PSD2 by 2026.
Stakeholders

CBOS, Sudan Banking Association, IT vendors (e.g., IBM

Sudan), and academia for training.

5. CONCLUSION

Sudan’s IT governance gaps are solvable with
targeted policies, capacity building, and cross-sector
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collaboration. Prioritize quick wins (e.g., infrastructure.

cybersecurity laws) while building long-term

Acknowledgments: The authors extend their appreciation to the Deanship of Scientific Research at Northern Border
University, Arar, KSA for funding this research work through the project number “NBU-FFR-2025-128-02".
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